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1. BEXBRN LI BEATLERGENEBENAERS |, FRA

Swi t ch(confi g) #username admin privilege 15 password 0 ciscol23!

2. EFEHAAA , FHEIA

switch(config)# aaa new-model

3. EIRMHRADIUSHRSS2RRVIPHEE I ZA4H | iRHA ¢

swi t ch# configure terminal
swi tch(confi g) #radius-server host 172.16.71.146 auth-port 1645 acct-port 1646
swi tch(confi g) #radius-server key hellol23

X BAMTE XY RADIUSIRS S R BN L Z 240 T,
4. ENMHXRADIUSHRSSE5 7T A4 |, 5% Atest aaati T :

switch# test aaa server Radius 172.16.71.146 userl Ur2Gd2BH

Wi FBWIERY , BRS52REL , RATHREE , BEFEIARS /AT LG,
5. ERBRFRHNRIEE N ETE L FIRADIUSH EREIA AP, | A :

swi tch(confi g) #aaa authentication login default group radius local

6. ERBERREI N 1SRN , RENAF#HTEHRIE , T@A

swi tch(confi g) #aaa authorization exec default group radius if-authenticated

FreeRADIUSEL E
#EFreeRADIUSHRSS 88 LE L EFF iR

1. EEMIEER S, FHEA

# cd /etc/freeradius

2. EimiEclients.conf3XF , B A :

# sudo nano clients.conf

3. ERMBENAHFIRNEMNMIZ (BEHFJ/RY ) ASREBHNAZEES , BRA

client 192.168.1.1 {
secret = secretkey
nastype = ci sco
shortname = switch

}
4. BIRBEAP XM, BRA

# sudo nano users

5. "MIMATFFRHEENENAFP, WREERIMA R AP “cisco”iRiE 15/ Cisco IOST R F 51l



cisco O eartext-Password : = "password"
Servi ce- Type = NAS- Pronpt - User,
Cisco-AVPair = "shell:priv-Ivl=15"

6. EE S 3IFreeRADIUS |, FHIA -

# sudo /etc/init.d/freeradius restart

7. EENAFRXHFHDEFAULTRFA , LMERcisco-rwi & HIFTE A F & F 150X R K 51
, BRIA

DEFAULT Group == cisco-rw, Auth-Type = System
Servi ce- Type = NAS- Pronpt - User,
ci sco-avpair :="shell:priv-Ilvl=15"

8. B LIMRIEFE EHEFreeRADIUS A P XA I T AR RR AN EMEA S, Hln , kA /s
(Fn ) WERBIN3 ( RE4ER ) -
sudo nano/ etc/freeradi us/users
life Ceartext-Password := "testing"
Servi ce- Type = NAS- Pronpt - User,

Cisco-AVPair = "shell:priv-Ilvl=3"

Restart the FreeRADI US servi ce:
sudo /etc/init.d/freeradius restart

F o AXHPHWEEE T EUbuntu 12.04 LTEF13.04 LiZ1THIFreeRADIUS,

KriF

ERIETRYLENEE , EEAUTSHS

switch# show run | in radius (Show t he radi us configuration)
switch# show run | in aaa (Show t he runni ng AAA configuration)
swi t ch# show startup-config Radius (Show the startup AAA configuration in
start-up configuration)
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http://freeradius.org/
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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