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*Dec 30 15:37:46.996: CRYPTO_PKI: Socket timeout

*Dec 30 15:40:47.929: $PKI-3-SOCKETSEND: Failed to send out message to CA server.

BRUTPKIARE :

debug crypto pki message

debug crypto pki validation

ROE P imiERIUEB AR (CA) RS BRERIUES , (EMCARRSS BREEWHTTP 404 Not Found”t&
RHR.

Dec 31 03:14:19.184: PKI: Shadow state for GETVPN now
GET_NEW_CA_CERT_WAIT_FOR_RETRY

Dec 31 03:14:19.184: PKI:get_cert GETVPN 0x10 (expired=0):

Dec 31 03:14:19.184: PKI: Shadow state for GETVPN now GET_NEW_CA_CERT
Dec 31 03:14:39.187: PKI: Shadow timer went off for GETVPN


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%PKI-3-SOCKETSEND:

Dec 31 03:14:39.187: CRYPTO_PKI: Sending Next CA Certificate Request:

GET /cgi-bin/pkiclient.exe?operation=GetNextCACert&message=GETVPN HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)

Host: 192.168.105.3

Dec 31 03:14:39.187: CRYPTO_PKI: locked trustpoint GETVPN, refcount is 1
Dec 31 03:14:39.187: CRYPTO_PKI: http connection opened
Dec 31 03:14:39.187: CRYPTO_PKI: Sending HTTP message

Dec 31 03:14:39.191: CRYPTO_PKI: Reply HTTP header:
HTTP/1.0

User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Host: 192.168.105.3

Dec 31 03:14:39.203: CRYPTO_PKI: unlocked trustpoint GETVPN, refcount is 0
Dec 31 03:14:39.203: CRYPTO_PKI: locked trustpoint GETVPN, refcount is 1
Dec 31 03:14:39.223: CRYPTO_PKI: unlocked trustpoint GETVPN, refcount is 0

Dec 31 03:14:39.223: CRYPTO_PKI: Reply HTTP header:
HTTP/1.1 404 Not Found

Date: Tue, 30 Dec 2014 16:14:28 GMT

Server: cisco-IO0OS

Accept-Ranges: none

Content-Type indicates we did not receive a certificate.

Dec 31 03:14:39.227: %Error in connection to Certificate Authority:
status = FAIL
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Hﬁﬁqﬂiﬂ,éﬂﬂ’ﬂ—’P%ﬁ%ﬁ%%RAJ:ﬁi‘F?ﬁEﬁPKI%F‘ mAIPKIER. NetFlowsi EiiE SR A H
HALERX—R. PKIARNABARSERSHTERER ,ﬁﬁ%iiﬁ}%’wiﬂzﬂﬂf‘o EoaTAl A
R — M E R BT telneiE T T EEMTHHTTPIR O LMCARRS 28, ZARSEiR O LT3 ig
BBt , BRZEBEETIT. EXRBWRET | telnetzHEHY , RPATCPEELEZTHR=ZREF,

NTEF#THETCPAMMIRER , BE7ERSS88 L% Adebug ip tcp transactions address
<tcp_peer_address>@i T , SAME T RIRF BN SETCPIRtbut I TCPRAVALE ( iR AMERE
S R E R EE ) o EXRMBREST , EMEBRLUTHEE :

TCPO: bad seg from x.x.x.x -- connection gqueue limit reached:
port 80 seq 1276472961 ack 0 rcvnxt 0 rcvwnd 4128 len 0
TCPO: bad seg from x.x.x.x -- connection queue limit reached:
port 80 seq 1276472961 ack 0 rcvnxt 0 rcvwnd 4128 len 0

TCPO: bad seg from x.x.x.x -- connection queue limit reached:

port 80 seqg 1276472961 ack 0 rcvnxt 0 rcvwnd 4128 len 0

BN ERA15.17115.25 | debug ip tcp transactionsfi & Bk, Biltas , @A
debug ip tcp packet address <tcp_peer_address , LA{E &R & /R 2 E 1A BIE 3ZRA 51 BR #l o



PKIE R BIE SHH BT BRAXXEPKIERNAEEL, MEBAHRS  BTURIX
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F Transmssion Control Protecol, Src Port: 23837 [23627), Dst Port: http (B8], Seq: 11805745463, Ack: 3426221152, Len: 164
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P Transmission Comtrol Protocol, Src Port: htte (20), DOst Port: 22627 [23627), Seq: 3426221152, Ack: 1108745633 Len: 112
= Hypertex : col
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BEERE

ERX—HBERENEEZER/LD. B, GetNextCACertZ RiX LEPKIEREFR B E iR TNER
, BLERRB/EFCAILEH, BXCAERRENIFMEER , iH5SHI0S PKI Auto-Enroll, Auto-
Rollover#lTimers, “404 Not Found”ld 5 &k ;RRA/CARRS SR 1E B RIS Al RESR B & FiE B XA LUE
N CAFIRARR S 88 LBIshow crypto pki certificate@s S THRIE, HBRHTEPKIRSSHFNE
P ER I IEBITet S EE

RA/CABRSS 28

CA-Server#show running | section pki server
crypto pki server ca-server

<snip>

lifetime certificate 600

lifetime ca-certificate 1825

auto-rollover

CA-Server#show crypto pki server | include Rollover
Auto-Rollover configured, overlap period 30 days
CA-Server#

PKIZEF %

crypto pki trustpoint test enroll url http://enrollment_url.test.com:80

enrollment mode ra subject-name OU = TEST OU, OU = cisco auto-enroll 70

FIBR , CAEBERHEENSF (1825K ) , BEEFHBHERIHRIZ0OR , F 2ECARS R L
BIERF/EFIEH. MERLEBHNERBN600X , RIFEEFEMEE , BHEZRTUECORNE
HMAR70%FRERRI/FFIUED, XRFEARELLHRICAILERIHIATE 180K, BRIX LT HAYF
B BAPKIBHH RS , HERSHI0S PKISZEM, ERHAMITNE. XBRT HHLES
IREIE S RCARB/AR | HAAEEW 404 KK EEIR , RN XEH RS RERS SR LOIE, HiF
RFEFE , ERERCARR/ZFIEH,

Eet , BT REFERH ARAIRS SR , Cisco I0S RAIRS R AIRESBI MHTTPEZREATHER
£ AWHTTPEREIFR :



/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116094-maintain-ios-pki.html
/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116094-maintain-ios-pki.html
/content/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116094-maintain-ios-pki.html#anc9

- BRRHTTPH A R EEEHKR |, #FHip http max-connections 168+ , WEERZTUEX
R16MHBERE,
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Cisco Bug ID CSCuj83430,
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1. FEcrypto PKI serverdn T T il Ashutdown@s & , AZEFHCARS
2. REBUEBERBNEF EMEEERIEENE

CA-Server (config) #crypto pki server ca-server

CA-Server (cs-server) #auto-rollover ?

<0-1825> Overlap time between CA certificates during rollover, in days
<cr>

CA-Server (cs-server) #fauto-rollover 365

3. EX/E ACARRS 270
4. NRABRA , FFIHFRARRUK RIRBN/FAFALES,

BE ERRECAF IR MAB A B3RS |, i Acrypto pki server <server-name>
rolloverii o

BeSN , MBIATE , BUCHHTTPRAF REZRFIEINE16 , LUERSHFLESEAEEREE,


https://tools.cisco.com/bugsearch/bug/CSCuj83430
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