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ethernetD
171.68.117.189

-

Router Metwork

PC
171.68.109.158

Cisco B F A TACACS+ FREZ B RER SRR EIRIFE, TACACS+ REFHIIE, BN
1Bk RS, EREHMCEE, MUHSENMEFRNZE2RIEE,

AL ER eSS A TACACS+ 5 RADIUS RS EEX AP #ITE BRI,
AE: RIEZEURA , ANXEGETELREHD.
ERASRLE  NTFEHTEABEHRIENWAF, , BEE— username,

usernane test password test

vty T E17E login local S BEALAF &,

line vty 0 4
I ogi n | ocal

MRETEEHAF A H access-enable v, M AL ITUTHENMEEZ— -
- ETSNMNAPNERSRAP#1TRE,

usernane test autoconmand access-enabl e host
tinmeout 10

5
- BHEIFFEZEEZNAF EEHEEREN,

line vty 0 4
| ogin | ocal
aut ocommand access-enabl e host tineout 10

AE : BEPH 10 BIFRIGIRMN ZM BN, ©REEBIRFRIRFOVLSENBES

ENTERF (AR ) B2XFEHEEFH A H access-enable Tn AT BIFRIFIR, TiE
BT OHNRAREXNEISIRERN 15 8. 156 78E , TEREEAER , kFOESKA
o EEFHERMtestlist, BEEHFTHEE, T R B R bt 5 B B 1 3R PR 260 PR P A A ) B
& (RZAPTZRE ) o

access-list 120 dynamic testlist tineout 15 pernmit ip any any
ENFEIERREER RS FERAR (UETFAFZERERBHFMENTTO ) ZANFREEERE
A E SR, LEALHY IP bt R ERFABRAIAARM IP Hrit,

access-list 120 permt tcp any host 171.68.117.189 eq tel net

KELE -1 deny all i28) ( FELLLRA ) o
FripRSzRNATRAAANED,



interface ethernetl
i p access-group 120 in

e TRIETRE,
RXRIZIEEFRYERHR LETNRR -

Rout er #show access-1ists
Extended | P access list 120
10 Dynanmic testlist permit ip any any |og
20 pernmit tcp any host 171.68.117.189 eq tel net (68 natches)

TEEHNABMEN A EEEERERHRFZE , ETIEMRE,
AE AR 10 BIGRISIRM 22/ B, EFEIBTHRIIRFVEX BRI BE.

% el net 2514A

Trying 171.68.117.189 ...
Connected to 2514A. network.com
Escape character is '""]".

User Access Verification

User nane: test
Password: test

Connection closed by foreign host.

BB TR

Rout er #show access-1lists
Extended | P access |ist 120
10 Dynamic testlist permit ip any any |og
pernmit ip host 171.68.109.158 any log (time left 394)
20 permt tcp any host 171.68.117.189 eq tel net (68 matches)

ETRIP it , SRFHFE—NATHAFHT O, SEMARTIREN , BLBIH MO,

Rout er #show i p access-lists 120
Extended | P access list 120
10 Dynanmic testlist permt ip any any |og
permt ip host 171.68.109.64 any |og
permit ip host 171.68.109.158 any | og
20 pernmit tcp any host 171.68.117.189 eq telnet (288 matches)

XERFRESMNEF IP it 3HEM B4R IP it # 4TS IP 5,

{5/ TACACS+

B TACACS+

fi @ TACACS+ IRE22 LR HI7E TACACS+ RSB EHITH MW IE MBI , LUEFEH
TACACS+ , tIA T8 HATR :

Rout er #show i p access-lists 120
Extended | P access |ist 120
10 Dynamic testlist permt ip any any |og
permit ip host 171.68.109.64 any |og
permit ip host 171.68.109.158 any | og
20 pernmit tcp any host 171.68.117.189 eq tel net (288 matches)

SR TS B ELE Cisco Secure ACS for Windows Lt & TACACS+ :
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ZXE : £ debug T ZHI , HSHAEX Debug T EEEFE.

- debug tacacs authentication — & RE % TACACS+ BRRIEEIENEE ., NEXLEHRHFRA
RiRft, MRARREMHE  BEMXEA debug tacacs.
- debug tacacs authorization — £ R x TACACS+ BHRIEIIENER ., NERLERHFRA
R, MRAREM , FNEEA debug tacacs.
. debug tacacs events — &Rk B TACACS+ #BREFHENES ., NERLEHMRAPREE
o MEBFKRIFM | HNFEH debug tacacs.
Ed] L)\"Fﬁ X AAA (BB TR HERR

. debug aaa authentication - £ /R AAA/TACACS+ S 7R IERE R,
- debug aaa authorization - £ "G AAA/TACACS+ ERKIEE.
AL B9 R 4B debug %t S R T ACS TACACS+ BRE 58 F B9 F Th B A 10 i M AU A,

Rout er #show debug

CGeneral OCS:
TACACS+ events debugging is on
TACACS+ aut henti cati on debugging is on
TACACS+ aut hori zation debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Rout er #

AAA/ Bl ND( 00000009): Bind i/f

AAA/ AUTHEN LOG N (00000009): Pick method list 'default®
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication start request id 9
TPLUS: Authentication start packet created for 9()

TPLUS: Using server 10.48.66.53

TPLUS(00000009)/ 0/ NB_WAI T/ 82A2E088: Started 5 sec ti neout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 36 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1

TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e readi ng
TPLUS(00000009)/ 0/ READ: socket event 1

TPLUS(00000009)/ 0/ READ: read entire 12 header bytes

(expect 16 bytes data)

TPLUS(00000009)/ 0/ READ: socket event 1

TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009) / 0/ 82A2E088: Processing the reply packet
TPLUS: Recei ved aut hen response status GET_USER (7)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ W\RI TE/ 8347F3FC. Started 5 sec timeout
TPLUS(00000009)/0/WRI TE: wote entire 22 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1

TPLUS(00000009)/ 0/ READ: read entire 12 header bytes

(expect 16 bytes data)

TPLUS(00000009)/ 0/ READ: socket event 1

TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 8347F3FC. Processing the reply packet
TPLUS: Recei ved authen response status CGET_PASSWORD (8)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ W\RI TE/ 8347EE4C. Started 5 sec timeout
TPLUS(00000009)/0/WRI TE: wote entire 25 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
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TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 6 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 18 bytes response
TPLUS(00000009)/ 0/ 8347EE4C. Processing the reply packet
TPLUS: Received aut hen response status PASS (2)
AAA/ AUTHOR (0x9): Pick nethod list 'default’
TPLUS: Queui ng AAA Aut horization request 9 for processing
TPLUS: processing authorization request id 9
TPLUS: Protocol set to None ..... Ski ppi ng
TPLUS: Sendi ng AV service=shell
TPLUS: Sending AV cnd
TPLUS: Authorization request created for 9(tne-1)
TPLUS: using previously set server 10.48.66.53
from group tacacs+
TPLUS( 00000009)/ 0/ NB_WAI T/ 8347F508: Started 5 sec timeout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 60 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 44 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 56 bytes response
TPLUS(00000009)/ 0/ 8347F508: Processing the reply packet
TPLUS: Processed AV autocnd=access-enable host tinmeout 10
TPLUS: received authorization response for 9: PASS
AAA/ AUTHOR/ EXEC( 00000009) : processi ng AV cnd=
AAA/ AUTHOR/ EXEC(00000009) : processi ng AV
aut ocnd=access-enabl e host tinmeout 10
AAA/ AUTHOR/ EXEC( 00000009) : Aut hori zati on successf ul

£/ RADIUS

Bl E RADIUS

AT A RADIUS |, A RADIUS BRS-25ECE 158 #H17E RADIUS BRS25 E#H1TH BRI , HEM
NEEEBRM 26 PR TRERNSEH (BzIHT ) , TR :

Rout er #show debug

CGeneral OCS:
TACACS+ events debugging is on
TACACS+ aut henti cati on debugging is on
TACACS+ aut hori zati on debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Rout er #
AAA/ Bl ND( 00000009): Bind i/f
AAA/ AUTHEN LOG N (00000009): Pick method Iist 'default®
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication start request id 9
TPLUS: Authentication start packet created for 9()
TPLUS: Using server 10.48.66.53
TPLUS(00000009)/ 0/ NB_WAI T/ 82A2E088: Started 5 sec ti neout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 36 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes



(expect 16 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 82A2E088: Processing the reply packet
TPLUS: Received authen response status GET_USER (7)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ WRI TE/ 8347F3FC. Started 5 sec tinmeout
TPLUS(00000009)/0/WRI TE: wote entire 22 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 8347F3FC. Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ WRI TE/ 8347EE4AC:. Started 5 sec tinmeout
TPLUS(00000009)/0/WRI TE: wote entire 25 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 6 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 18 bytes response
TPLUS(00000009)/ 0/ 8347EE4C. Processing the reply packet
TPLUS: Received aut hen response status PASS (2)
AAA/ AUTHOR (0x9): Pick nethod list 'default’
TPLUS: Queui ng AAA Aut horization request 9 for processing
TPLUS: processing authorization request id 9
TPLUS: Protocol set to None ..... Ski ppi ng
TPLUS: Sendi ng AV service=shel l
TPLUS: Sending AV cnd
TPLUS: Authorization request created for 9(tne-1)
TPLUS: using previously set server 10.48.66.53
from group tacacs+
TPLUS( 00000009)/ 0/ NB_WAI T/ 8347F508: Started 5 sec tinmeout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 60 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 44 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 56 bytes response
TPLUS(00000009)/ 0/ 8347F508: Processing the reply packet
TPLUS: Processed AV autocnd=access-enable host tinmeout 10
TPLUS: received authorization response for 9: PASS
AAA/ AUTHOR/ EXEC(00000009) : processi ng AV cnd=
AAA/ AUTHOR/ EXEC( 00000009) : processi ng AV
aut ocnd=access-enabl e host tinmeout 10
AAA/ AUTHOR/ EXEC(00000009) : Aut hori zati on successf ul
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. debug radius - & ~R5 RADIUS HXHE R,
FEAUT WS AAA [RIRE# 1T PEHERR

. debug aaa authentication - £ /X AAA/TACACS+ S 13 I IERI{E B,
- debug aaa authorization - £ "G AAA/TACACS+ ERKIEE.
AL # R debug %8R 7 8 RADIUS ELER ACS LRI H & AR IEMRIUIE,

Rout er #show debug

General OCS:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Radi us protocol debugging is on
Radi us packet protocol debugging is on

Rout er #
AAA/ Bl ND( 00000003): Bind i/f
AAA/ AUTHEN LOG N (00000003): Pick method list 'default®
RADI US/ ENCODE( 00000003) : ask "Usernane: "
RADI US/ ENCODE( 00000003) : send packet; GET_USER
RADI US/ ENCODE( 00000003) : ask "Password: "
RADI US/ ENCODE( 00000003) : send packet; CGET_PASSWORD
RADI US:  AAA Unsupported [152] 5
RADI US: 74 74 79 [tty]
RADI US( 00000003): Storing nasport 66 in rad_db
RADI US/ ENCODE( 00000003) : dr oppi ng service type,
"radi us-server attribute 6 on-for-login-auth" is off
RADI US( 00000003): Config NAS IP: 0.0.0.0
RADI US/ ENCODE( 00000003) : acct_session_id: 1
RADI US( 00000003) : sendi ng
RADI US/ ENCODE: Best Local | P-Address 172.18.124.1
for Radius-Server 10.48.66.53
RADI US( 00000003) : Send Access- Request to 10.48. 66.53: 1645
id 21645/1, len 77
RADI US: aut henticator 5A 95 1F EA A7 94 99 E5 -
BE B5 07 BD E9 05 5B 5D

RADI US:  User - Name [1] 7 "test"

RADI US:  User - Passwor d [2] 18 *

RADI US: NAS- Port [ 5] 6 66

RADI US: NAS-Port - Type [61] 6 Vi rtual [ 5]
RADIUS: Calling-Station-Id [31] 14 "171.68.109. 158"
RADI US: NAS-| P- Addr ess [4] 6 171.68.117. 189

RADI US: Received fromid 21645/1 10. 48. 66. 53: 1645,
Access- Accept, len 93

RADI US: authenticator 7C 14 7D CB 33 19 97 19 -
68 4B C3 FC 25 21 47 CD

RADI US: Vendor, Gisco [26] 51
RADI US: Cisco AVpair [1] 45

"shel | : aut ocnd=access-enabl e host tineout 10"
RADI US: d ass [25] 22

RADI US: 43 49 53 43 4F 41 43 53 3A 61 63 31 32 37 63 30
[ Cl SCOACS: ac127c0]

RADI US: 31 2F 36 36 [ 1/ 66]

RADI US( 00000003): Received fromid 21645/1

AAA/ AUTHOR/ EXEC(00000003) : processi ng AV
aut ocnd=access- enabl e host tinmeout 10

AAA/ AUTHOR/ EXEC(00000003) : Aut hori zati on successf ul
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