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A
AARHA FAE L. | W55 Cisco HARETAN
NP IR S5 8R4 B & th RSA #4AXY

E—SRERMM Cisco |I0S CA FRSF=REMAR RSA BN, HEMER (R1) L, R HHAIRE
B RSA Z4A :

Rl(config)#crypto key generate rsa general -keys | abel ciscol exportable The nane for the keys will be:

ci scol Choose the size of the key nodulus in the range of 360 to 2048 for your Ceneral Purpose Keys.
Choosi ng a key nodul us greater than 512 nay take a few minutes. How many bits in the nodulus [512]: %
Generating 512 bit RSA keys ...[OK] Rl(config)# *Jan 22 09:51:46.116: %SSH 5- ENABLED: SSH 1. 99 has been
enabl ed

AE : WTURNIERRSHFEANBAX , BLTRAERBB B (key-label) ( BIHEETAM

crypto pki server cs-label &% ) -

S H 4R AN

FHEAFHIEES K% RAM (NVRAM) = TFTP # ( BRIBEHNEEME ) . EATRHIH , £H
NVRAM, RIFEEWXERR , AT FRILEBES , EURFEEMRILA TFTP RS

Rl(config)#crypto key export rsa ciscol pemurl nvram 3des ciscol23 % Key name: ciscol Usage: General
Purpose Key Exporting public key... Destination filenane [ciscol.pub]? Witing file to nvramciscol. pub
Exporting private key... Destination filename [ciscol.prv]? Witing file to nvramciscol.prv Rl(config)#

WMRER TFTP RS5E B URBUH G SAIRERS AERBNBHAX

crypto key inport rsa key-label pem [usage-keys] {termnal | url url} [exportable] passphrase
A WRFHFLEZRTUMNENILEBRFB LS E | EUUEFERSHAIFTASHOBAX
, AEEREERS AZNERRSFHR L, XH | XERARTIUBEBRSE T,

BoruF 4 BORY 2R 4R XS

ERITAERNZHAF |, % H show crypto key mypubkey rsa 5o

TR HERER ({REMAF ) (OIT) XFFL show i %, £ OIT IEEX show S HH
8 24

Rl#show crypto key nypubkey rsa % Key pair was generated at: 09:51:45 UTC Jan 22 2004 Key nane: ciscol
Usage: General Purpose Key Key is exportable. Key Data: 305C300D 06092A86 4886F70D 01010105 00034B00
30480241 00CC2DC8 ED26163A B3642376 FAA91C2F 93A3825B 3ABE6A55 CODD3E83 F7B2BD56 126EO0F11 50552843
7F7CAADA 3EC3E2CE OF42BD6F 4C585385 3CA3FF1E 04330AE3 37020301 0001 % Key pair was generated at: 09:51:54
UTC Jan 22 2004 Key nane: ciscol.server Usage: Encryption Key Key is exportable. Key Data: 307C300D
06092A86 4886F70D 01010105 00036B00 30680261 00EC5578 025D3066  72149A35 32224BCA 3E41DD68 38B08D39
93A1AA43 B353F112 1E56DA42 49741698 EBD02905 FE4EC392 7174EEBF D82B4475 2A2D7DEC 83E277F8 AEC590BE
124EO00E1 C1607433 5C7BC549 D532D18C DDOB7AE3 AECDDE9C 07AD84DD 89020301 0001

HEERHEE LS A HTTP BRs5 88

Cisco 10S CA RS 88X 5@ 13 a1 B iF B X A (SCEP) #4THY M. Fitk | 7 TREB TR
¥, BRHBLIUZITHEM Cisco IOS HTTP fR%e8. ERAZMRSEE , BEA ip http server i &



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Rl(config)#i p http server

Hegeas LB AFEE CA BRSS8s

dit

1. IEBRSHFLNESEN T FHERNZANEAHEBNER , EEX—KRIFEEE, HiIfrXE
E&E@%%ﬂﬂ?*ﬂ_‘g*ﬁ EQE . Rl(config)#crypto pki server ci scolEFHiE:EH&%%EZE , fﬁﬂl«lﬁ
A ENERIAEREY CLI IEEHME , SMEIEFRSREB EEET,

2. database url i S AMEEEH CA RSBHAMEBIEERENEANNE, WRREELHBT
FTBBIREELXB B ANIER, Ri(cs-server)#database url nvram 2 : JRMEH TFTP RS
g% , W URL Ri A tftp:// <ip_address>/directory,

3. ﬁﬂlﬁz‘&ﬁﬁéﬁﬁu . Ri(cs-server)#dat abase | evel mi ni wnﬂtbﬁf%%?ﬁuiﬁ%iiﬂﬂ'ﬁﬁﬁmﬁﬁﬁﬂgﬁﬁ
KH . BE?EBNEEEEIABERAETENILED , TAFPR. X2MIAME. B8 ?KRER
NESH, BIUEPFISHMETEMENEE 2. TB? REKRPNBHKFELEHNEE 2N
, BESLAUEPBEARKIEE., X : complete XBFLERAKEFEE, MRFEHLRRBF
, #3& RIET database url i S IEEEH P EMBUER NI TFTP RS 28.

4. CAMKREBAMEENIEEN DN 2/ H, EARGP , FANCN (BB ) I

ciscol.cisco.com , L ( (VAT ) A RTP , C ( B 3R/ X ) HNEH - R1(cs-server)#i ssuer- nane
CN=ci scol. ci sco. com L=RTP C=US

5. UR¥ANBIEE CAEPRAEM—MIEPHNERH. ARETEE 1 XF 1825 X, BIAH
CAUERBEMUR=F , MANLEREMYR—F. IPERHNRKHRL CA EBRRE
E_//\ﬁo @Jﬂu - Ri(cs-server)#lifetime ca-certificate 365 Rl(cs-server)#lifetine certificate 200

6. BUNET N BV E SGIEB RSS2/ EAR CRL NAMRH. BB RAEN 336 /et (WA ) .
ﬁi}\{a% 168 ’J‘N ( _JEJ ) o Rl(cs-server)#lifetine crl 24

7. EXHIEBRSFZERNIERPEANIERSHES RS E R (CDP). URL 42 HTTP
URL, 1’5|Jill1 ; ﬁiiﬁﬁ'ﬂjﬂgﬁﬁ%% IP i&iﬂ:j‘] 172.18.108.26 : R1(cs-server)#cdp-url

http://172.18. 108. 26/ ci scolcdp. ci scol.crl
8. EEFH CA HE%%& , I%ﬁtlj no shutdown ﬁ'%o R1(cs-server)#no shut down;iﬁ . 'fXEﬁ.’?Eé%?E
2EREFIEBRFHFZETERXHLEGS.

ECESE =4 10S B8R (R2) I ik 15 AR S5 st 173 A

BEZS R,

1. ZER2 LBREFHNA. BEHAER RSA B, ENHXARNENEEEN R2 , BHEA
hostname ﬁ% . Router (confi g)#host nane R2R2(confi g)#iﬁfi% , Eiﬁ{?ﬁl hostname ﬁf%Z)ﬁ
, RHBNENBUNRETER. EERHRF LHEEEHE , 56 A ip domain-name %
. R2(config)#i p domai n-nane ci sco. comB & K R2 Z4AX ) BEEA crypto key generate rsa ﬁf'%

. R2(config)#crypto key generate rsaThe name for the keys will be: R2.cisco.conChoose the size of
the key nodulus in the range of 360 to 2048 for yourGeneral Purpose Keys. Choosing a key nodul us
greater than 512 may takea few m nutes. How nany bits in the nodul us [512]: % Generating 512 bit RSA
keys ...[ K]

2. B2 REERXPEANTH S , LUER CA RAMBE[IZER ( A RHAIHPH Cisco 10S
CA ) #jﬂ{%’fiz‘f—i CA }Eiﬁ’l‘i . crypto ca trustpoint cisco enrollnent retry count 5 enrollnent
retry period 3 enrollnent url http://14.38.99.99:80 revocation-check none X crypto ca
trustpoint i &S T I A crypto ca identity #5<5 H crypto ca trusted-root @5 , MTIHEE
A TRMAA SR

3. ff A crypto ca authenticate cisco @5 ( cisco REERIFZ ) , LUMEM CA RESBRRRIL



:F'E . R2(config)#crypto ca authenticate cisco

4. £ crypto ca enroll cisco T5F ( cisco RIEERIRE ) , MEEMHAERK : re(config)#erypto
ca enrol | ciscof(ZIME Cisco IOS CA fR$ 83 1T/EM 2 /5 , £ show crypto ca certificates @n
THNZRANEIMERNIES, XRHTHHE. ZRTERTHANIEBRFES , 5 Cisco
IOS CA HE%%EFEEEH@%%&SH@ . R2#show crypto ca certificates Certificate St at us:

Available Certificate Serial Number: 02  Certificate Usage: General Purpose |ssuer:

cn=ci scol. ci sco. com | =RTP c=US  Subject: Nane: R2.cisco.com host name=R2. ci sco. com
CRL Distribution Point: http://172.18.108.26/ciscolcdp.ciscol.crl Validity Date: start date:
15:41: 11 UTC Jan 21 2004 end date: 15:41:11 UTC Aug 8 2004 renew date: 00:00:00 UTC Jan 1
1970 Associated Trustpoints: cisco CA Certificate Status: Available Certificate Serial
Nunber: 01 Certificate Usage: Signature | ssuer: cn=ci scol. ci sco. com | =RTP c=US

Subj ect : cn=ci scol. ci sco. com | =RTP c=US Validity Date: start date: 15:39:00 UTC
Jan 21 2004 end date: 15:39:00 UTC Jan 20 2005 Associated Trustpoints: cisco

5. N ZAREFEIKANEF , BFEWALLTET : host name(config)#write menory
6. Eﬁﬁﬁﬂlﬁ ) '\Lﬁf’ﬁkb{?ﬁ% . host nane#copy run start

Brir

ERALR S AT EIAER BRER ERIZIT.

TR HERER ({REMAS ) (OIT) XEFFEL show i %, /A OIT IEEX show S HH
8 24

- show crypto ca certificates ? £ RiEF,

- show crypto key mypubkey rsa ? & RZ4AXS o host name#tcopy run start

- crypto pki server ese-ios-caf§ B.crl ? iﬁiﬁ:ﬁﬁﬁﬁﬁu'éﬁ(CRL)o host nane#copy run start

. crypto pki server ese-ios-cafE B R ? 2 RZEZEZIZHER, nost nane#copy run start

. i Rerypto pki server ? & R B HZEAEMIZHE(PKI)IRSEFIRS o host nanescopy run start

. crypto pki server cs-label grant { all| 4t Z- id} ? RIEFTBEHIFESCEPE R,

- crypto pki server cs-labeHE4E {2 8| 4L 2- id} ? LB HIFESCEPIER,

- crypto pki server cs-labelZB B 4 B [minutes] ? £ R HBEMHISCEPE R (08— N — X HER
B(OTP) -t RIKE (A2 8#). BRCEE B 1 78E 1440 2%, BIARIEF 60 28, EX
: —XRE—NOTP BEM. MRERKS — OTP , ZHIH OTP HABE M.

. crypto pki server cs-labeBUH iFB/F5 ? RBRBIEEFSISHIER,

. crypto pki server cs-labeli#R pkcs10 {URL URL|4i#%} [pem] ? F I lbase64,PEM
PKCS10iEH &I EREIERBIEE,

- crypto pki server cs-labegB.crl ? £ RKXFLHHCRLAVIRHIE R

. infoiRcrypto pki serverffics-label ? & RFIAE RBFIEHEIZER,

BXEMBIEEER , ESRAAXEPRUEE RN ZAXN D .

B BB PR

BRHEHRES , BEH 1P T2 HEHER - THMER debug %,
AR RSBBERT , MERFAEHE L CA IRST 257 A AR R [FI &L,

HXER

- IPsec FAES/IKE i
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