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Rl (config) #crypto key generate rsa general-keys label ciscol exportable

The name for the keys will be: ciscol

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
% Generating 512 bit RSA keys ... [OK]

Rl (config) #
*Jan 22 09:51:46.116: $SSH-5-ENABLED: SSH 1.99 has been enabled

AR . BXF T NATERRSFNRAX ( ZHAFRE ) EAMEEN A M(ES crypto pki server
cs-labeliw = , HETA)o
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Rl (config) #crypto key export rsa ciscol pem url nvram: 3des ciscol23
% Key name: ciscol
Usage: General Purpose Key
Exporting public key...
Destination filename [ciscol.pub]?
Writing file to nvram:ciscol.pub
Exporting private key...
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Destination filename [ciscol.prv]?
Writing file to nvram:ciscol.prv
Rl (config) #

MREH TFTP RS , WU LURNTARERS AERNZHAX -

crypto key import rsa key-label pem [usage-keys] {terminal | url url} [exportable] passphrase

AR MRFFEZANLEBRSHSH , FERESHIFTTSHBANERES ADILERRS
#Ro XF , BRARTREBRASHT

B8 UF 4 RRAY B4R X

#& ] LLEIS 98 A show crypto key mypubkey rsa #5a B 4 R BAFT

BEHHABREFTIE (XEIMAF ) XFELE show d$ , FAKITETUERR show 9
B 2 4T

Rl#show crypto key mypubkey rsa

% Key pair was generated at: 09:51:45 UTC Jan 22 2004

Key name: ciscol

Usage: General Purpose Key

Key is exportable.

Key Data:
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00CC2DC8 ED26163A
B3642376 FAA91C2F 93A3825B 3ABE6AS5 C9DD3E83 F7B2BD56 126EQ0F11 50552843
TF7CA4DA 3EC3E2CE 0F42BD6F 4C585385 3C43FF1E 04330AE3 37020301 0001

% Key pair was generated at: 09:51:54 UTC Jan 22 2004

Key name: ciscol.server

Usage: Encryption Key

Key is exportable.

Key Data:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00EC5578 025D3066
72149235 32224BC4 3E41DD68 38B08D39 93A1AA43 B353F112 1E56DA42 49741698
EBD02905 FE4EC392 7174EEBF D82B4475 2A2D7DEC 83E277F8 AEC590BE 124E00ELl
C1607433 5C7BC549 D532D18C DDOB7AE3 AECDDEYC 07AD84DD 89020301 0001

SR EgR LB A HTTP BRS58R
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BE  BRARJSTUETHER Cisco IOS HTTP R85, EFSATE , A ip http server &9 :

Rl (config) #ip http server
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Rl (config) #crypto pki server ciscol
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2. database url S AIEEEH CA BSSBNMEREERERNEANNME, IRAEELKGS
, TEBREEXBSBEANES,

Rl (cs-server) #database url nvram:

XX WREATFTPIRS S , MURLEE Rtftp://<ip_address>/directory.
3. BMEHEERA :

Rl (cs-server) #database level minimum

WS EREERIMBEEEFEENBENERE, Minimum — E64ZLETRR EhRPER
THESETIPNRDER ; XEBHIAE. Names - BRT minimal ZBIPRHENEEN , &
SESNMIPHFISMEFEEZTH. Complete - BT minimal £ 3I# names &5 PR SN E
B, BRSERNBMIBEABEES, I TBXEFLERKEEFE. MRLX B
T, BEFEEBET database url T HIEEEHPFHEBEBHAL TFTP RS

4.5 CAMEEBMEBENIEEN DN /B, EAHIH , FANCN ( XHAEH) B
ciscol.cisco.com , L (fZi& ) # RTP, C (EFR/#KX ) AXE :

Rl (cs-server) #issuer-name CN=ciscol.cisco.com L=RTP C=US

5 LRBANBEMNIEE CAIEPREM—RREPHWERP. BERETEE 1 X7 1825 X, ERIAW
CAEREMEN 3F , RIANIEPERSARN 1 . FEXIPEXRL CAIEBERBELE 1
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Rl (cs-server) #lifetime ca-certificate 365
Rl (cs-server) #lifetime certificate 200

6. UM B AV E SGIE B RSS2/ E AR CRL AR, AR AEN 336 /et (WA ) -
MINEN 168 /pEt (—H ) 6

Rl (cs-server) #lifetime crl 24

7. EXHIEPRFZF/E LR HFEAM Certificate-Revocation-List 2 & & (CDP), URL 247
& HTTP URL. f5ltn , BATHARSSERRY IP tbhky 172.18.108.26,

Rl (cs-server) #cdp-url http://172.18.108.26/ciscolcdp.ciscol.crl

8. Al @ & H no shutdown # &K B A CA RS,

Rl (cs-server) #no shutdown
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1. 1% Administration > Certificate Management , #A/51%3% Click here to install a CA
certificate , LAf8M Cisco I0S CA RSB BUERIE+H.



Refresh(@&

Thir section lets wou wew and manage cerfficates o the VETT 2000 Cencentrater. Installation of a CA&
certificabe ie required hefore identiy and 5L certificates can be inetalled.

-{ Clhick here to dnstall 3 C& certificare I

o Click here to entoll with a Certificate Aithetitr
¢ Chck here to install a cechficate

Cetificate Authorities [ View A0CFL Caches | Clear Al CRL Cachies ] {ourrent: 0, mepammim 20

subject Iszuer Expmnation SCEP Issuer Achons
No Certificate Anthorities

TIdentity Cextificates (current 0, mazimum: 203

Sulgect Lssuer Expiration Actons
No Identity Certificates

2. J&# SCEP fER RE S %o

Choose the methed of matallation:

-‘ = BE (minple Certficate Enrellinent Protocol)

s Tpload File firoen Worketation

< 03 baclt be and chooze a diferent tyoe of certficate

3. #i A Cisco I0S CA ARZSE5HY URL ( —/ CA #HIRfF ) , AAFE¥# 7 Retrieve, XX : ARHIH
B IE#URL 2 http://14.38.99.99/cgi-bin/pkiclient.exe( 278 & /cgi-bin/pkiclient.exe iy ST B 3% 2

o

Enter the informanion needed to retieve the CA certificate wia SCEP. Please wait for the operation to
complete,

URL | http:/f14.38.58.99/cqi-bindpliclient. ex

CA Ilescopter |co Eequred for some PEI confizurabons.

[ Retrigve ][ Cancel ]

%32 Administration > Certificate Management AR IERIE B R E B T3, WEWREA TRIEH
EI\J ﬁém 1%/%\0




Refrech@:
Thiz sechan letz o vew and manage certificates on the VEIT 2000 Caoticentrabor.

o Chele here to enrall with a Certificate Aathorty
o Chck here to install & certificate

“patificate Anthorities [ view A0CRL Caches | Clesr ALCRL Cachies ] {current 1, msmdmum: 20
Sulgect Issuner Expiration | SCEF Issuaer Artons
ciscol.cscecom  clcel cscocom (01202005 Tes View | Confizurs | Delete | SCEF

Ldemtity Cextificates (current: 0, maziraum: 20}

Subject Isrner Expmation Actions
Na Ldentity Certficates

4. 1% Click here to enroll with a Certificate Authority , SAfEM Cisco I0S CA BRS5883RH ID i
ail

Refresh@

Thiz sechen lets vou view and memage cerhfcates on the VEN 3000 Concentrator,

of Click: here to etvoll with a Cerbficate Sutharty
+ '_lick here to imatall a certcate

Clertificate Anthorities [View 41 CRL Cachen| Cloar A CRL Cachen | {owrrent: |, mazimum: 200
Suhjert Issuer Expmationn | SCHEP Issuer Actions

mscel.cisca.com  ciscolosce.com (0172042005 Yes View | Corfizuaee | Delete | 3CER

Identity Certificates (current: [, mazamnn 200
Subject Issuer Expiration Actions
o Llentity Certificates

5. #%#% Enroll via SCEP at cisco1.cisco.com ( cisco1.cisco.com & Cisco |I0S CA RFEIH
CN)o



select the ervollnent raethed for the identiy cerificate. To mstall a certificate with SCEP, the issuing
Cd's certificate st also be inptallad wath ECBEP. Clicle here bo install & new 4 using & 0EF before
ar ol

e Enrolwia PECS10 Beguest (hamial

Enroll vig SCEP at ciscol.cisco.com

<< 7o back to Cerhficate Menagement

6. ALBHREFEPIENRAEEE | UMK, TREMKRE , £ Enroll FFAF CA RS
BB AV AL E R

Ltll:l:r the mbommabon to be mchuded in the cerhbeate request. Flease want for the operatvou to fomsh.

Erer the comtnon fiame for the VERT 3000 Catcentatss

Commen Name (CN} dp-vpn3000 | 10 tu= sl iy this FECL

Orgamizatisnal Unit (OU) TAC Enter the departmett.
Chganrzation (0 Cisco Erter the Organisation or company.
Localty (L} BTF Enter the ciy or tewn
Btate Province (5F) MC Enter the State or Prownee
¢ (YIS E:‘:‘Itl.‘-:l’ ﬂ'u:'t'.a.r-:--l-:,ttm country abbrenation (o2 Tieted
' States = 1T5)
Snlject AlternativelTamne Enter the Fully Qualified Domain ¥ame for the WEDT
FODN) 3000 Concentrator to be used in tis PEL
Subge ot Altemative Mame (E- Erter the E-Bel Addreaa bor the VEX 2000
Ml Adduvess) Concentrator to be used n this PEL
Challenge Password Erter and venty the challenge password for this
Vertfy Challenge Pasrword certficate recquest
Eey Sme RSAGIZbis = Select the key mire for the peoerated RS A key par

! =l ! Lamtal

¥ & Enroll’2J& , VPN 3000 £+ 2548 T“A certificate request has been generated”s

& certificate regquest has been penerated

=oBE Status: Installed

o 3o to Cerificate Management
s ooto Certificate Enralltnent
s o ta Certificate Installation

TR
: Cisco 10S CABRZ 28 A &L & v fif Fl Cisco |0S CABRSS 88 F v $grant automatic B 37 1% FiE 4
o APIPFEATHGS. EEF IDIEPHIFHFEE , H%F Administration > Certificate




Management, & REGERELUFUTHE,

Tz sectan lets wou mew and manage cerificares on the YEDT 3000 Concetmator,

w Qlick here b corvell with & Cerificate Aaghonty
o Clhck here to install & certsficate

Certifiente Authorities [ Fiow ACEL Caches | Clear 48 CRL Caches ] (cusrent; 1, meszroum: 30
Bulject Issuer Expuation SCHP Issmer Actiong
cieco 1 clzca com circo] cisca.com Q1202005 Yes View | Corfiguss | Daletq | BOEP

dentity Certificates (curent 1. madmum 20)
Subyect Issmer Fxpurabon Actions
rtp-mpa 000 st Cigco rigca | .cisco, oo DEMZ2004 Viaw | Eeanwwr| Dalsta
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