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Introduction

AR A £ F — B B 88 £ A Xauth E2iE DynamicMultipoint VPN (DMVPN) 1 Easy VPN, it
REESEHST UM DMVPN 2%, EBERNZEHEMZHABTEDNN (ISAKMP) BB X HEE% 5
BEzhZAF 4 DMVPN spoke 8 Easy VPN &P isEIAE S .

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

AXEPHEEETUTREME AR

. &7 Cisco 10S® i #ERA 12.3(3) 1 12.3(3)a K9 Cisco 2691 F 3725 LS

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.
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Configure

AN E 7 AR < WA ES B AN S PR Th BB RV A5 Bo
Note: BXANMFFARMTHFARES , FEADTERTE (XREMAF ).

Network Diagram
AN REFEREMEIRE,
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. sv9-2 HOELE
. sv9-3 B XEE
. sv9-4 P XEE

sv9-2 ALELR

sv9- 2#show run
Bui | di ng configuration...

Current configuration : 2876 bytes
!
version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
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no service password-encryption
!
host nane sv9-2
!
boot - start - mar ker
boot - end- mar ker

!
enabl e password cisco
!
usernane cisco password O cisco
aaa new node

!
!
I--- Xauth is configured for l|ocal authentication. aaa
aut hentication | ogin userauthen |oca

aaa aut horization network hw client-groupnane | oca

aaa session-id common

i p subnet-zero

!
!
no i p domai n | ookup
!
ip audit notify |og

ip audit po nmax-events 100
ip ssh break-string

no ftp-server wite-enable
!
!

I--- Keyring that defines the wildcard pre-shared key.
crypto keyring dmvpnspokes

pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23

!

I--- Create an | SAKMP policy for Phase 1 negotiations
l--- This policy is for DWPN spokes. crypto isaknp
policy 10

hash md5

aut hentication pre-share
!

I--- Create an | SAKMP policy for Phase 1 negotiations
l--- This policy is for Easy VPN Clients. crypto isaknp
policy 20

hash nd5

aut hentication pre-share

group 2

l--- VPN dient configuration for group "hwclient-
groupnanme” !--- (this name is configured in the VPN
Client). crypto isaknp client configuration group hw
cl i ent-groupnane

key hw-client-password

dns 1.1.11.10 1.1.11.11

wins 1.1.11.12 1.1.11.13

domai n ci sco. com

pool dynpoo

l--- Profile for VPN dient connections, natches the !--




"hwclient-group" group and defines the XAuth
properties. crypto isaknp profile VPNclient
mat ch identity group hwclient-groupnamne
client authentication |ist userauthen
i saknp aut horization |Iist hwclient-groupnane
client configuration address respond

l--- Profile for LAN-to-LAN connection, references !---
the wildcard pre-shared key and a wildcard !--- identity
(this is what is broken in !--- Ci sco bug | D CSCea77140)
I--- and no XAuth. crypto isaknp profile DWPN

keyri ng dmvpnspokes

match identity address 0.0.0.0

|
|

l--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transformset strong esp-3des
esp- md5- hnac

node transport

|

I--- Create an | Psec profile to be applied dynanically
to the !--- generic routing encapsul ati on (GRE) over

| Psec tunnels. crypto ipsec profile cisco

set security-association lifetime seconds 120

set transformset strong

set isaknp-profile DWPN

|
|

I--- This dynami c crypto nap references the | SAKMP !---
Profile VPN Client above. !--- Reverse route injection
is used to provide the !--- DWPN networks access to any
Easy VPN dient networks. crypto dynam c-map dynmap 10
set isaknmp-profile VPNclient

reverse-route

set transformset strong

]
]

I--- Crypto map only references the dynam c crypto nap
above. crypto map dynmap 1 ipsec-isaknp dynam ¢ dynnmap

no voi ce hpi capture buffer
no voi ce hpi capture destination

l--- Create a CRE tunnel tenplate which is applied to !-
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-- all the dynanmically created GRE tunnels. interface
Tunnel 0

i p address 192.168.1.1 255.255.255.0
no ip redirects

ip mu 1440

i p nhrp authentication ciscol23

ip nhrp map nmul ticast dynamic

ip nhrp network-id 1

i p nhrp hol dtime 300

no ip split-horizon eigrp 90

tunnel source FastEthernet0/0

tunnel node gre multipoint

tunnel key O

tunnel protection ipsec profile cisco
|

i nterface FastEthernet0/0

i p address 209. 168. 202. 225 255. 255. 255. 0
dupl ex auto

speed auto

crypto map dynmap

|

interface FastEthernetO/1

ip address 1.1.1.1 255.255.255.0
dupl ex auto

speed auto

|

interface BRI1/0

no i p address

shut down

|

interface BRI1/1

no i p address

shut down

|

interface BRI 1/2

no i p address

shut down

|

interface BRI 1/ 3

no i p address

shut down
!

l--- Enable a routing protocol to send and receive !---
dynam ¢ updates about the private networks. router eigrp
90

redistribute static

network 1.1.1.0 0.0.0.255

network 192.168.1.0

no aut o- sunmary

|

ip local pool dynpool 1.1.11.60 1.1.11.80

ip http server

no ip http secure-server

ip classless
|




|

!

line con O
exec-timeout 0 O
transport preferred al
transport output al
escape- character 27
line aux O

transport preferred al
transport output al
line vty 0 4

password cisco
transport preferred al
transport input al
transport output al

|

1

end

sv9-3 4 XAl

Sv9- 3#show run
Bui | di ng configuration..

Current configuration : 2052 bytes

|

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec

no service password-encryption

|

host nane sv9-3

|

boot - start - mar ker

boot system flash: c3725-i k903s-ne. 123-3. bin
boot - end- mar ker

|

!

no aaa new node

i p subnet-zero

|
!
no i p domai n | ookup
|
ip audit notify | og

ip audit po max-events 100
i p ssh break-string

no ftp-server wite-enable
|
|
1
l--- Create an | SAKMP policy for Phase 1 negotiations
crypto isaknmp policy 10

hash nd5

aut hentication pre-share

I--- Add dynamic pre-shared keys for all renote VPN
routers. crypto i saknp key ciscol23 address 0.0.0.0
0.0.0.0

!
!
l--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transformset strong esp-3des
esp- md5- hnmac




node transport
|
l--- Create an |IPsec profile to be applied dynam cally
to the !--- GRE over |Psec tunnels. crypto ipsec profile
ci sco

set security-association lifetime seconds 120

set transformset strong

|
!
no voi ce hpi capture buffer

no voi ce hpi capture destination
|
!
l--- Create a GRE tunnel tenplate which is applied to !-
-- all the dynanically created GRE tunnels. interface
Tunnel 0

i p address 192.168. 1.3 255.255.255.0

no ip redirects

ip mu 1440

i p nhrp authentication ciscol23

ip nhrp map nmul ticast dynamic

ip nhrp map 192.168. 1.1 209. 168. 202. 225

ip nhrp map nul ticast 209. 168. 202. 225

ip nhrp network-id 1

i p nhrp hol dtime 300

ip nhrp nhs 192.168.1.1

no ip split-horizon eigrp 90

tunnel source FastEthernet0/0

tunnel node gre multipoint

tunnel key O

tunnel protection ipsec profile cisco

|
i nterface FastEthernet0/0

i p address 209. 168. 202. 130 255. 255. 255.0
dupl ex auto

speed auto

|
interface FastEthernetO/1

i p address 3.3.3.3 255.255.255.0
dupl ex auto

speed auto

|
interface BRI1/0
no i p address
shut down

|
interface BRI1/1
no i p address
shut down

|
interface BRI 1/2
no i p address
shut down

|
interface BRI 1/3
no i p address
shut down

|
I--- Enable a routing protocol to send and receive !---
dynami ¢ updates about the private networks. router eigrp
90

network 3.3.3.0 0.0.0.255

network 192.168.1.0

no aut o- sunmary




!
ip http server

no ip http secure-server
ip classless

iproute 0.0.0.0 0.0.0.0 209. 168. 202. 225
iproute 2.2.2.0 255.255.255.0 Tunnel O

!

!

line con O

exec-timeout 0 O
transport preferred al
transport output al
escape- character 27
line aux O

transport preferred al
transport output al
line vty 0 4

| ogi n

transport preferred al
transport input al
transport output al

|

1

end

sv9-4 4 Tl B

Sv9- 4#show run
Bui | di ng configuration..

Current configuration : 1992 bytes

!

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host nane sv9-4

!

boot - st art - mar ker

boot system flash: c2691-j k903s-ne. 123-3a. bin
boot - end- mar ker

!

enabl e password cisco

!

no aaa new node

i p subnet-zero

!

!

no i p domai n | ookup

!

ip audit notify |og

ip audit po nmax-events 100

ip ssh break-string

no ftp-server wite-enable

!

!

!

l--- Create an | SAKMP policy for Phase 1 negotiations
crypto isaknmp policy 10

hash nd5

aut hentication pre-share

I--- Add dynanmic pre-shared keys for all renote VPN




routers. crypto i saknp key ciscol23 address 0.0.0.0
0.0.0.0

!

!

l--- Create the Phase 2 policy for actual data
encryption. crypto ipsec transformset strong esp-3des
esp- md5- hnac

node transport

|

l--- Create an I Psec profile apply dynanmically to the !-
-- GRE over IPsec tunnels. crypto ipsec profile cisco
set security-association lifetime seconds 120

set transformset strong

|

!

no voi ce hpi capture buffer

no voi ce hpi capture destination

|

!

l--- Create a GRE tunnel tenplate which is applied to !-
-- all the dynanically created GRE tunnels. interface
Tunnel 0

i p address 192.168. 1.2 255.255.255.0

no ip redirects

ip mu 1440

i p nhrp authentication ciscol23

ip nhrp map mul ticast dynamc

ip nhrp map 192.168. 1.1 209. 168. 202. 225

ip nhrp map nul ticast 209. 168. 202. 225

ip nhrp network-id 1

i p nhrp hol dtime 300

ip nhrp nhs 192.168.1.1

no ip split-horizon eigrp 90

tunnel source FastEthernet0/0

tunnel node gre multipoint

tunnel key O

tunnel protection ipsec profile cisco

|

i nterface FastEthernet0/0

i p address 209. 168. 202. 131 255. 255. 255. 0

dupl ex auto

speed auto

|

interface FastEthernet0/1

i p address 2.2.2.2 255.255.255.0

dupl ex auto

speed auto

|
I--- Enable a routing protocol to send and receive !---
dynami ¢ updates about the private networks. router eigrp
90

network 2.2.2.0 0.0.0.255

network 192.168.1.0

no aut o- sunmary

|
ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 209.168. 202. 225
|
1
di al - peer cor custom
|
|




line con O

exec-timeout 0 O

transport output lat pad v120 | apb-ta nop telnet rlogin
udpt n ssh

escape- character 27

line aux O

transport output lat pad v120 | apb-ta nop telnet rlogin
udpt n ssh

line vty 0 4

| ogi n

transport input |lat pad v120 | apb-ta nop telnet rlogin
udpt n ssh

transport output lat pad v120 | apb-ta nop telnet rlogin
udpt n ssh

|

1

end

Verify
AEHIBENEB TR EHACHERE LS T EEET,

OB H R LIE1THY Debug S S 2HIAZ XM VPN & F

debug

Ll

)

URiE

BEEAENEBSE, ETUT

B EHEBRRER (REMAF, ) (OIT) ZHEFEL show 5. F/A OIT AIEEX show iFHH

24

ES A X Debug i DM EEEE.,

Note: £/ debug T HZ 81 ,

. debug crypto isakmp — £ "X F IKE E4MEE.
- debug crypto ipsec - £ REX IPsec EHHER,

sv9- 4#show run
Bui | di ng configuration...

Current configuration :
!

1992 bytes

version 12.3

service tinmestanps debug datetinme nsec
service tinestanps |og datetine nsec
no service password-encryption

!

host nanme sv9-4

!

boot - st art - mar ker

boot system fl ash: c2691-j k903s-ne. 123-3a. bin
boot - end- mar ker

!

enabl e password ci sco

!

no aaa new node

i p subnet-zero

!

!

no i p domain | ookup

!

ip audit notify |og
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ip audit po max-events 100

ip ssh break-string

no ftp-server wite-enable

1

1

!

l--- Create an | SAKMP policy for Phase 1 negotiations. crypto isaknmp policy 10
hash md5

aut hentication pre-share

l--- Add dynamic pre-shared keys for all renpte VPN routers. crypto isaknp key ciscol23 address
0.0.0.0 0.0.0.0

1

!

l--- Create the Phase 2 policy for actual data encryption. crypto ipsec transformset strong
esp- 3des esp- nd5- hrmac

node transport

1

l--- Create an I Psec profile apply dynamically to the !--- GRE over |Psec tunnels. crypto ipsec
profile cisco

set security-association lifetime seconds 120
set transformset strong

1

!

no voi ce hpi capture buffer

no voi ce hpi capture destination

1

!

l--- Create a GRE tunnel tenplate which is applied to !--- all the dynanmically created GRE
tunnel s. interface TunnelO

i p address 192.168. 1.2 255.255.255.0

no ip redirects

ip nu 1440

ip nhrp authentication ciscol23

ip nhrp map nul ticast dynamc

ip nhrp map 192.168. 1.1 209. 168. 202. 225

ip nhrp map mul ticast 209.168. 202. 225

ip nhrp network-id 1

ip nhrp holdtime 300

ip nhrp nhs 192.168.1.1

no ip split-horizon eigrp 90

tunnel source FastEt hernet0/0

tunnel node gre multi point

tunnel key 0

tunnel protection ipsec profile cisco

1

i nterface FastEthernet0/0

i p address 209.168.202. 131 255. 255. 255.0

dupl ex auto

speed auto

1

interface FastEthernet0/1

ip address 2.2.2.2 255.255.255.0

dupl ex auto

speed auto

1

l--- Enable a routing protocol to send and receive !--- dynanm c updates about the private
net works. router eigrp 90

network 2.2.2.0 0.0.0.255

network 192.168.1.0

no aut o- summary

1

ip http server

no ip http secure-server

ip classless



ip route 0.0.0.0 0.0.0.0 209.168. 202. 225

1

!

di al - peer cor custom

1

!

line con O

exec-timeout 0 O

transport output lat pad v120 | apb-ta nmop telnet rlogin udptn ssh
escape-character 27

line aux O

transport output lat pad v120 | apb-ta nmop telnet rlogin udptn ssh
line vty 0 4

I ogin

transport input lat pad v120 | apb-ta nop telnet rlogin udptn ssh
transport output lat pad v120 | apb-ta nmop telnet rlogin udptn ssh
1

1

end

Troubleshoot

BXEMBEHRER , 50 IP REWEHER - TRAFEA debug G55

Related Information

. DMVPN # Cisco 10S ¥ 48R
- IPsec {HE/IKE 7L
- Technical Support & Documentation - Cisco Systems
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