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Introduction

Cisco I0S® BAFRA 12.3(2)T R#B5| AT —MIhsE , RVFERHREIES K1 RAM (NVRAM) F15L
Z2RH 6 AN ISAKMP MAZRARITNE, ENENTARAEZRATUEETHEXFH
ISAKMP Z A TEENIFERTE , hAJLE EzVPN RS RBEFIHRE TEENAED, Lt
ERFIFEANAT MANRABENFRENTAEZRHREMNE,

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

AR HYE BARTE UL B AR AN

- Cisco I0S B#HRRZA 12.3(2)T

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions

BXRXEANGFMES , H5H Cisco HARERAN,



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Configure

LD RIS EREE DA XHENES

Note: EAEs TERTE (XFREMAS ) AIREEXAE D FREMA B TR EAER.

SIAT THAMNGS , URAMAZRAME

- key config-key password-encryption [master key]

.- BB NBaes
[master key] R A T HEEMREEFNAEEMBEANZENZL/ZS , EERMEBIRE (AES) WK
ZRE SR, master key H I FREERBFEES , M HEEEIERMAI[/OER T L% SUEM
FREFEHRNE,

Bl 2/5 , master key TR T HEHBEEFFIENERITENZHAME, MREBEEGTITHIE
iE [master key] , BHBRSRTAAFGAZAHBRIBAUHITRIE, IRBACKTFE , NaE
SRTIAFPWAIBRA. E&%H password encryption aes S5 Z 81 , BT 2MER,

EF X masterkey ( RIFFZAZHNERARXNEBE , BNEFER ) , BHFEAFHE [master-key] E
¥1& 1 key config-key... i 5. HMHEBEETMENENENEZHBLENZH —REHME,

% 1 no key config-key.... &5 B3 T LA BR master key, B2 , iRESFERBAREB DA YA
ERENZHALIAN ( REFER—RBEHHEE , HAREBLER , HEIAX master key BIMIBR ) -
BT master key TEFE , RBHI[ITAEENEKE 6 RBHITHBNER,

Note: HTZ £ /RHA , #lBk master key FIffl Bk password encryption aes T T # T & X HEREE
PR RBEHITHE, —BERBNE , B 76 BR, MEZEMBR master key , AR LA ELEH I
ENEMBZEAHRITHE,

A, ATEEZENBRENEARXEES , NEEREER T £ A password logging 5 F
[T
AN ERBSELEAUTERE

- AMENTHEZEFHAMEZ

- AR B AR INFE Master Key

- AR B AHNEXIME R Master Key

. HBR Master Key

BT Sl kS

Routert#show running-config
Building configuration...

.crypto isakmp policy 10

authentication pre-share

crypto isakmp keyv ciscol23 address 10.1.1.1

endRouterffconfigure terminal
Enter configquration commands, one per line. FEnd with



http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

CNTL/Z.
Router (confiqg) #tkey config-key password-encrypt

testkeyl23
Router (confiqg) #password encryption aes

Router (confiqg) #4Z

Router#

Router#show running-config
Building configquration...

password encrvption aes

crypto isakmp policy 10

authentication pre-share
crypto isakmp key 6 FLgBaJHXAYY AcCHZZMgQ RhTDJXHUBAAB
address 10.1.1.1

nd

UREBFXBINFH Master Key

Router (confiqg) #tkey config-key password-encrypt
New kev: <enter key>

Confirm key: <confirm key>

Router (config)#

URB R IEXIMER Master Key

Router (confiqg) #tkey config-key password-encrypt
01d kev: <enter existing key>

New key: <enter new key>

Confirm key: <confirm new key>

Router (confiqg) #

*Jan 7 01:42:12.299: TYPE6 PASS: Master key change
heralded

re-encrypting the keys with the new master kevy

IR Master Key

Router (confiqg) #no key config-key password-encrypt
WARNING: All tyvpe 6 encrvpted kevs will become unusable
Continue with master kev deletion ? [ves/nol: yes

Router (confiqg) #

Verify

SR A HUATHREENRIETRE,

Troubleshoot

B 8RB X M B AR HERRE B

Related Information

- EMENTHAERH



http://www.cisco.com/en/US/docs/ios/12_3t/12_3t2/feature/guide/gt_epsk.html?referring_site=bodynav

. |IPsecX R E
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http://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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