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1.

6.

£ H

FAHE VLAN AR E| VPN BRSERNER RO, RiR VPN lRSERERE 4 £, £H
VLAN 100 3 &R VLAN , VLAN 209 /E 3 7488 VLAN, #RINTFIRECE VPN BRSSEIRAY
GE %O :

interface G gabitEthernet4/1 no ip address flowontrol receive on flowontrol send off
switchport switchport trunk encapsul ati on dot1g sw tchport trunk allowed vlan 1,100, 1002-
1005 switchport node trunk cdp enable interface G gabitEthernet4/2 no ip address

fl owcontrol receive on flowontrol send off sw tchport sw tchport trunk encapsul ati on dot1q
switchport trunk allowed vlan 1,209, 1002- 1005 switchport node trunk cdp enabl e spanni ng-
tree portfast trunk

B0 VLAN 100 #OFMBREL LA D ( AHI5 R interface Vian 209 , IIT~FIR )

interface VI an100 i p address 10.66. 79. 180 255. 255. 255. 224 interface VMl an209 no ip address
crypto connect vlan 100

BLESNER M Eim OEN AP IR A ( A5 H FastEthernet 2/48 , MNTAR ) o

l--- This is the configuration that uses an access port. interface FastEthernet2/48 no ip
address switchport switchport access vlan 209 sw tchport nobde access !--- This is the
configuration that uses a trunk port. interface FastEthernet2/48 no ip address sw tchport
swi tchport trunk encapsul ati on dot1g sw tchport nbde trunk

CBIESEER NAT., FLATSEBERME no nat IBAAEEREIX LML Z B #Y NAT : access-1i st

i nsi de_nat 0_out bound pernit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255

gl obal (outside) 1 interface

nat (inside) O access-list inside_natO_outbound

nat (inside) 1 192.168.5.0 255.255.255.0

. BIERIRAY DN FA B B LA K TE SRR IR Y R B Y 15 R 42 B 5 R (ACL). BINTFIR , RIZATE

N MAEBM & 192.168.5.0/24 BIIZFEM 4L 192.168.6.0/24 HIRER INZE ACL ( AfIF 3 ACL
100 - RERE )

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255 R TFAIRE LIEH
Internet Z & EZEMZABSEMNIL (ISAKMP) KEEF =R

crypto i saknmp policy 1 hash nd5 authentication pre-share group 2 ZV;\HI:_FEJ\Z | l:l P ('T:l_:2|§
B ) LERANE LA ZERA !

crypto i saknp key cisco address 10.66.79.73 IRUMTFIRENIER IPSec F % :

crypto ipsec transformset cisco esp-des esp-nd5-hnac U0 T P B 2R SR B 0 23 BR i 4 /_J

crypto map cisco 10 ipsec-isaknp set peer 10.66.79.73 set transformset cisco match address
100

BRI AR/ INZ RS M A T VLAN 100 ££0

interface vlanl00 crypto map ci sco

UTXERE
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key
encr

st at

hash md5 authentication pre-share group 2 crypto isaknp

transformset cisco esp-des esp-nd5-hnmac ! !--- Define a

i psec-isaknp. !--- This indicates that Internet Key
Exchange (IKE) !'--- is used to establish the IPSec !---
security associations (SAs) to protect the traffic !---
specified by this crypto map entry. crypto map cisco 10
i psec-i saknp set peer 10.66.79.73 set transformset
cisco match address 100 ! ! no spanning-tree vlan 100 !

Define the Phase 1 policy. crypto isaknp policy 1

cisco address 10.66.79.73 ! ! 1--- Define the
yption policy for this setup. crypto ipsec

ic crypto map entry for the peer !'--- with node

interface FastEthernet2/1 ip address 192.168.5.1




255.255.255.0 ! '--- This is the outside Layer 2 port
that allows !--- VLAN 209 traffic to enter. interface
Fast Et hernet2/48 no ip address switchport sw tchport
trunk encapsul ati on dot 1q swi tchport node trunk !
interface G gabitEthernet4/1 no ip address flowcontro
receive on flowcontrol send off sw tchport sw tchport
trunk encapsul ation dotlg !--- VLAN 100 is defined as
the Interface VLAN (I VLAN). switchport trunk allowed
vlan 1,100, 1002-1005 swi tchport node trunk cdp enable !
interface G gabitEthernet4/2 no ip address flowcontro
receive on flowcontrol send off sw tchport sw tchport

trunk encapsul ation dotlqg !--- The Port VLAN (PVLAN)
configuration is handled transparently by !--- the VPN
service nodul e wi t hout user configuration !--- or

involvenent. It also is not shown in the configuration.
I--- Note: For every IVLAN, a correspondi ng PVLAN
exists. switchport trunk allowed vlan 1,209, 1002-1005
switchport node trunk cdp enabl e spanning-tree portfast

trunk ! interface Vlanl no ip address shutdown ! !---
This is the IVLAN that is configured to intercept the
traffic !'--- destined to the secure port on which the
inside port !--- of the VPN service nmodule is the only
port present. interface VMl an1l00 i p address 10.66.79. 180
255. 255. 255. 224 crypto map cisco !--- This is the secure
port that is a virtual Layer 3 interface. !--- This

interface purposely does not have a Layer 3 |IP address
I--- configured. This is normal for the Bl TWprocess. !-
-- The I P address is noved fromthis interface to the
VLAN 100 to !--- acconplish BITW This brings the VPN
service nodule into !--- the packet path. interface

VI an209 no ip address crypto connect vlian 100 ! ip

cl assl ess global (outside) 1 interface !--- NAT O
prevents NAT for networks specified in the ACL

i nsi de_nat 0_out bound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0
255.255.255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161 !--- This
access list (inside_natO_outbound) is used with the nat
zero command. !--- This prevents traffic which natches
the access list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the sanme as (100). !--- Two separate access lists should
al ways be used in this configuration. access-|ist

i nsi de_nat 0_out bound permt ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255 !'--- This is the crypto ACL
access-list 100 permt ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255

PIX By K 3%

SV2-8(config)# show run : Saved : PI X Version 6.3(3)
interface ethernet0 auto interface ethernetl auto
interface ethernet2 auto shutdown interface ethernet3
auto shutdown interface ethernet4 auto shutdown
interface ethernet5 auto shutdown interface ethernet6
auto shutdown naneif ethernetO outside securityO naneif
ethernetl inside securityl00 nameif ethernet2 intf2
securityl0 nanmeif ethernet3 intf3 securityl5 naneif
ethernet4 intf4 security20 nanmeif ethernet5 intf5
security25 nanmeif ethernet6 intf6 security30 enable
password 8Ry2Yj |yt 7RRXU24 encrypted passwd
2KFQNbNI dI . 2KYQU encrypt ed host nane SV2-8 domai n- nane




ci sco.com fixup protocol dns maxi num|ength 512 fixup
protocol ftp 21 fixup protocol h323 h225 1720 fi xup
protocol h323 ras 1718-1719 fixup protocol http 80 fixup
protocol ils 389 fixup protocol rsh 514 fixup protoco
rtsp 554 fixup protocol sip 5060 fixup protocol sip udp
5060 fixup protocol skinny 2000 fixup protocol sntp 25
fixup protocol sqlnet 1521 fixup protocol tftp 69 nanes
l--- This is the traffic to the router. access-list 100
permt ip 192.168.6.0 255.255.255.0 192.168.5.0

255. 255. 255. 0 access-list nonat permt ip 192.168.6.0
255. 255. 255. 0 192. 168. 5. 0 255. 255. 255. 0 pager |ines 24
ntu outside 1500 ntu inside 1500 mtu intf2 1500 mtu
intf3 1500 ntu intf4 1500 ntu intf5 1500 ntu intf6 1500
i p address outside 10.66. 79. 73 255. 255.255.224 ip
address inside 192.168.6.1 255.255.255.0 ip address
intf2 127.0.0.1 255.255.255.255 no ip address intf3 no
ip address intf4 no ip address intf5 no ip address intf6
ip audit info action alarmip audit attack action alarm
no failover failover tinmeout 0:00:00 failover poll 15 no
failover ip address outside no failover ip address
inside no failover ip address intf2 no failover ip
address intf3 no failover ip address intf4 no fail over
ip address intf5 no failover ip address intf6 pdm
history enable arp tinmeout 14400 gl obal (outside) 1
interface nat (inside) O access-list nonat nat (inside)
1 192.168.6.0 255.255.255.0 0 O route outside 0.0.0.0
0.0.0.0 10.66.79.65 1 timeout xlate 3:00:00 timeout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02: 00 rpc 0:10: 00 h225
1:00: 00 tineout h323 0:05:00 ngcp 0: 05: 00 sip 0:30:00
sip_media 0:02: 00 tinmeout uauth 0:05: 00 absol ute aaa-
server TACACS+ protocol tacacs+ aaa-server RAD US
protocol radius aaa-server LOCAL protocol |ocal no snnp-
server location no snnp-server contact snnp-server
conmunity public no snnp-server enable traps fl oodguard
enable !--- These are |PSec policies. sysopt connection
permit-ipsec crypto ipsec transformset cisco esp-des
esp-md5- hnac crypto nap cisco 10 ipsec-isaknp crypto map
cisco 10 natch address 100 crypto nap cisco 10 set peer
10. 66. 79.180 crypto map cisco 10 set transformset cisco
crypto map cisco interface outside !--- These are |KE
policies. isaknp enabl e outside isaknp key ******xxx
address 10.66.79. 180 net mask 255. 255. 255. 255 i saknp
policy 1 authentication pre-share isakmp policy 1
encryption des isaknp policy 1 hash nmd5 isaknp policy 1
group 2 isaknp policy 1 lifetine 86400 telnet tineout 5
ssh timeout 5 console timeout O terminal wi dth 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9 : end

{3 F 3% A% O A E IPSec

PATUATXESR , EAEYEZEOFENE 3 FZBRAKRANIER TEE IPSec,

1. FF AR VLAN 0% VPN RS ERAY AR O RIR VPN BRSIERERIE 4 £, £H
VLAN 100 #E5 MEF VLAN , VLAN 209 £ 5488 VLAN, BRI TFTRELE VPN BRSIERH
GE %0 :
interface G gabitEthernet4/1 no ip address flowontrol receive on flowontrol send off
swi tchport switchport trunk encapsul ati on dot1g sw tchport trunk allowed vlan 1,100, 1002-
1005 switchport node trunk cdp enable interface G gabitEthernet4/2 no ip address
fl owcontrol receive on flowontrol send off sw tchport sw tchport trunk encapsul ati on dot1q
swi tchport trunk allowed vlan 1,209, 1002-1005 switchport node trunk cdp enabl e spanni ng-
tree portfast trunk



2. 75h0 VLAN 100 # O FMBRE L LA $E D ( AHI5 R FastEthernet2/48 , BITFI7R )

interface VI an100 i p address 10. 66.79. 180 255. 255. 255. 224 interface FastEthernet2/48 no ip

address crypto connect vlan 100

3. BIZESEZEE NAT, MEAT&BHRME no nat IBALAFBREX LML 2 B A NAT : access-|ist
i nsi de_nat O_out bound pernmit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

4. QBB MBEENAR AT EEMNEZRREN ACL, BINTATR , SIZATE MR L

192.168.5.0/24 F5TFEM K 192.168.6.0/24 KIRER ACL ( &l® % ACL 100 ) :
access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0. 255 IR T PAT/RE XL IEH
ISAKMP KRB 7 =

crypto i saknp policy 1 hash nd5 authentication pre-share group 2 jiHjTEJz/I\ﬁ'% ( SN
Bl ) AMERFE YA ZHRA -

crypto i saknp key cisco address 10.66.79.73 BRUTAIRENIER IPSec FR :
crypto i psec transformset cisco esp-des esp-nd5-hnac RUT AR 2SN NZREER :

crypto map cisco 10 ipsec-isaknp set peer 10.66.79.73 set transformset cisco match address

100

5. WA RE RGN AT VLAN 100 #0 :

interface vlanl00 crypto map ci sco

ERUTIXERE
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I--- Define the Phase 1 policy. crypto isaknp policy 1
hash md5 aut hentication pre-share group 2 crypto isaknp
key cisco address 10.66.79.73 ! ! I--- Define the
encryption policy for this setup. crypto ipsec
transformset cisco esp-des esp-nmd5-hmac ! !--- Define a
static crypto map entry for the peer !--- wth node

i psec-isaknp. !--- This indicates that IKE is used to
establish the !--- IPSec SAs to protect the traffic !---
specified by this crypto map entry. crypto map cisco 10
i psec-i saknp set peer 10.66.79.73 set transformset
cisco match address 100 ! ! no spanning-tree vlian 100 !

I I interface FastEthernet2/1 ip address 192.168.5.1
255.255.255.0 ! !--- This is the secure port that is
configured in routed port node. !--- This routed port
node does not have a Layer 3 | P address !--- configured.
This is normal for the BITWprocess. !--- The |P address
is noved fromthis interface to the VLAN 100 to !---
acconplish BITW This brings the VPN service nodule into
I--- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service nodul e

al so belongs. ! interface FastEthernet2/48 no ip address
crypto connect vlian 100 ! interface G gabitEthernet4/1
no i p address flowcontrol receive on flowontrol send
of f switchport switchport trunk encapsul ation dotlq !---
VLAN 100 is defined as the I VLAN. sw tchport trunk

al l oned vl an 1,100, 1002-1005 swi tchport node trunk cdp

enable ! interface G gabitEthernet4/2 no ip address
flowcontrol receive on flowontrol send off sw tchport
switchport trunk encapsul ation dotlq !--- The PVLAN

configuration is handled transparently by the !--- VPN




service nodul e wi t hout user configuration !--- or
involvenent. It also is not shown in the configuration.
I--- Note: For every IVLAN, a correspondi ng PVLAN
exists. switchport trunk allowed vlan 1,209, 1002-1005
switchport node trunk cdp enabl e spanning-tree portfast

trunk ! interface Vlanl no ip address shutdown ! !---
This is the IVLAN that is configured to intercept the
traffic !'--- destined to the secure port on which the
inside port of the !--- VPN service nodule is the only
port present. interface VMl anl00 i p address 10.66.79. 180
255. 255. 255. 224 crypto map cisco !--- This is the secure
port that is a virtual Layer 3 interface. !--- This

interface purposely does not have a Layer 3 |IP address
I--- configured. This is normal for the Bl TWprocess. !-
-- The I P address is noved fromthis interface to the

VLAN 100 to !--- acconplish BITW This brings the VPN
service nodule into !--- the packet path. ! ip classless
gl obal (outside) 1 interface !--- NAT O prevents NAT for

networks specified in the ACL inside_natO_outbound. nat
(inside) 0 access-list inside_natO_outbound nat (inside)
1 192.168.6.0 255.255.255.0 !--- Configure the routing
so that the device !--- is directed to reach its
destination network. ip route 0.0.0.0 0.0.0.0
10.66.79.161 ! !--- This access |ist

(i nside_natO_outbound) is used with the nat zero
command. !--- This prevents traffic which matches the
access list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the sanme as (100). !--- Two separate access |lists should
al ways be used in this configuration. access-|ist

i nsi de_nat 0_out bound permt ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255 !'--- This is the crypto ACL.
access-list 100 permt ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255

PIX By K 3%

SV2-8(config)# show run : Saved : PI X Version 6.3(3)
interface ethernetO0 auto interface ethernetl auto
interface ethernet2 auto shutdown interface ethernet3
auto shutdown interface ethernet4 auto shutdown
interface ethernet5 auto shutdown interface ethernet6
auto shutdown naneif ethernetO outside securityO naneif
ethernetl inside securityl00 nameif ethernet2 intf2
securityl0 nanmeif ethernet3 intf3 securityl5 naneif
ethernet4 intf4 security20 nanmeif ethernet5 intf5
security25 nanmeif ethernet6 intf6 security30 enable
password 8Ry2Yj |yt 7RRXU24 encrypted passwd
2KFQNbNI dI . 2KYQU encrypt ed host nane SV2-8 domai n- nane
ci sco.com fixup protocol dns maxi mum|ength 512 fixup
protocol ftp 21 fixup protocol h323 h225 1720 fi xup
protocol h323 ras 1718-1719 fixup protocol http 80 fixup
protocol ils 389 fixup protocol rsh 514 fixup protoco
rtsp 554 fixup protocol sip 5060 fixup protocol sip udp
5060 fixup protocol skinny 2000 fixup protocol sntp 25
fixup protocol sqlnet 1521 fixup protocol tftp 69 nanes
I--- This is the traffic to the router. access-list 100
permt ip 192.168.6.0 255.255.255.0 192.168.5.0

255. 255. 255. 0 access-list nonat permt ip 192.168.6.0
255. 255. 255. 0 192. 168. 5. 0 255. 255. 255. 0 pager lines 24
ntu outside 1500 ntu inside 1500 mtu intf2 1500 mtu
intf3 1500 ntu intf4 1500 ntu intf5 1500 ntu intf6 1500
i p address outside 10.66.79. 73 255.255.255.224 ip




address inside 192.168.6.1 255.255.255.0 ip address
intf2 127.0.0.1 255.255.255.255 no ip address intf3 no
ip address intf4 no ip address intf5 no ip address intf6
ip audit info action alarmip audit attack action alarm
no failover failover tinmeout 0:00:00 failover poll 15 no
failover ip address outside no failover ip address
inside no failover ip address intf2 no failover ip
address intf3 no failover ip address intf4 no fail over
ip address intf5 no failover ip address intf6 pdm

hi story enable arp tineout 14400 gl obal (outside) 1
interface nat (inside) 0 access-list nonat nat (inside)
1 192.168.6.0 255.255.255.0 0 O route outside 0.0.0.0
0.0.0.0 10.66.79.65 1 timeout xlate 3:00:00 timeout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02: 00 rpc 0:10: 00 h225
1:00: 00 tineout h323 0:05:00 ngcp 0: 05: 00 sip 0:30:00
sip_nedia 0:02: 00 tinmeout uauth 0:05:00 absol ute aaa-
server TACACS+ protocol tacacs+ aaa-server RAD US
protocol radius aaa-server LOCAL protocol |ocal no snnp-
server location no snnp-server contact snnp-server
conmunity public no snnp-server enable traps fl oodguard
enable !--- These are |PSec policies. sysopt connection
pernit-ipsec crypto ipsec transformset cisco esp-des
esp-md5- hnac crypto nap cisco 10 ipsec-isaknp crypto map
cisco 10 natch address 100 crypto nap cisco 10 set peer
10. 66. 79.180 crypto map cisco 10 set transformset cisco
crypto map cisco interface outside !--- These are |KE
policies. isaknp enabl e outside isaknp key ******xxx
address 10. 66. 79. 180 net mask 255. 255. 255. 255 i saknp
policy 1 authentication pre-share isaknp policy 1
encryption des isaknp policy 1 hash nmd5 isaknp policy 1
group 2 isaknp policy 1 lifetime 86400 telnet tineout 5
ssh timeout 5 console timeout O terminal wi dth 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9 : end

Wi

AR RENEERDTHINEEREEREZT.

D oRHBRERER (XEIFMAS ) (OIT) XFHL show i H. A OIT JEEX show i T

aef: 0o g

- show crypto ipsec sa — & R Bl IPsec SA FifE ARVIRE,
- show crypto isakmp sa - & 7R3 Z4& EFTE X80 IKE SA.

- show crypto vlan - £ REMZEH E<EKH VLAN,
- show crypto eli - &~ VPN [RESERNFITE R,

BXRBEIEMBEER IPSec MENHMEE , S0 1P Z2WEHER - TEMER debug 5.

TR PR B B

WD RHE SRR ENRE.,
YRR

EXE: EXH debug B2 El , ESHEX debug M EMEERE

N O

L]
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- debug crypto ipsec - £ R5E 2 B BRHY IPsec i,
- debug crypto isakmp - £R5 1 B ER#Y ISAKMP 1,
- debug crypto engine - £ R EMZHEIEFR.
- clear crypto isakmp BREE 1 M BMEXK SA.
- clear crypto sa - FRR558 2 B ER#HXH SA.
BREEFEERR IPSec HEENEMER , FSH IP 22 HEHRR - THFEA debug iiF.

HXfER
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