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crypto i saknmp policy 10

encrypti on aes

hash sha256

aut henti cation pre-share

group 14

!

crypto i saknp key ciscol23 address 192.0.2.2

|

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
|

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

mat ch address CACL

!

ip access-list extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255
!

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

Router B

crypto i saknp policy 10

encryption aes

hash sha256

aut henti cation pre-share

group 14

!

crypto i saknp key ciscol23 address 192.0.2.1

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.1

set transformset TSET

mat ch address CACL

!

ip access-list extended CACL

permt ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 255
permt ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0. 255
!

interface G gabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CVAP

ENBHASBATIBRSZSAVIIEE , BEXATS R, BRAS[BUUREIHEE |, ttafUIRELAR
BEHNEE :

1. NEORIBR IR AR &Y
interface G gabitEthernet0/0/0
no crypto map

2. B2 IPsecB EX . RMOAHATEEREENFZEMENESEEENRMBBHAKP !
crypto i psec profile PROF
set transformset TSET
reverse-route

3. BLERRERN, INEBEACLENIPsecKEEHIMEIFZERE, PREREO LEEMIPH IR
MBS AERE—EE, Pt AMNYEBEAOMEGR | ZIZEOFEA ip unnumbered 38H

interface Tunnel 0
ip unnumbered GigabitEthernet0/0/0



tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF

4. DR AR5 5% B BEfa 7] BASE 2 I BR

no crypto map CVAP 10

RHSRANBARE

crypto i saknp policy 10

encryption aes

hash sha256

aut hentication pre-share

group 14

!

crypto i saknp key ciscol23 address 192.0.2.2

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i psec profile PROF

set transformset TSET

reverse-route

!

ip access-list extended CACL

permt ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
permt ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255
!

interface G gabitEthernet0/0/0

ip address 192.0.2.1 255.255.255.0

!

interface Tunnel O

i p unnunbered G gabit Ethernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF

EF BB HNIKEV2RRETEESSA sVTI

M ERHERHTMEE T ET ERMNZHRIRMA2(IKEV2) INE RS AY AR5 5

Router A

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

match identity renote address 192.0.2.2 255. 255. 255. 255
authentication renote pre-share key ciscol23
authentication |l ocal pre-share key ciscol23
!

crypto map CMAP 10 i psec-i saknp

set peer 192.0.2.2

set transformset TSET

set ikev2-profile PROF

mat ch address CACL

!

i p access-list extended CACL

permt ip 192.168.1.0 0.0.0.255 192. 168

2.0 0.
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0. 0.
|

0. 255

0.
0. 255



interface G gabitEthernet0/0/0
ip address 192.0.2.1 255.255.255.0
crypto map CVAP

Router B

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

match identity renpte address 192.0.2.1 255. 255. 255. 255
authentication renote pre-share key ciscol23
authentication | ocal pre-share key ciscol23

!

crypto map CVAP 10 i psec-i saknp

set peer 192.0.2.1

set transformset TSET

set ikev2-profile PROF

mat ch address CACL

!

ip access-list extended CACL

permt ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0. 255
permt ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0. 255

!

interface G gabitEthernet0/0/0

ip address 192.0.2.2 255.255.255.0

crypto map CVAP

ERRAFATBIZSAVTIERE , FEAUA TSR, BHRBULUMREIIERE , A ABKEI R

EXNBE,
1. NEEO I BR IN B2 AR 5

interface G gabitEthernet0/0/0
no crypto map

2. B IPsecBliE X . It reverseroute R AT LB E NI ENEWESEAHBIRNEEHE

I

crypto i psec profile PROF
set transformset TSET
set ikev2-profile PROF
reverse-route

3. BEBRREREN, MMBEACLIENIPsec KM INEIRSERE, FRERENO LA EMIPHILTHEX

, 1&%3ﬁ7§§@ﬂ|§_¢=bﬁo |Pf&i¢ﬂL1}A%$E§D{%FH ) 'L?(?%DEFH ip unnumbered }E"% :
interface Tunnel O
i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4
tunnel destination 192.0.2.2
tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF

4. 2 G MIERINZRBRET

no crypto map CVAP 10

HBHEBANRLRERE

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

crypto i kev2 profile PROF

match identity renpte address 192.0.2.2 255. 255. 255. 255

aut hentication renpte pre-share key ciscol23

aut hentication | ocal pre-share key ciscol23

!

crypto i psec profile PROF

set transformset TSET

set ikev2-profile PROF



reverse-route

ip access-list extended CACL

permt
permt
!

ip 192.168.1.0 0.0.0.255 192. 168.

interface G gabitEthernet0/0/0
ip address 192.0.2.1 255.255.255.0

interface Tunnel O
i p unnunbered G gabit Et hernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF
FVRFBAMBZARF TBESSA VTI

It 7R 4Bl 5 BR A0 A IE B VRF R A N ZZ BR S B i

hh

__ i

2.0 0.0.0.255
ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255

. Gi0/f0/1 GiD/0/0
192.168.1.1 192.0.2.1 :
| —— Gi0/0/0 ———
/1 LAN Networks AV““ IVRF il poliy, VRF: FVRF 192.0.2.7 gy p="" N
IPSEC VPN tunnel =

192.168.1.0/24 s
} 172.16.1.0/24

Router A

piIk: A3 )T

ipvrf fvrf
ipvrf ivrf
1

crypto keyring KEY vrf fvrf
pre-shared- key address 192.0.2.2 key ciscol23

crypto i saknmp policy 10
encrypti on aes

hash sha256

aut hentication pre-share

group 14
!

crypto i saknmp profile PROF

vrf ivrf
keyring KEY

match identity address 192.0. 2.2 255.255. 255. 255 fvrf

crypto i psec transformset TSET esp-aes 256 esp-sha256-hmac

crypto map CVAP 10 i psec-isaknp
set peer 192.0.2.2

set transformset TSET

set isaknp-profile PROF

mat ch address CACL

Router B

p

LAN Networks
192.168.2.0/24
172.16.2.0/24

A
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interface G gabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

crypto map CVAP

!

interface G gabitEthernet0/0/1

ip vrf forwarding ivrf

ip address 192.168.1.1 255.255.255.0

!

ip route vrf ivrf 172.16.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
ip route vrf ivrf 192.168.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
!

ip access-1ist extended CACL

permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0. 255
permit ip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0. 255

UTREBESSAVTIFENDSER :

! vrf configuration under isaknp profile is only for crypto map based configuration
!

crypto i saknp profile PROF

no vrf ivrf

!

interface G gabitEthernet0/0/0

no crypto map

!

no crypto map CVAP 10

!

no ip route vrf ivrf 172.16.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
no ip route vrf ivrf 192.168.2.0 255.255.255.0 G gabitEthernet0/0/0 192.0.2.2
!

crypto i psec profile PROF

set transformset TSET

set isaknp-profile PROF

reverse-route

!

interface tunnel O

ip vrf forwarding ivrf

i p unnunbered G gabit Ethernet0/0/0

tunnel source G gabitEthernet0/0/0

tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipvd CACL

tunnel protection ipsec profile PROF

BANVRFEBARE

ipvrf fvrf

ipvrf ivrf

!

crypto keyring KEY vrf fvrf
pre-shar ed- key address 192.0.2.2 key ciscol23
!

crypto i sakmp policy 10
encryption aes

hash sha256

aut hentication pre-share
group 14

!

crypto i saknmp profile PROF
keyring KEY



match identity address 192.0.2.2 255. 255. 255. 255 fvrf

!

crypto i psec transformset TSET esp-aes 256 esp-sha256-hnac
!

interface G gabitEthernet0/0/0

ip vrf forwarding fvrf

ip address 192.0.2.1 255.255.255.0

!

interface G gabitEthernet0/0/1

ip vrf forwarding ivrf

i p address 192.168.1.1 255.255.255.0

!

ip access-1ist extended CACL

permt ip 192.168.1.0 0.0.0.255 192. 168.

2
permit ip 172.16.1.0 0.0.0.255 172.16.2.0
!

.0 0.0.
0.0.0.

crypto i psec profile PROF

set transformset TSET

set isakmp-profile PROF
reverse-route

1

interface tunnel O

ip vrf forwarding ivrf

i p unnunbered G gabit Et hernet0/0/0
tunnel source G gabitEthernet0/0/0
tunnel node ipsec ipv4

tunnel destination 192.0.2.2

tunnel vrf fvrf

tunnel protection ipsec policy ipvd CACL
tunnel protection ipsec profile PROF

ur
FERABS UTEAREREREEZT
B )X show 5 H. EACisco CLIDMTEREE 24 show tn i H.

Cisco CLI Analyzer({X BR3E

;| TB_Lu't% SERZHHEREE |, AR ERREE RS, &AM Y| — status M Protocol — T RIS
up = PRBIEITRY :

Rout er A#show ip interface brief | include Interface|TunnelO
Interface | P-Address OK? Method Status Protocol
Tunnel 0 192.0.2.1 YES TFTP up up

ﬁ?’éi—'ﬁﬁ"]—ﬂﬂ’ lf'lj(zu\H’JE%ﬁéﬂﬁgﬁ , "L%’?l}ﬂ show crypto session ﬁitﬂo Ikt Session status / UP-ACTIVE
KRACEBPEIKERTE .

Rout er A#show crypto session interface tunnel0
Crypto session current status

Interface: Tunnel 0

Profile: PROF

Sessi on status: UP-ACTIVE

Peer: 192.0.2.2 port 500

Session ID 2

| KEv2 SA: local 192.0.2.1/500 renpte 192.0.2.2/500 Active

| PSEC FLOWN permt ip 172.16.1.0/255.255.255. 0 172. 16. 2. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto map

| PSEC FLOWN permit ip 192.168. 1.0/ 255. 255. 255. 0 192. 168. 2. 0/ 255. 255. 255. 0


https://cway.cisco.com/cli/
http://tools.cisco.com/RPF/register/register.do

Active SAs: 2, origin: crypto map

RiFRizEMENEHEEERERNBERZD !

Rout er A#show ip route 192.168.2.0

Routing entry for 192.168.2.0/24

Known via "static", distance 1, netric O (connected)
Routi ng Descriptor Bl ocks:

* directly connected, wvia Tunnel0

Route netric is 0, traffic share count is 1

Rout er A#show i p cef 192.168.2.100
192.168. 2.0/ 24
attached to TunnelO

TP HEBR
AHHRET TAFHRBETHEFROEL.
T IKE RS THFEHRR | B Tl

Eﬁ . ﬁﬁﬁz%ﬁ , Bi—.lﬁ;éDebUQﬁ H’JEgL: & debug III o

! For | KEvl-based scenari os:
debug crypto isaknp
debug crypto ipsec

I For | KEv2-based scenari os:

debug crypto ikev2
debug crypto ipsec

H A&
BER A BT R RER RS 2

EMZERFTE , TSMEZACLEENBERERTRAKMAR , ZSAVTIBERH2BZ HI,
Eﬂﬁ&ﬁ*ﬁ?&umg BRIE th 2L RIFIZITo

mimlﬁﬁwmﬁm ,BEHRBRNFRBIFESHERERE N IPsecE I IMBACLRTIEE , &R 44
4R ?

FEZFHEGE, REENFEFNRELTHEAFIBEREOD, ETRENEHPBR)ATATEEE
RERBFIVTI, PBRALEAIPsec RIEACLRCE ZRBHBIVTIRE,

/

BIERENIPsecRBERES N HES , A BLMEEMZEACL, WRAFEE , A3 1T INE 5 LA
MK MBRIEREE O &% H %o

MR FEABEBNAIBVRF(IVRF) MBI FVRF(fVRF)(IVRF = fVRF) , IS HRHARE , HEEFEHK
E@Eﬁﬁ.ﬁ’] Ipv4RoutingErr. ltt;é%#ﬂgzjbl-l-{n T‘T:I_:J*/{TLL%EEU . show platform hardware qgfp

active statistics drop j:EI T .

Rout er A#{show platform hardware gfp active statistics drop
Last clearing of QFP drops statistics : never


https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

| pv4Rout i ngErr 5 500

WRIVRFEVRFARE , W3 AIVRFHRREN BRI EEIPsecK Rl , LB X IR HVRF RIS
BRERQ, el]T2EF , RAVRFZEIX A BB,

ZSAVTIREXRVRF, NAT, QoSEIheE ?

=H , MEXEYDEMUASEAVTIRRERRN T XZXE,
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