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1. S30_Edge U FRENATZ &

2. S20_Edge2fu FTLOCY EB2Ja , E#FS20_Edge1fEFANAT 5 (PAT)*1 3k B Edge2 B9 R # 1T
NAT,

X2SFHXIFNATIRZ MS20_Edge1 EWBFDEBHEFR , RANFHN RAR AT FERE,
S20_Edge1i® & E RiXLhelloWBFACLEF , RN ENENATRANEMEEHFTE,
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biz-internet

; }"l

R bz a9

“‘x___.- biz-internet ‘x,___.. /"

S520_Edge1 S520_Edge2
10.0.0.1 10.0.0.2

biz-internet

A
\ ¥R/

S30_Edge1
10.0.0.30

1R 3! 8]

SB1REBFDAE

MS30_Edge1 LAIshow sdwan bfd sessions#ii i , AT SAF FF|S20_Edge2(10.0.0.2)lWBFD& &

ExM,

S30_Edgel#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

SYSTEM IP SITE ID STATE COLOR COLOR
10.0.0.2 20 down biz-internet biz-internet
10.0.0.1 20 up biz-internet biz-internet
SR2RENATRE

13 MRS | S30_Edge1 L £ RNATEHA, XEHERNHNAT, 2E
(131048,

)=

SOURCE IP

192.168.30.2
192.168.30.2

ENEIP 172.16.1.34 %



S30_Edgel# show sdwan control local-properties

site-id 30
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.30

NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernetl 172.16.1.34 31048 192.168.30.2

SIEIKENATEE

MIRH PRI LLENE | S20_Edge2fI FTLOCHY B&EE. Meat , RATA LR ZES20_Edge1 ki
PATE.E.

S20_Edge1 LEFENATEHEE

S20_Edgel#sh run int gil

interface GigabitEthernetl

description biz-internet

ip dhcp client default-router distance 1
ip address 192.168.20.2 255.255.255.0
no ip redirects

ip nat outside

Toad-interval 30

negotiation auto

arp timeout 1200

end

S20_Edgel#sh run | i nat



ip nat inside source list nat-dia-vpn-hop-access-1ist interface GigabitEthernetl overload

SRARE L HIPHIR A

¥ #ES20_Edge2 L H#Ishow sdwan control local properties#iith , AEF A HIPHIHO172.16.1.183L
K uwA5063

S20_Edge2#show sdwan control Tlocal-properties

site-id 20
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.2

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernet2.100 172.16.1.18 5063 192.168.100.2

SIR5 W BENATH R

PR ES20_Edgel1iE % EHINATE#R, X FS30_Edgel. IP 172.16.1.34F% 131048 , REE|
BEWIPHGOMNNATSE, ZREBEMNTHOXNHENATHER , BHRHEMYL, EDHRE—
AFREF 3104898 O (R R B 12346 X R AR ESD-WANE O) , MEF 2 FEHIPHEROAS,



S20_Edgel#sh ip nat translations

Pro Inside global Inside Tlocal Outside local

udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.69:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.102:12446
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.50:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.202:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.82:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.34:31048
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.201:12346
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.0.101:12446
udp 192.168.20.2:5063 192.168.100.2:12346  172.16.1.98:12346

HIR6. M EFIARER

EITFIARER , MR EHFEDREES20_Edge1 LEF. Fick , IPAEEESEMNIPAE , BESR

Bl A TEEER , IPSBRENIPRRE,

S20_Edgel#debug platform condition ipv4 172.16.1.34/32 both
S20_Edgel#debug platform condition start

S20_Edgel#debug platform packet packet 1024 fia
S20_Edgel#debug platform packet packet 1024 fia-trace
S20_Edgel#show platform packet summary

Pkt Input Output State Reason

0 Gi2.100 Gil FwD

1 internal0/0/recycle:0 Gil FWD

2 Gi2.100 Gil FwD

3 internal0/0/recycle:0 Gil FWD

4 Gi2.100 Gil FwD

5 internal0/0/recycle:0 Gil FWD

6 Gi2.100 Gil FwD

7 internal0/0/recycle:0 Gil FWD

8 Gil Gil DROP 479 (SdwanImplicitAc1Drop)

RERFELS , EFEUBBESRE N TRHEZ,

S20_Edgel#show platform packet packet 8

Packet: 8 CBUG ID: 482
Summary
Input : GigabitEthernetl
Output : GigabitEthernetl
State : DROP 479 (SdwanImplicitAc1Drop)
Timestamp
Start : 6120860350139 ns (04/18/2025 02:35:03.873687 UTO)
Stop : 6120860374021 ns (04/18/2025 02:35:03.873710 UTO)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl

OQutput

Outside global

172.
172.

172

172.
172.

172

172.
172.

172

16.
16.
.16.
16.
16.
.16.
16.
16.
.16.

RPOORROROR

.69:12346
.102:12446
.50:12346
.202:12346
.82:12346
.34:31048
.201:12346
.101:12446
.98:12346



Source 1 172.16.1.34
Destination : 192.168.20.2

Protocol : 17 (ubpP)
SrcPort : 3618
DstPort 1 12346

XL FHASEE K B S30_Edge 1 IR 2.
EZROPBIRRENATER , RINTUEILHBEERELE. SRMERT TERRER.
HER7 W EBFDITEIER

SR ES20_Edge2IBFDEIEBF2ES30_Edge1 LEE , BRI IHHERIRZ /I , BINATIR
% . oL@ idshow sdwan tunnel statisticsii S &EBFD Tx/RxitZkes.

S30_Edgel#show sdwan tunnel statistics
tunnel stats ipsec 192.168.30.2 172.16.1.18 12346 12347

system-ip 10.0.0.2
Tocal-color biz-internet
remote-color biz-internet
tunnel-mtu 1438

tx_pkts 10

tx_octets 1060

rx_pkts 0 <<<<<<<<<<<<<
rx_octets 0

tcp-mss-adjust 1358

ipve_tx_pkts 0

ipvb_tx_octets
ipve_rx_pkts
ipvb_rx_octets
tx_ipv4_mcast_pkts
tx_ipv4_mcast_octets
rx_ipv4_mcast_pkts
rx_ipv4_mcast_octets
tx-ipv6-mcast-pkts
tx-ipv6-mcast-octets
rx-ipv6-mcast-pkts
rx-ipvé-mcast-octets

[eNeNeolNolNolNoNeNeNo ool

RF R

EFRIEB | ATLAES20_Edge1 EHINATE £ (PAT)2 LB BEANAT |, LUSFTE | FBFDER
FEE#BEEN —MPAROLSE,

1.8% , YFEMHE 2 Al OBER , SiES20_Edge2 LR SeSE B 8V % A Bk iR



i O R R 4E N S20_Edge2 @ & ESEER AN , E 1L S20_Edge1 M S10_Edge2F &8 R RV R % O
AT HEZSKBFDRRE.

AE B ETENREHECLIEEN vManage CLIFREAHERINIT.

S20_Edge2#config-t

S20_Edge2(config)# system
S20_Edge2(config-system)# no port-hop
S20_Edge2(config-system)# port-offset 1
S20_Edge2(config-system)# commit



SEE @I % P show sdwan control local-properties , #{£S20_Edge2 E b B EFFEAE
AR A12347, MRRFEAEARKDO , FEEMA BB clear sdwan control port-indexf$i% O &
EEERKD, MRHEOEESNIRD LZT , AREHBD , XFEHLHOREER,
clearip T & B2 FliE EMbfdR2E.

2.1£S20_Edge1 LB EESNAT,

S20_Edgel#config-t
S20_Edgel(config)# ip nat inside source static udp 192.168.100.2 12347 192.168.20.2 12347 egress-interf
S20_Edgel(config)# commit

3.78FRS20_Edge1 L FINATH: iR,

S20_Edgel#clear ip nat translation *



;AN

1REHP NN EL ELHBFDRE,

S30_Edgel#show sdwan bfd sessions
SOURCE TLOC

SYSTEM IP SITE ID STATE COLOR

biz-internet

2.8 ES20_Edge1 LHINATL1E,

S20_Edgel#sh ip nat translations

Pro Inside global Inside local

udp 192.168.20.2:12347 192.168.100.2:12347 ---
udp 192.168.20.2:12347 192.168.100.2:12347 172
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172.
udp 192.168.20.2:12347 192.168.100.2:12347 172
Total number of translations: 11

Outside Tocal

.16.
16.
16.
.16.
16.
16.
.16.
16.
16.
.16.

REMOTE TLOC

COLOR SOURCE IP

biz-internet 192.168.30.2

Outside global

0.202:12346 172.16.0.202:12346
1.50:12346 172.16.1.50:12346
0.102:12446 172.16.0.102:12446
1.34:50890 172.16.1.34:50890
1.69:12346 172.16.1.69:12346
1.98:12346 172.16.1.98:12346
0.101:12446 172.16.0.101:12446
0.201:12346 172.16.0.201:12346
1.82:12346 172.16.1.82:12346
0.1:13046 172.16.0.1:13046

MEAUE I MEEHEZENBFDRREEEINATEZESIE EMIPHLKD192.168.20.2:12347, It

A\, F172.16.1.340EE 5813 S30_Edge1 B &4 vSmartiis O T2 TR, &

Z 74 050890,

3.35EE , £S30_Edge1HIshow sdwan control local propertiesfii & , BEHIPHLE O R

172.16.1.34 , &% 0960506,

S30_Edgel#show sdwan control Tlocal-properties

site-id 30
domain-id 1
protocol dtls
tls-port 0
system-ip 10.0.0.30



NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping
N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPv6
GigabitEthernetl 172.16.1.34 60506 192.168.30.2

Cisco Catalyst SD-WANi&itiEE
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