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cEdge#show

users

Li ne User Host ('s) Idle

Locati on

*866 vty 0 admin idle 00: 00: 00
192.168.1.5

Interface User Mode Idle Peer Address

HfRvManage T EABRE, RSN Hiptbut FFcEdge,
EWEINA T EFRcEdgeNIP , B LMER T —MAEFIXK.

cEdge#fshow run | section access
ip access-list extended VTY_FILTER SHH
5 pernmit ip any any | og <<<< with this sequence you can verify the IP of the

device that tried to access.

T (R 428 Bl 51 R B iE
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cEdge#’show sdwan running-config | section vty
line vty 0 4

access-class VIY_FILTER SSH in vrf-also
transport input ssh

BIFAACLSE , B LA MvManage /X 3T FFSSHEIcEdge , HEEHEPERN T —FKEE,
It3E 28] BUEE a5 S show logging & 2.

*Jul 13 15:05:47.781: ¥SEC LOG N-5-LOG N_SUCCESS: Logi n Success [user: Tadmi n] [ Source
192.168.1.5] [local port: 22] at 15:05:47 UTC Tue Jul 13 2022

EE—1AESD , BALESRMIRO22, XEKE192.168.1.5% T FF ElcEdgeISSH,

MEZLSHEINRIPR192.168.1.5 , BRI LUEAEBENIPEBACL , LA FvManagefeB T FFSSHE
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CEdge#show access-list VTY FILTER SSH
Ext ended | P access list VTY_FILTER SSH
10 permt tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og

i & R~ -



cEdge#config-transaction

cEdgeconfig)# i p access-1li st

cEdge(config)# ip access-list extended VTY_FILTER SSH
cEdge(config-ext-nacl)# 5 pernmit ip host 192.168.1.5 any |og
cEdgeconfi g- ext-nacl )# commi t

Conmit conpl ete.

5

cEdge#show access-list VTY FILTER_SSH

Extended | P access list VTY_FILTER SSH

5 permit ip host 192.168.1.5 any |og <<<< New sequence to all ow vManage to SSH 10 permit
tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny ip any any |og <<<< Thi s sequence deny all
ot her SSH connecti ons

FEVTYL & ERIAACL.

cEdge#show sdwan running-config | section vty

line vty 0 4 access-class VIY_FILTER SSH in vrf-also transport input ssh
!

line vty 5 80
access-class VIY_FILTER SSH in vrf-also transport
i nput ssh
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Localized FPolicy » Access Control Lists FPolicy »  Add Device IPV4 ACL Policy
Mame SOWAN_CEDGE_ACCESS
Cescription sDWaAN_CEDGE_ACCESS

Device Access Control List

‘ (+) Add ACL Sequence

(+) Sequence Rule  Drag and drop to re-arrange rules

TJ. Drag & drop to reorder

I *¢ Device Access Control List :
L

1% #%Device Access Protocol >SSH



REERREFENRIIR.

Device Access Control List

® Sequence Rule

Drag and drop 1o fe-arrange rules

Match Conditions

Device Access Protocol {required)

Source Data Prefix List

ALLOWED x

m fson

Destination Data Prefix

SS5H

BEHERME | ERESR | ARBE T save Match And Actions.

E Device Access Control List

(#) Sequence Rule

© Accept (O Drop Counter

Match Conditions

Drag and drog 1o re-arange nies

S5H

Variabies: Disabien

BH QBRI

Hi)ﬁ , f@ﬁ_l'lfj\ii?¥ Save Device Access Control List Policy.

Match

Actions

Accept

Save Device Access Control List Policy

Device Access Protocol

Actions

Accept

Enabled

VPN

Enabled

Device Access Control Lis

Save Malch And Actions

£ i EConfiguration > Localized Policy > Add Policy > Configure Access Control List > Add
Device Access Policy > Import Existing.



Localized Policy » Add Policy

ﬂ Create Groups of Interest @ Configure Forwarding Classes/QoS

. Configure Access Control Lists
Q. Search

Add Access Control List Policy ~  Add Device Access Policy ~  (Add an Access List and configure Match and Actions)
Add IPvd Device Access Policy

Aol im s A

Name Typi Juiso i

T

tiption

Made Reference Count

No data available

1%$E E—1ACL , A5 % EHimport.

Import Existing Device Access Control List Policy

Palicy

SDWAN_CEDGE_ACCESS

A iPolicy NameFPolicy Description , A5 ¥ save Policy Changes.



ARSI Forwarding Class/QoS | Access Control Lists | Route Pollcy

Enter name and description for your localized master policy

Policy Name SOWWAN_CEDGE

Policy Description SDWAN_CEDGE

Policy Setlings

[ metow [ Netow IPve [ Application (] Application IPvé [ Cloud QoS [ Cloud QoS Service side [ Implicit ACL Logging

) ) T
Log Frequency : ket flow } Rl 2 4 'al:'
FNF IPvd Max Cache Entries er ¢ rang : E:‘
FNF IPvE Max Cache Entries Lef ¢ rang ¥ E;‘

Preview Save Policy Changes Cancel

B=F  FARMCR M ISR Z R

E i EIConfiguration > Template > Device > Select the Device 3 # ii> ... > Edit > Additional
Templates > Policy > SDWAN_CEDGE > Update.

= Cisco vManage (©) Select Resource Groupw Configuration * Temp
Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates

TrustSec Choose... o

CLI Add-On Template Choose... -

Palicy SDWAN_CEDGE v

EHEERE , BUURIEREER,

MHACLEE

no ip source-route 151 no ip scurce-route
152 ip access-list extended SDWAN_CEDGE_ACCESS-acl-22
153 10 permit tcp 192.168.1.5 0.0.0.0 any eg 22
20 permit tep 192.169.20.0 0.0.0.15 any eq 22
155 30 deny tep any any eq 22
]



B A F & vty WACL
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IFE , &) LAGE A It B8 2 Menu > Tools > SSH Terminal B X £ A 2 BT #YvManageid i 28 M i 3¢
cEdgeE’JSSHUEIﬂo

B R = B SSHE#F]192.168.10.114m

Router#ssh 192.168.10.114

% Connection refused by remote host

Router#

MROEACLITERER , BRI LIAFFI30B1MNEET |, J ESSHIEREKIEL,

c8000v-1# sh access-lists

Extended IP access list SDWAN CEDGE ACCESS-acl-22

10 permit tcp host 192.168.1.5 any eq 22
20 permit tcp 192.169.20.0 0.0.0.15 any eq 22

30 deny tcp any any eq 22| (1 matech)

HXER
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/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/device-access-policy.html
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