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HSECEUEECSR1000vEER

2 0 A g
DNS#MT T4
SD-WANPBZEFH 1FDNS
EHURLTIEH
SD-WANBZEPRE IFHTTPS

&g

AR ST R AT FESD-WAN XE Edged% 88 £ R MPEBRHSECKIVF AIER R,

FRFA
B3R

Cisco BWEBTHLUTEE :

- BREME B M (SD-WAN)
« Cisco IOS® XE#@n 1T 5 E(CLI)

. BEEET
. BRI

ERREHF

AXEHET LU MRE AR

- BRlAZEHBEERC1111-8PWERMRZA17.6.3
- BRZ%EEA2RC8000v 17.12.3

- BERERRHEER(CSSM)

- B RlvManage 20.12.3.1

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR

(AN ) BRiE, R

R
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KM &AL TIESPRE | BHR

R
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TS TREERE,



ER R BRI ERASHHEE , flu

- WAERMESRE

« VFAIIERFEERT ()

- B

- FEERTUEMNBSLACNEHERF — FESLACHIRHRTA
- KB

- BRFEFMARNERE (RUMRE ) MIBEHEIA

- S1ERE

BREFAEE  FEMELA RSN E VT,

N EE AN BHSECKOF I Z B RAEA TWEANENBHE. RERETY

ﬁm Zﬂé —-|-$EEO

FHEITA

s MR&=FEEEEMERHHSECKIFTTIE , MFTAISR1000% %, ISR4000% %], C8200,
C8300, CSR1000v, C8000vHIISRVERIA 250 Mbps.

- MRAEHEBEEST250 Mbps , NFTAISR1000% %, ISR4000% %I, C8200, C8300,
CSR1000v, C8000vAHIISRVEFEE R FEHSECKIF AL,

« FTIEASR1000K 51 EB A5 EilB i3 250 MbpskIHSECKI,

« PREC8500%8 B 7E & 8 ZHRHSECKOF Ak, BN , AT A F 3 RHEHSECKIF Ak,
- BESREEEXPIERFHERE, HSECKOFAIIZE LB B ALK O/HIESLEES
512 , UBRHAEHE,

« HSECKOF Aif R EEHNRATHERRTEENEHINE. BXFHAES  BEEFETEAR
BIER,

N EE  M20928117.9.2aF 45 | HSECH TiF AT LB MvManage it (T B2, ELFMELN
T
Cisco Catalyst SD-WANA [ 1368 — B¥FHSECF A[iE[Cisco SD-WAN] — EFl

N B EEREERER BT WHSECKOY AINE | MEEIES B3 C8000v4 , I W= i
SR EEFHER MR

VF AJIE AT A M B0 UE

555%1 ?E'rﬂ)-:-l,f: Cisco Software Central.


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://software.cisco.com/#
https://software.cisco.com/#

S22 B HERRAEER,
FSIR3.NINEBH & ik Inventory,
HRRAEFE LR

HBR5.1%E R Virtual Account T BLicensesit T+

S| KRBWIFAIEESRMBATHERIANE,

Software Central > Smart Software Licensing

Smart Software Licensing

Alerts | Inventory

Virtual Account: sdwan-lab =

Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation... (G Show License Transactions Search by License a,
Advanced Search «
[ License Billing Avallable to Use  InUse Substitution Balance Plers Actions
@ Router US Export Lic. for DNA Prepaid 1 0 - +1

WMRRETANFAIERRANRA (L&) , FE BRI RAZERF] R,

N oEE . AEEREECHEENDNANHSECKOT Tl RE HEEE O Tl | A DGR
75 D0 22 B £ b B9 S SR LK P

R BR IR
EAEP - IR TREEHFREL TEFREERN,

<ffroot>

show pl at f orm sof t war e devi ce- node

show version | include node

~


https://mycase.cloudapps.cisco.com/case?swl

<#root>
EdgeRouter#

show pl at f orm sof t ware devi ce- node

Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

EdgeRouter#

show version | in node

Router operating mode: Controller-Managed

N s METAERSHEAER  BUEREBEEAGS

[T
CSSMWTEL 5 E
Bl E L R B H IR EBIACSSM URL

SRR BB EBNERmRENMURL,

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

comnmi t

Commit complete.

%EE’J E“:%'Jcontroller-mode enable%%



N MBHAEMNTER . XRERTURLG BEGS | TSUEACLIK I AR
BE. AXEFEAEE , FSMECLIK MNThEEE

SRRV FRREEBRER.

<tfroot>

EdgeRouter#

show l'ic tech support | begin Smart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: Smart <<<<K<K<KKKKKLKKKLKLKLKLKLKLKLKLLLKLL This nust be Snart

URL: https://smartreceiver.cisco.conmlicservicel/license <<<<<<<<<<<<<<< URL must be pointed to smartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

N B BRUURLLBTNE  REBX.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

£ R mSROEM S

BRI R

EFALEFFENRE —ELk A | SiElGeneralit M+ |, A5 2 HNew Token.

Virtual Account: sdwan-lab +

I General Licenses Product Instances Event Log

Virtual Account

Description:
Defauit Virtual Account: Mo

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.

Token | Expiration Date Uses Export-Controlied

No Records Found

The token will be expired when either the expiration or the maximum uses is reached

SR EEHRNTEER.

Created By | Actions

No Records 1o Display

R b AR R E A,
FHetiE ;B REX T mEME R R
RAEFERRY : THERERRE. Wik,

H{R%E A Allow export-controlledi® T, &N |, FAHEFM LW , RS L EHCreate Token,



N oEE URFEENERAFRAEAEN | SSEE,

N4
\
a

N pE BXEMAES  ESHEEREORS,

N4
\
il

SIR3.EH TR
RNERNTREFHIIEWER  SMIRE-EH  RETHFFEZLN/NECEERFIAEA.

Virtual Account: sdwan-lab «
General lcenses Product Instances Event Log

Virtual Account
Description:

Default Virual Account No

Uses Expart-Controlled Description Created By Aclions

ODRIMjgOYWQIMDK... B 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckk Installation

The token will be expired when either the expiration or the maximum uses is reached

L MR N CSSMZ B E M FE

ATREER S HEEVFTIERN RN , WERHARLMECSSMEMLEE. NTEF , LEIKHER
£/ £ —FHECSSM LAERKK T M,

<tfroot>

license smart trust idtoken TOKEN | ocal force

-

<ffroot>

EdgeRouter#
license smart trust idtoken ZThj OTl MU M QRZC00Yj | ILTgWN ct ZA xZj | zYj Zi YnWnLTE2Nj MONj | 19%0AM gy NTh8YWAVe

EYLL:AEF H/u\ém_/T\ECSSME’J 1|=|o


https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

<#root>
EdgeRouter#

show | oggi ng | ast 50

<snip>

*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key
*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp
*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file

*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new Ticensing trust code was successfully i

KIEEER MBI ERER

RIEEERY KD HSREEREMN, XEWREVFATAEAERECSSM,

<#root>
EdgeRouter#

show |ic tech support | begin Conmmunication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

N MBREITRERN , BSRBA T RERRES.

WRER

et SECEMN , BEHSECKOFREE AER, 2MAKEXTER , RRANEERKHTM
CSSMiERIFA[iE, EIREVF AL |, BEITEMNE R,

<#root>
EdgeRouter#

license smart authorization request add hseck9 | ocal



I
¢

<tfroot>

EdgeRouter#

show | oggi ng

i ncl ude SMART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EERWTATEHFASSH , REFTIEFRES , UFFENEM.

<tfroot>

EdgeRouter#

show l'ic eventlog O

Tk

Event
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18

WIERUE =

Fededek

Log
21:11:41.
21:11:41.
21:11:41.
21:11:41.
21:11:41.
21:11:41.
21:12:06

BRI

538
552
576
576
641
641

.119

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati

B TATRIEFAENERS WA EBREE.

<tfroot>

show | i cense

show | i cense

show |i cense sumary

show | i cense usage

tech support

aut hori zation

begi n Li cense Usage



T~ -

<tfroot>

EdgeRouter#

show | i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <LLLLLLLLLLLLLLLLLLLLL

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

EdgeRouter#

show | i cense aut hori zation

Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Status: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC  <<<<<<<<LKLLLLLL

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zation type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available



Edge#

show |i cense summary

License Usage:
License Entitlement Tag Count Status

hseck9 (DNA HSEC) 1 IN USE <<<<<<<<<<

CSSMHI B4 I3 &

I F AV Internetty SBAMES | T LUEIS ECSSM.E A # I SLACKRIAST H ORI (E R

Z‘Zo
N s WFRTEEARRN  AFEEANN S — AEEMEURL).

A RS 8 VF AT IE AR B

FEVFAEFTERNE —EOKS B, SHE mSEl> R mIESKHERY 8e.

= Smart Software Licensing B Cisco Systems, TAC -

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab - /

Praduct Instances

Authorize License-Enforced Features... [']' Search by Device or by Product Type Q,
Mama Product Type Last Contact Alens Actions
No Recerds Found
Ne F
s =
FREVIA 3% 2R UDIE &

show license udi ZN #th 1 AJEfR B8 5 Eid 4 % R R AV M — IR R ARIRFF(UDI) |, BE T B IREV™ @
ID(PID) #7515 (SN),

<#root>
EdgeRouter#

show | i cense ud



UDI: PID:C1111-8PWE,SN:FGL2149XXXX

TR E & ERIEED 58 H[UDI

1%£3#%ESingle Device H1EEI LK HI/HSNFPID, #FH Nexto

Authorize License-Enforced Features

STEP ‘] 2

Enter Request Code

device to enable the features. Learn More

STEP 3 4

Generaling an authorization code here is only required for devices that do not connect to the Smart Software Manager directly, or through the Cisco Licensing Manager, to report the features they need

Single Device w
Enter the identifiers for the device 1o be licensed

Display Name;

Uuip

Serial Number FGL2143X000]

C111-8PWE

Host ID

MAC Address
Virtual ID(SUVI)

You can use the 'show license udi’ command 1o see the identifiers for a device

EREREBNITAIERE
BT EREMEE , DR ERTFAIER
Authorize License-Enforced Features

sTer | STEP 2

Enter Request Code Select Licenses

UDI Serial Number FGL214991A8

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License

Router US Export Lic. for DNA

U5, Export Restriction Compliance Ncense for DNA based Routers

EFRF AR &R

Purchased

1

Available

1

, BEETRART. BREFZTELTREF.

Reserve

1




1’ & FE A ] LL  Digital Network Architecture(Cisco DNA)On-PremE{DNA Cloud, iXEBURTF Frid3E
ORI

=elect a Device Type

=ome devices could not be wentilied based on the identfiers pravided
Please select a device type

Device Type: DNA On Prem

Unidentified Devices:

Device
search
f 3 1.' 1
PID: C1111.8PWE
Selected: 1
you want to enable features on different types of devices, you must perform this operation separate
4 R IR XL

EEBE , A5 ¥ FHGenerate Authorization Code.



Authorize License-Enforced Features

STEP 'i STEP f;’

ster 3 ster 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

ubi PID: C1111-8PWE
UDI Serial Number FGL214991A9
Device Type DiNA On Prem
Licenses to Reserve
License Total Quantity to Reserve

Router US Export Lic. for DNA

5. Export Restriction Compl Heonse for DNA based Roulors

Cancel

T&SLAC
SLACTH N7 XA & HI 2SI R
FSLACE #1225 B8 2R

BE=MAEETLURSLAC & FIE0 3% B 2%,
® USBE'X@J%%O

<#root>
EdgeRouter#

show file systens | include usb|Size

Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 disk rw usbO:

EdgeRouter#

dir usbO:

Directory of usb0O:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Aut hori zati onCode_SN _FGL2149XXXX. t xt

Back Generate Authorization Code



15598043136 bytes total (15596658688 bytes free)

EdgeRouter#

copy ushO: Aut hori zati onCode_SN FG.2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

- f£MAvManageZControl Connections , 5 2 i1 488 H 25 #lvManage 2 [8] B 4% 5 3L LA T 7
HHER,
« RS IWMISCP/FTP/TFTP,

ZHSLAC

FERAERES AfEbootflashP RESLACK 4,

<#root>
EdgeRouter#

license smart inport bootflash: Aut hori zati onCode_SN_FG.2149XXXX. t xt

Import Data Successful
Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6b57e

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EdgeRouter#

show |i cense eventlog O

JOROR) JORONOR

i Event Log Tedhn

2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-


https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED
2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

S UF Z 3 = B K Zh

ERASELG EZFHRNGTUARIEFIEREEBTR,

<ffroot>

show | i cense aut hori zation

show | i cense sumary

show |i cense tech support | begin License Usage

MREZFIET , LK, PRV AR B eS8 E R P it BEs |, HFiEm w A UAER T ER.

Virtual Account: sdwan-lab -

General Licenses
By Name By Tag
Manage License Tags License Reservation, r_:-’ Show License Transaclions Search by License Q,
Advanced Search v
O License Billing Available to Use  In Use Substitution Balance Alers Actions
= ter US Export Lic. for DNA Prepaid 1 1 - o Actions =
Manual Entry
NIA C8000-HSEC=

DNA On Prem = MEVer -

Showing 1 Record

SN | EProduct InstancesitM+F , XL E RO EKHEMNUDUEE ., B HEXE UREARIFA
IFTRITNEZER,



s00 Software Central > Smart Software Licensing

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab -

Product Instances

Authorize License-Enforced Features 3

Mame Product Type Last Contact Alerts Actions

E; UDI_SN:F - DNA On Prem 2022-Aug-19 05:43:12 (F

vManage T{ERE S %
M20.9.2FF % , vManage /o i & B THERE RIRHSECKOF A1k,
~ EE WA E{GER TRouter US Export Lico 3REDNAWFANIE ; R Z4FEMHSECIF AIiE (40

ISR4300_HSECHISR4400_HSEC) REE M. &% MAIFRE 45 EHSECF 7JiE$54#: A Cisco
DNA HSECHI ¥ 4l{E 8. , &1/ 8] Restrictions for Managing HSEC Licenses&f % .

ELITERE
5CSSME 5 ¥ fJiE

1. — fEvManagement GUIH | SR EIE X %> TEFR>R S MR EHSECHF Wik,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2. — EHRHE O EHIERMNITIRERE,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

[ |

() Don't show this to me again

3. — & Sync Licensesft% , ARG ¥ HNext,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Note: In order to install, you should have already synced your licenses from CSSM.

4. — %R OnlinetE =, , ARG E EHNext,



Assign HSEC License

2 of 7 steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

© Online
() Offline

5 — # ABHICisco CSSMEIE , ARjg & fNext,

Assign HSEC License

I of 7 steps

Enter Smart Account Credentials

Mow enter your Smart Account credentials
Username*

ericgar &

Passward®

6. — WIFHSECH RiEEZ#IR , AREHT—%,

Assign HSEC License

4 ol 7 steps

HSEC License Sync Overview

This process will sync licensas from CSSM for the selected devices and virtual accoun

Select Virtual Account
Select HSEC-Compatible Devices

Summary

7.-vManageBEE#F ZHEAMB T ANELKS . £ THIRPERSSEREEITHHSECHT



UERY RE LUK P o

N EE - Ees i AN LM FREHSECT WIEM B ALK S MBIk h B EER A
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Assign HSEC License

Sof 7 steps

Select Virtual Account

sdwan-lab - Cisco Systems, TAC

8. — EREZRRHSECIF AJIEMRE.

N B NERSHSECERAMEE.

Assign HSEC License

Onling Mode - Sync Licenses Task

Select Devices
All Devices (G/47)

“ reschable

cEdge_Sitel _Wes1_01 CHK-BZIBELFB-CAZE-RTOE-CFFF-2DMDEIEIZIAD

9. —EFEHRIIBERME , A/ EEHSync,



Assign HSEC

License

Summary - Sync Licenses | Online

~ Selected Virtual Account

Virlual Accounl Mame  Sdwan-lab

~ Selected Devices

cEdge_Sitel_West 07 CHHAB 2B E-CAJE-FTOE-CFFF-201 DBIEIISAL

10. — B #HCheck HSEC Assignment Status LASE B I UIFSLACIR & o

Assign HSEC License

Done! We're now syncing licenses from CSSM

What's Mext?

Check HSEC Asdgnment Status

11. — M\CSSMEREXF i H 7 FEvManageF jg , RS E R H Success.,

= Cisco Catalyst SD-WAN (7 Select Resource Group Monitor - Overview

HSEC Licenss Fateh | @ VaSdation succoss

View Logs

Total Task: 1 | Success :

[roen

Device Group (1) 1000

[11-Sep-2024 5:27
[11-Sep-2024 5:24%
[11-Sep-2024 5:7%
[11-Sep-2024 5:1%

Success Dona - HSEC License Fetch

R FIRENAY Y FTAE

wmanage_1[1.1.1.7)

sl wManage

08 UTC] fetching license

11 UTE] vManage got liconse from CS5M for CAK-B23B869B-CASE-S70E-CFFF-20N1DB3E339AD
M UTC) Licanse fetched for all selected devices

11 UTC) fetched

1. — fEvManagement GUIF , MBI E X E>THER>RA LS ML EHSECH i,




Monitor - Overview

Devices Tunnels Applications Security VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs
i Unassigned
Paar Perfarming Sites » Tunnel Health ©

2. — R RRWAIUEMES,

Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
N e e g g
() Sync Licenses

M for all devices

© Install Licenses
Install licenses an devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

3. — EFR N HEHIREHSECHF AU IR & o



Assign HSEC License

2ol 3 avepa
Install Licenses Task

Select Devices
Al Devices (1/4)

CEKRFAREBANE-CATEATOE-CFFF-201 DBIESIUAD

= cEdge_Sitel_West_01 fetched CEX-B23BELFB-CAJE-970E-CFFF-20 DBIEIZ9AD reachable Ca000 11120

4. — WIFZERBEH 2 FHinstall,

Assign HSEC License

Tod 3 vtope
Summary - Install Licenses
~ Selected Devices

cEdge Sited _Wes1 01 fetched CBK-B2IBBEIE-CASE-970E-CFFF-20 DBIEIIRAD reachable CHOO0 e

5. — B #Check HSEC Assignment Status AR B B Z IR

— Assign HSEC License

Done! We're now currently activating HSEC Devices

What's Next?

Check HSEC Assignment Status

+ | Back to Workflow Library

6.- vManage 5 HZRBE , MAEKIESLACHHITEE, RLRSYARN K,



= Cisco Catalyst SD-WAN () select Resource Groupw Configuration - Devices

HSEC License Install | @ Vaidation success

Total Task: 1| Success : 1
Device Group (1)

L search Table

status chassisNumber message slartTime

@ Success COK-B23BB60B-CAZE-970E-CFFF-2D1DB3E330AD HSEC Installation complete Sep 10,2024, 11:50:25 PM

7. — B Action®RAE RHSECZENEFM A E,

Configuration - Devices

View Logs
Host: cEdge_Site1_West_01(1.1.1.221)
Site 1D: 100003

Device Model:  CB000v

[11-Sep-2024 5:50:25 UTC] Installing HSEC license
[11-Sep-2024 5:50:26 UTC] RPC call to device for initializing HSEC install is successful,

Initiated By: ericgar

&

v

As of: Sep 10, 2024 11:50 PM £

Systemip Action

111220 =

[11-Sep-2024 5:50:28 UTC] Last Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-970E-CFFF-2D1DB3E339AD

e Confirmation code: e293d6a0import Data CompletedLast Confirmation code UDI: PID:C8000V,SN:CBK-B23B869B-CA3E-

970E-CFFF-2D1DB3E339AD Confirmation code: e293d6al

HSl [11-Sep-2024 5:50:28 UTC] HSEC Installation complete

Bl TAERAR

5 CSSMEZH ¥ AJiE

1. — fEvManagement GUIF | SMBIE X 8> TEFR>RB S ML EHSECHF HiL,



Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2. — EHRHE O EHIERMNITIRERE,



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3. — & Sync Licensesft% , ARG ¥ HNext,

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

4. — EROfflinetE =, , ARG E EHNext,



Assign HSEC License

2 of B steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

) Online
D Offline

5, — ffRAERREMRR , RERTT—F,

Assign HSEC Licensa

3 ol 6 stepas

HSEC License Sync Overview

at
. Select HSEC-Campatible Devices . Upload HSEC Davice Lt File to CSSM and Download Authosization Code File
‘ Downlaad HSEC Davica List File -‘ Upload Authodization Code File

® Summary @ Summary

6. — 1%£EDownload Processi&Il , R /58 diNexto

Asgsign HSEC License

4 of B slapa

Select Task

Bofore preceeding, select the task yvou would like 1o perform

© Download Process

Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices 1o be added to HSEC device list file. You will be then given a device list file to be uploaded 1o CS5M,

() Upload Process
Upload Authorization Code File

I8 this tBsk once you've downloaded the reguired authonization code fike from CS5M

7. —EERER  TRERRFANENRSE.



Assign HSEC License

Dffline Mode - Sync Licenses Task

Select Devices
Al Devices (1/46)

CEC- 1962 0650-050C-6T0%- TATEDOS0E2 40T

Aszign HSEC License

Summary - Sync Licenses | Offline | Download

~ Selected Devices

~ Download HSEC Device List

Download HEEC Device Fike [SUDI)

9. — TR B3 FEIFAEERAER.

UD_SA_2024_9 11_12_54_56.tar.gz
866 B - Done

10. — B $Open Cisco Smart Software Manager=} $fin F:Cisco Software Centrals



https://software.cisco.com/software/smart-licensing/inventory

Assign HSEC Licensze

Done! You've generated and downloaded your HSEC
Device list file

What's Next?

1 Cisoo Smart Solteware Manager .

1M1, —HERENERKS P, SMEBRRGFO-ERREVT , Ra QERE>ERAHEH
> FEERBE......

. IRERRE L
Cisco Software Central il
CISCO
Ciseo Software Central > Smarn Software Lif.anslng adn C:‘.-'\-'n'fsg'ﬂ‘.‘l‘-‘ff» TAG -
Smart Software Licensing 5L Product Dolas Suppod Help
Alars Inwantory Convadt o Smart Licanging Raports Pralarancas On-Pram Accounts Activily Commarcial Consimplion
2 ‘\ 1
Reparts /
Report Usage Data Files Repaorting Policy Synch File for Device Controllers

Dovices can be configured io report the features that they are using

This usage then detesmines which icenses ane needed, in order o be compliant

Upload Usage Data.. #—— 3 Search by File Name, Virfual Account =

12. — fEUpload Usage Datad# HE O H , £ dBrowse , AREEEFENIF TENXMH , ABEE
Upload Data,

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: UD_SA 2024 9 11_12 54 56.tar.gz

A

1

2 —> Upload Data Cancel

13. — RETTRL BN M, RAFESF107 4T M. AR ETHDownload,

Q



N opE - BERACKYH , BERBLAREHIR ; MRFEER  FRORTERURDE
KERNESZEE, MRFE | HHFBRTACESH,

Craco Software Central = Smart Software Licansing 0B Cisco Systerns, TAG
Smart Software Licensing SL Product Details. Support Help
Converl 1 Sman Licensing Raports Preferonces On-Pram Accounts Actdty Commercial Consumpticn
Reports
Repar Usage Data Files Raporting Policy

Devices can be configured o report the features thal they are wsing.

This usage than dedermines which icenses are neaded, in order fo ba compliant

Uplaad Usage Data. Search by Fde Mama, Virual Accoual o,
(# Usage Daa File Raparted irtual Account Reporting Status Devices Acknowledgement
= UD_SA_2024_%_11_12_54_Stargz 2024-5ep-11 sdvianlab ) No Errors 1
UD_MA__20@4_09_11_18_54_33targe sdwan-lab ) Mo Errees 1

14. — REERACKXHH B TH.

O ¢

Recent Download History

n ACK_UD_SA_2024_9_11_1

ar.gz
2,030 B +» Done

15. — fEvManagement GUIF | BXSMBIEFE B> TER>RB S ML EHSECYF AT ik >[E 25 Al iE
>HYL>T —%> &3R8,



Assign HSEC License

4 of 6 steps

Select Task

Before proceeding, select the task you would like to perfarm
() Download Process

Select and download HSEC Device list file

O Upload Process
Upload Authorization Code File

Use this task once you've downloaded the required authorization code file from CS5M,

16. — ¥ #HChoose a File , REF THH X HIBKEIES , RS HE EHUpload,

Assign HSEC License

5 of 6 steps

Upload Smart License Authorization Code File

Upload the Authorization Code (SLAC)H file generated by CS5M
............................................................ :
i s :
; i
i }
[l 1
H :
| Choose a fila or drag and drop to |
upload ;
; i
H :
! i
H :
; i
| i
H ACK_UD_SA_2024_9_11_12.. a: @ )
; i
; 1
H ]
- 1
; i

17. — RIEESHEH Qi £,



Assign HSEC License

Summary - Sync Licenses | Offline | Upload
~ Device Entries
— Assign HSEC License
Done! We're now currently syncing smart account
authorization code (SLAC) file for the devices
TR BN 1F AT IE

1. — RETERBERSMREWAILE , RREHREFAIE,

o Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
() Sync Licenses

Sync licensaes from CG55M for all devices.

© Install Licenses
Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

2. — NFIRFPEEFEFITHFANERNNE —1&Z , AFETENext,



Assign HSEC License

Zof 3 sieps
Install Licensas Task

Select Devices

All Devices (1/35)

CEN-VREIDEAD-DSCC-4 709 TATI-DOSDEZI | C407

cEdge_Sitl_East 0V fatched CAK-19E2D660-DSCC-6T709-TATZ-DOSOEZ3 1 C407 reachable

3. —EFEASREAETRR,

Assign HSEC License

Summary - Install Licenses
~ Selected Devices

cEdge_Sni_East (1 fetched CHK-19E20660-DE0C-HT00-TATI-DOSOE2Z1 C40T rechabde

= Cisco Catslymt SD-WAN J Setect Resource Goope Maonitor » Owerviaw
HSEL: Liconse lastall | @ valdaton sacess

Tiotal Task: 1 | Susceds : 1

Device Group (1)

i Suocess CEBE-19E204 0D 5CC-E705-TATI- DO SIERS 10407 HESEC installation comphete Gap V1, 2024, 120413 PA

5. — BHActionE R A E RHSECRENEF A B &,

Initiaied By ericgar

Sap 19, 2004 0104 P 23



Maonitor - Overview = @
. b4
View Logs
Hast cEdge_Sit1_East_01(1.1.1.231)
it 1D 100004

Device Model CE000v

[11-Sep-2024 19:04:13 UTC] Installing HSEC license

[11-Sep-2024 19:04:17 UTC] RPC call to device for initializing HSEC install is successful.

[11-Sep-2024 19:04:19 UTC] Last Confirmation code UDI: PID:CB8000V,SN:C8K-19E2D66D-DECC-6709-TA73-D0OS0E231C407
Confirmation code: ab8867delmport Data CompletedLast Confirmation code UDI: PID:CBODOV, 5M:CBK-19E2DG6D-D5CC-
BT09-FATI-DOSOEZIICA0NY Confirmation code:; a599674e

[11-Sep-2024 19:04:19 UTC] HSEC Installation complete

o
2]
]
o
=
a
o
[

IR BIHSECKOTF Al i
BREIBITA
S H) B B R BRI B8 OB TE | SHFEIERBICSSMI T RHSECKOY THEt #9156

5% IR B RS 4 K 1731t &

ITFTACERAI , NEEEHEFF
CSSMI1F~ F s il BRiF AT E o

¥ BB Offline Method &84 A AV,
BA 4 BOR ERES |, LAMES B 251

£4 ( BICSSMHlvManage ) | , X2 AAE

ZF

B4 ( BICSSM#vManage ) |RHY , X2 ATHEM BRIFAIIE |, - HEIRE F
CSSMI"]1 /= FYHSECKOF Ak
o

N B GHEEATUTHARER  YEASNEHEL  EERBTEBRTES , kBT
ﬁ%ﬁﬁo

&I &
Bal , BAREREXPYERANELREL A KR E AL,

<tfroot>



EdgeRouter#

license smart authorization return local online

Operation cannot be completed because license is in use

EdgeRouter#

license smart authorization return |local offline

Operation cannot be completed because license is in use

ERBRTFIIERE , FEFRAREI N B EERK.

<tfroot>

EdgeRouter#

control |l er-node di sabl e

Disabling controller mode erases the nvram filesystem, remove all configuration files, and reload the b
Ensure the BOOT variable points to a valid image
Continue? [confirm]

N oxE BEKATULMBLNGHSD-WANRE | BABNEZLHUESHEE. XEHTFE
B ER R B R HI SR T EA N BRI FIEE,

—BERMBLTEEER , BAER—EEAREE S e Internet M IZ & R 5L (DNS) 4T

1. BLEWANEE O /Y IPi#h 11k R 7S
2. FTFFWANEE O B R

3. BLEERIAIPEE

4. )3 DNS

5. BiEDNSHRS 28

PN

o B8 X £ A configure terminalis S# ABE&E T , M7 =Zconfiguration-transactionin
T o

N g AIEATESEREY , MERFEERNEBREEETRE S,

{2 Fi5k BEHSECKO B RIDNAS 2 HIF Al EFREE LMK PV B . MR BEH T, FEK—
NHTT R

EREUEHEBRPEBNERE , EHE5CSSMELNEE.



<#root>
EdgeRouter#

configure term na

EdgeRouter(config)#

license smart transport snmart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

end

EdgeRouter#

license smart trust idtoken TOKEN | ocal force

EdgeRouter#

license snmart authorization request add hseck9 | oca

Y/

N ERNENENHARSSRIEREEA T EBOERXDANEEEREURL , #EEE

B ERIEK.
BETHE , iR E E ik 7 P76 .
<#root>
EdgeRouter#

license smart authorization return [ocal online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code: CmJHgn-5CFUkd-effkCh-4XqCpQ-SgK5Sz-fQFfM8-6qH7MA-33hDbX-sXT

<#root>
EdgeRouter#

show | oggi ng | include SMART



*Aug 18 22:00:22.998: %SMART_LIC-6-AUTHORIZATION_REMOVED: A licensing authorization code has been remov

Router#show 1license eventlog 0
Event Log *#**¥*
2022-08-18 22:08:53.275 UTC SAEVT_RESERVE_RETURN_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizatio

ESR R

% EE ﬁ FIIJ T3 B 85 78 [0 12 1) B85 B B2 48 3K controller -mode enables
BY&H*E
A TERERERE , BHSBAILTFEEER, TRELGEZAERER,

4 AR S A

FERAKRHEPHN A IZNRIFCSSMPERZEN F A IEEEREXRBE,

<#root>
EdgeRouter#

license smart authorization return |local offline

Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Qy2Yt w ZhSLg5- bDFw7e- WWf 2- QwBed- 3MaRcT- f Ff Gcn- X6e <<<< Copy the string

il BR 750 22

SAE @mKRBI RESHIER. MUERINEBBFEHNEERE , ARLHMERRE.



Remove Reservation
To remove a Product Instance that has reserved licenses and make those licenses once again

available to other Product Instances, enter in the Reservation Return Code generated by the
Product Instance. If you cannol generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-bDFw7e-Vvigf2-
QwwBed-3MaRcT-fFIGen-X6e

/

Remove Reservation Cancel

License reservation removed successfully(2 5 Xl BREY iF AT E R B) B HFEZEAE R, B
, S B R 4> 1 BR > BRSEH1

BUE — 2R EEEMMNE?
EET8500MW AL , RAEEEEMME T EREHSEC?
2, 8500 ARFIEEE B IRLHIBEX TEHME,

HEHSEC/EC8000vREEEEM M ?

T, FEE, RIE\EC8000vLEMIRIT , FAHERF REAMRS |, BIRBEEL Rhsec/FIUHRELR
EHE,

HSEC#UE/ECSR1000v 2B E# N ?

%, BEhsecig , CSR1000vAEEE N,
SD-WANFIESD-WANE X EFHINEFH TN E2EMEE ?

AL, SD-WANFIFESD-WANE R IEHSECK i HEBATR.

ESD-WANEX T , EEEFH ME T 8EE AMBEHSEC , M7EI ESD-WANER T |, CLI license
feature hsecin S A EIRE LB A/ Ehsec, ESD-WANER FTHICSR1000vFIC8000VE A LA E
EEHMH.



FAHSECH AL R EBREHER ?

AT LATEIESD-WANRER ( B8 ) THEIEHSECIF AL |, B2 , A 1ZIhsert T A HEHHSECH w1t

o AP EZEZEACLI no license feature hsecin T2 MA/M{ZEAHSECEF L , HEH MHKIZE , £IFH
IE4L F not-in-use™R7S , REBHHEWT. TXIFESD-WANERX T HEHSECIFRIE , R
EERMINEE. B2, AR TLUERH A BEENHEE , EHNXER E k2 ML R
E. BITHATACRES , EZ A X MMESD-WANE R T iF ATIFRE2ICSSMIES .

N EE BXEMES | EIHE:SD-WANKHSECH FAEE 0 (55,

VF A UE B A P 3 Uk

I

EAKSHS THARBRESERES.
BERANGT
ERAEESENENSRAEA T RIETTE,

<tfroot>

show |i cense tech support
show | i cense status

show | i cense authorization
show |i cense sumary

show |i cense history nmessage

show | i cense eventl og

license smart clear event |og


https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html

license smart sync | ocal

license smart factory reset

HUEHEER
AHSREHELTETFNRERTHESR,

£ SR BE A B RE VT AR FE L BRI BR MICSSMz BB BB MM T2 N EREE , UK EMM
Y AESR N B IAEF.

BEENZERAFELEE ZAERITYEE,
& L8]
DNS#T T2 ¢e A

E i@ smartreceiver.com , MBI AMEEBBEITITE. BN , URLFLER N AIRAEANIP , B
ENEAM, B REEERREIEEEER.

*Aug 18 20:45:10.345: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart License Uti

BREIPE#EZEInternet,

<ffroot>

ping 8.8.8.8

FTURLHATpIngRELARUEDNS R BB , R /NIR % £ AtelnetiA BURLPFE LE T Interneti% &8
BH(ICMP),

<tfroot>

pi ng cisco.com

tel net cisco.com 80



WERMIK LW |, FBEEDNSARS 28 H /5 ADNSHEET.

<tfroot>

i p domai n | ookup

ip nane-server 8.8.8.8

MRTEEESNEBDNSARSS 28 | BB 2R P ECE A DNSHE 4T

<tfroot>

EdgeRouter#

config-transaction

EdgeRouter(config)#

ip host snmartreceiver.comA B.C.D

EdgeRouter(config)#

comm t

~ EE . REEEHERRLEIPIE B smartreceiver.com , & MWindowsnsiookup
HLinuxitEVETHE S

N sEE  FRWERREDNSHH , BRI Y5 PRI LAREE B Ky B M Ek , 3 HCiscof &
BEAEE R,

BT AISLEHBESHHIABELERER

<#root>
EdgeRouter#

show |i cense eventlog O

* EVent Log Fededeh

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"



<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

SD-WANB&;&EPFE LEDNS

IR SD-WANPB&E YR NACLPE LEf£ ADNSI R |, th& & 4 K LLHY R &,

<#root>
EdgeRouter#

show |i cense eventlog O

3 EVent Log ThhR
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

BRTEEM AT L TFDNSHRSS o

<#root>
EdgeRouter#

show sdwan runni ng-config sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink



no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
alTlow-service dhcp

al | ow service dns <<<<<<<<<<<<<<<<<< MJST be al | oned

allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit

R HURLA £

NTFEMEE (FEE) , BMAMERRENBRERIFAIXARF(CSLU).

<#root>
EdgeRouter#

show li cense tech support | include Smart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes



Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:

Type: cslu <<LLLLLLLLLLLLLLLL

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

BEFHNELER.
<#root>
EdgeRouter#

show |i cense eventlog O

Tk

Event Log *#**¥*
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SVART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

N oaE B RISD-WAN(Cisco vManage) T X ##CSLU , BFXZEFEACSLURE B Cisco
vManageEE BB~ mEFINITFRAEFEAER. BXEFHAEFER , HFMMZECisco Smart
License Utility(CSLU),

FHRESRANENRNURLNZ@RE  ABRSHEATERRILNERE.

<#root>
EdgeRouter#

configure term na


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

commi t

SD-WANB&EPE LEHTTPS

BRTITEGEETEXAERNUELHTTPS)Im 443 , Bt , 2RSD-WANBSIEPE Lk & A
HTTPSIERL , Eff, BAERMRUMIR &8 HHF K M

lu\$u$1q:all-l\q:lml% ‘ O

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

WRIEEMETESD-WANBEE F R FHTTPSERSS . BN , FATZTEABRZRAERATHELRE
.

<#root>
EdgeRouter#

show sdwan runnni ng-confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp
alTlow-service dhcp



allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun

al | ow service https <<<<<<<<<<<<<<<<<< MJST be al | oned

no allow-service snmp
no allow-service bfd
exit
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<#root>
EdgeRouter#

tel net smartreceiver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open

MBRSSVRFE,

<#root>
ericgar@cisco$

tel net smartreceiver.ci sco.com 443

Trying X.X.X.X...

Connected to snartreceiver.cisco.com

Escape character is 'A]'.
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<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip http client source-interface | NTERFACE

EdgeRouter(config)#

comm t
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https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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