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PPPoE#£Cisco SOHO77 LfE A E#L & AL 5 M4 (VPDN)aF 51

Cisco SOHO77

vpdn enabl e

no vpdn | oggi ng

!--- Default. ! vpdn-group pppoe request-dialin !--- The
PPPOE client requests a session with the aggregation
unit (6400 NRP). protocol pppoe ! !--- Internal Ethernet
network. ! interface EthernetO ip address 10.92.1.182
255.255.255.0 ip nat inside !--- DSL interface. !
interface ATMD no ip address no atmil m -keepalive
bundl e- enabl e dsl operating-node auto hol d-queue 224 in
l--- all defaults !--- PPPoE runs on top of AAL5SNAP,
but the encap aalSsnap command i s not used.

!
i nterface ATMD. 1 poi nt-to-point
pvc 1/1

pppoe-client dial-pool-nunber 1

!-—- pvc 1/1 is an example value that you must change

to match the value !--- used by the Internet Service
Provider (ISP). | !--- The PPPoE client code ties into a
dialer interface, upon !--- which a virtual-access
interface is cloned. ! interface Dialerl ip address
negotiated ip nu 1492 !--- Ethernet MTU is 1500 by
default. In other words, 1492 + PPPoE headers = 1500. ip
nat outside encapsul ation ppp dialer pool 1 !--- Ties to

ATM interface. ppp authentication chap callin ppp chap
host nane <host name> ppp chap password <password> ! /---
The ISP instructs you about the type of authentication

to use. !--- To change from PPP CHAP to PPP PAP, replace
the following three lines: !--- ppp authentication chap
callin !--- ppp chap hostname ip nat inside source |ist

1 interface Dialerl overload ip classless ip route
0.0.0.0 0.0.0.0 dialerl no ip http server ! access-list

1 permit 10.92.1.0 0.0.0.255 /--- For NAT. !

Cisco 6400

*** | ocal ppp user

!-—-- You can also use AAA. usernane password !/--- Begin
with the VPDN commands. !--- Note the PPPoE binding to a

virtual-template instead of on the ATM interface. !---
You cannot (at this time) use more than one virtual-

template (or VPDN group) !--- for PPPoE beginning with
the VPDN commands. vpdn enabl e no vpdn | ogging ! vpdn-
group pppoe accept-dialin !--- PPPoE server mode.
protocol pppoe virtual-tenplate 1 ! ! interface ATM)/0/0

no ip address no atmil m -keepalive hol d- queue 500 in !-
-- The binding to the virtual-template interface 1is
configured in the VPDN group. ! interface ATM)/0/0. 182
poi nt-to-poi nt pvc 1/82 encapsul ati on aal 5snap !--- The
command is needed on the server side. protocol pppoe ! !
!--- Virtual-template is used instead of dialer

interface. ! interface Virtual -Tenplatel ip unnunbered
Loopback10 ip ntu 1492 peer default ip address poo
i ppool ppp authentication chap ! ! interface Loopbackl0

ip address 8.8.8.1 255.255.255.0 ! ip local pool ippoo
9.9.9.1 9.9.9.5
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show int atmo0

ATMD is up, line protocol is up
Hardware is PQUI CC_SAR (with Al catel ADSL Mdul e)

show dsl interface atm0
!--- Look for "Showtime" in the first few lines. ATU-R (DS) ATU-C (US) Mddem Status: Showtinme
( DMTDSL_SHOWT| MVE)

ATM &
MRATMIZ OL FITFIRA |, W AT LAE A debug atm packetsin S EEISPREBEFAMAR,
AEE . ATHEENLESR , AkEAGSHETREZEHBEES

i Adebug atm packets@i ¥ , A RBIFFRo

debug atm packet

03:21:32: ATMO(I):

VCD: 0x2 VPI : 0x1 VCI:0x1 Type: OxO SAP: AAAA CTL: 03 QU : 0080C2 TYPE: 0007
Lengt h: 0x30

03:21:32: 0000 0050 7359 35B7 0001 96A4 84AC 8864 1100 0001 OOOE C021 09AB
000C 0235

03:21:32: 279F 0000 0000

03: 21: 32:

WA A SR EEHEMType, SAP, CTLMOUIFE , BUEREANATMEEER
AAL5SNAP,
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AALSSNAPHIEEH I ETELUAMM, & Edebug ethernet packetif , {8 2 A4 1T — L

VPDNR R R E BEE B PPPoEM,
ENSZ | KERRPPPoEMA AR M IS =P BLARKE F Y — TP,

. 0x8863 Ethertype = PPPOEIZ #3140 ( 4 EPPPOELIE ) o
. 0x8864 Ethertype = PPPoEZ#EE ( B EPPPHIES ) »

—NEEFESEMEPPPOERERIMNRiE, PPPoERE , BIVPDN L2TPRE LFENMPPPL1E,

It , EEIPPPoE , RI1BPPPoEAFEE MM RFAPPPAFEEIMER,
KLiBEN A—NPPPLA LM ERF1 —1NPPPoE£ LEBY ER .
PPPOEE N ERBIEFRNTE -
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E# TR |, i5EAVPDN PPPoEE iR # EPPPoEEEM R 2B K.

1. i Adebug@i®s , AT RABIFAR :

#debug vpdn pppoe-events

06:17:58: Sending PADI : vc=1/1
!--- A broadcast Ethernet frame (here, encapsulated in ATM) requests !--- a PPPoE server
with the message, "Is there a PPPoE server out there?" 06:18:00: PPPCE: we have got our

pado, and the pado timer went off !--- This is a unicast reply from a PPPOE server (similar
to a DHCP offer). 06:18:00: OUT PADR from PPPoE tunnel !--- This is a unicast reply to
accept the offer. 06:18:00: |IN PADS from PPPoE tunnel !--- This is a confirmation that

completes the establishment.

2. BxIPPPE#, W , PPPHEINGEMEMPPPE s — R, BIPPPoELER , &

LA Fishow vpdn@n BIREBUVRAS , ZATFIR -

#show vpdn

%o active L2TP tunnels

%o active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1
PPPoE Tunnel |nformation

Session count: 1

PPPoE Session | nformation

SID RenmVAC LocMAC I ntf VASt Antf VC
1 0050. 7359. 35b7 0001. 96a4. 84ac Vil uUP ATO 1 1

3. A show vpdn session allif S IRIBBPEBIHHEER , WTFAAR -

show vpdn session all
%o active L2TP tunnels
%o active L2F tunnels

PPPoE Session Information Total tunnels 1 sessions 1

)



session id: 1
| ocal MAC address: 0001.96a4. 84ac, renote MAC address: 0050.7359. 35b7
virtual access interface: Vil, outgoing interface: ATO, vc: 1/1

1656 packets sent, 1655 received, 24516 bytes sent, 24486 received

H b 7] 828 A M debugin ©83#Edebug vpdn pppoe-data, debug pppoe-errorsFldebug
pppoe-packets.

PPP 2

B PPPoE2EZ G , PPPRIREHEMPPPEMNEXMEE, A E#debug ppp negotiation#l
debug ppp authentication¥§ ¥

X ELLTROIF | EHA R client1” , IEFECisco 640089 & FRH “nrp-b”,
N TITREPPPIHEPPPH B I, 4R H R TAR :

06:36:03: Vil PPP: Treating connection as a call out

06:36:03: Vil PPP: Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad]
06:36:03: Vil PPP: No renote authentication for call-out
06:36:03: Vil LCP: O CONFREQ [Closed] id 1 len 10

06:36:03: Vil LCP: Magi cNunber 0x03013D43 (0x050603013D43)
06:36:03: Vil LCP: | CONFACK [REQsent] id 1 len 10

06:36:03: Vil LCP: Magi cNunber 0x03013D43 (0x050603013D43)
06:36:05: Vil LCP: | CONFREQ [ACKrcvd] id 2 len 15

06: 36: 05: Vil LCP: Aut hProt o CHAP (0x0305C22305)

06: 36: 05: Vil LCP: Magi cNunber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: O CONFACK [ACKrcvd] id 2 len 15

06: 36: 05: Vil LCP: Aut hProt o CHAP (0x0305C22305)

06: 36: 05: Vil LCP: Magi cNunber Ox65E315E5 (0x050665E315E5)
06:36:05: Vil LCP: State is Open

06:36:05: Vil PPP: Phase is AUTHENTI CATI NG, by the peer [0 sess, 1 |oad]
06:36:05: Vil CHAP: | CHALLENGE id 9 len 26 from "nrp-b"
06:36:05: Vil CHAP: Using alternate hostname clientl

06:36: 05: Vil CHAP: Usernane nrp-b not found

06:36: 05: Vil CHAP: Using default password

06:36:05: Vil CHAP: O RESPONSE id 9 len 28 from"clientl"
06:36:05: Vil CHAP: | SUCCESS id 9 len 4

06:36:05: Vil PPP: Phase is FORWARDI NG [0 sess, 1 |oad]
06:36:05: Vil PPP: Phase is AUTHENTI CATING [0 sess, 1 |oad]
06:36:05: Vil PPP: Phase is UP [0 sess, 1 |oad]

06:36:05: Vil IPCP: O CONFREQ [Closed] id 1 len 10

06: 36: 05: Vil | PCP: Address 0.0.0.0 (0x030600000000)
06:36:05: Vil CDPCP: O CONFREQ [Closed] id 1 len 4

06:36:05: Vil IPCP: | CONFREQ [REQsent] id 1 len 10

06: 36: 05: Vil | PCP: Address 8.8.8.1 (0x030608080801)

06: 36: 05: Vil | PCP: Address 8.8.8.1 (0x030608080801)

06: 36: 05: Vil | PCP: Address 9.9.9.2 (0x030609090902)
06:36:05: Vil IPCP: O CONFREQ [ ACKsent] id 2 len 10

06: 36: 05: Vil | PCP: Address 9.9.9.2 (0x030609090902)
06:36:05: Vil LCP: | PROTREJ [Open] id 3 len 10 protocol

CDPCP (0x820701010004)

06:36:05: Vil CDPCP: State is O osed

06:36:05: Vil IPCP: | CONFACK [ACKsent] id 2 len 10

06:36:05: Vil | PCP: Address 9.9.9.2 (0x030609090902)

06:36:05: Vil IPCP: State is Open

06:36:05: Dil IPCP: Install negotiated IP interface address 9.9.9.2
06:36:05: DIl IPCP:. Install route to 8.8.8.1

06: 36: 06: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual - Accessl,



changed state to up

Eifi# Cisco 6400 ( PPPoEMRSES ) , BAILAEA 5Cisco SOHO77 ( &/ i ) MEM B T L3
2, XBETDSLYERE , £EELEIZEREDSLAM,

1. DSL ¥ =
2.ATM 2

3. LAMEZE
4.PPP 2

DSL &=

KEDSLYERER |, SfEFEEEEFEDSLAMLEWDSLE it ##E, Xt FCisco DSLAM , i Fshow dsl
interfacefs &

ATM E

f£Cisco 64003 , &% 1] LAfiE Fldebug atm packetdn © , 7745 EPVC/E A Cisco 6400,

&+ 1T H i Adebug atm packetfMH NS , MWTFIR :

debug atm packet interface atm 0/0/0.182 vc 1/82

ZRWEMTRR

4d04h: ATMD/ 0/0.182(1):

VCD: 0x3 VPI : 0x1 VCl: 0x52 Type: 0x900 SAP: AAAA CTL: 03 QUI : 0080C2 TYPE: 0007 Lengt h: 0x30
4d04h: 0000 0001 96A4 84AC 0050 7359 35B7 8864 1100 0001 OOOE C021 OA2E 000C 65E3
4d04h: 15E5 0000 0000

EE : BTREENLESR , ARG HRE TG ERES,
UXPE

1£Cisco SOHO77 L fE A #IAHEVPDN showdn 4 #if1ix Al £ Cisco 6400 - A F&E&PPPoE& I,
Do
an

AN
To

AT R385 T E XX h#showRldebug & R LM H, RIEBEEAXL

##debug vpdn pppoe-events
4d04h: I N PADI from PPPoE tunnel
4d04h: OUT PADO from PPPoE t unnel

4d04h: | N PADR from PPPoE t unnel



4d04h: PPPoE. Create session
4d04h: PPPoE: VPN session created.

4d04h: QUT PADS from PPPoE t unnel

#show vpdn

%o active L2TP tunnels

%o active L2F tunnels

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1
PPPoE Tunnel |nformation

Session count: 1

PPPoE Session | nformation

SID RemVAC LocMVAC I ntf VASt A ntf VC
1 0001. 96a4. 84ac 0050. 7359. 35b7 Vi4 uP ATO/0/0 1 82

#show vpdn session all

nrp-b#show vpdn session all

%\o active L2TP tunnels

%o active L2F tunnels

PPPoE Session Information Total tunnels 1 sessions 1

session id: 1

| ocal MAC address: 0050.7359.35b7, renote MAC address: 0001. 96a4. 84ac

virtual access interface: Vi4, outgoing interface: ATO/0/0, vc: 1/82
30 packets sent, 28 received, 422 bytes sent, 395 received

H fbdebugin + ‘BIEdebug vpdn pppoe-data. debug pppoe-errors¥ldebug pppoe-packets.
PPP &

LA RCisco 640089PPPF R i , 5Cisco SOHO77 2 HA#Y 11 48 Xt Bz

M FITRERMAL TSRS

debug ppp negotiation and debug ppp authentication

ZRWHM TR

4d04h: Vi 2 PPP: Treating connection as a dedicated |ine
4d04h: Vi 2 PPP: Phase is ESTABLI SHING Active Open [0 sess, 1 |oad]
4d04h: Vi2 LCP: O CONFREQ [Closed] id 1 len 15

4d04h: Vi 2 LCP: Aut hProt o CHAP (0x0305C22305)
4d04h: Vi 2 LCP: Magi cNunber O0x65F62814 (0x050665F62814)
4d04h: Vi2 LCP: | CONFREQ [ REQsent] id 1 len 10
4d04h: Vi 2 LCP: Magi cNunber 0x03144FF9 (0x050603144FF9)
4d04h: Vi2 LCP: O CONFACK [REQsent] id 1 len 10
4d04h: Vi 2 LCP: Magi cNunber 0x03144FF9 (0x050603144FF9)

4d04h: Vi3 LCP: | ECHOREQ [Open] id 60 len 8 magi c OxA60C0000
4d04h: Vi3 LCP: O ECHOREP [Open] id 60 len 8 magi c 0x51A0BEF6
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Vi 2
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Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
Vi 2
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%1 NEPROTO- 5- UPDOAN:  Li ne pr ot ocol

LCP: TI Meout :

St at e ACKsent

LCP: O CONFREQ [ ACKsent] id 2 len 15
Aut hProt o CHAP (0x0305C22305)
Magi cNurmber Ox65F62814 (0x050665F62814)

CONFACK [ACKsent] id 2 len 15
Aut hProt o CHAP (0x0305C22305)
Magi cNurmber Ox65F62814 (0x050665F62814)

LCP: State is Open

PPP: Phase is AUTHENTI CATING by this end [0 sess, 1 |oad]

LCP:
LCP:
LCP: |
LCP:
LCP:

CHAP:
CHAP:

PPP: Phase is AUTHENTI CATING [0 sess,

CHAP:

| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
CDPCP:

O CHALLENGE id 10 len 26 from "nrp-b"

| RESPONSE id 10 len 28 from"client1l"
PPP: Phase is FORWARDI NG [0 sess, 1 |oad]

O SUCCESS id 10 len 4

PPP: Phase is UP [0 sess, 1 |oad]

O CONFREQ [Closed] id 1 len 10
Address 8.8.8.1 (0x030608080801)

| CONFREQ [REsent] id 1 len 10
Address 0.0.0.0 (0x030600000000)

Pool returned 9.9.9.2

O CONFNAK [ RE@sent] id 1 len 10
Address 9.9.9.2 (0x030609090902)

I CONFREQ [ Not negoti at ed]

LCP: O PROTREJ [Open] id 3 len 10 protocol
| CONFACK [REsent] id 1 len 10
Address 8.8.8.1 (0x030608080801)
| CONFREQ [ACKrcvd] id 2 len 10
Address 9.9.9.2 (0x030609090902)
O CONFACK [ACKrcvd] id 2 len 10
Address 9.9.9.2 (0x030609090902)
State is Open

| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:

I nstall

changed state to up

HXER

. Cisco DSL R #

route to 9.9.9.2

- BAREZ ¥ - Cisco Systems

1 | oad]

id1llen 4

CDPCP (0x820701010004)

on Interface Virtual - Access2,
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