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RN BESEEARENGFW, URLEIE. AMPHIPS/IDS , @4 — HERIZFEMNHH,

FRFMH
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. % Policy group , AAE1%E$ZF Application priority and SLA,

o EFEFE
- REHMIRE (Additional settings) ¥ /8 F B2 A AT 1 14 7% AT A% (Application visibility and Flow
visibility)
MR EFERE 2B REE

« EEEHFEECIMINEEXHFHRFMA TGRS

policy
app-visibility
flow-visibility
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-
book-xe/url-filtering.html

Note: If you are using the legacy policy along with Configuration groups :

Select Configuration and Click Security
Click Custom Options and select Policies/Profiles and then access these features to enable

AXHER/INAEAKKAS A&

T —fCBs K (NGFW)

EFFANGFW |, BHITUT SR :

£ Policy group , R /R EHENGFW , AR5 R EHAdd NGFW Policy
NHEERBEEN , AERHET—F"
EREENGFWER BB EAR

WIAN , REREHT—F"

BB ZHINGFW KBS

ERAELIER , BAENGFWER  RAEREEMEBEATFSE— BRiER
URL i&E

EH20.18 2B RS AURLIEIE |, iBHITUA T84 -

 %&#UI_E M Configuration , #AE%E#EPolicy group , A # tiGroups of Interest
- ERRE  ARBRFEREXH

EHMA20.18REFRAE BurldiE , TBIITUTERE

« & UI LB Configuration , AREiE#FEPolicy group , R fE = dObjects and Profiles
- ERLTEEENMH

i%#add url filtering , i A ¥ 415 B} Rifisave


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/url-filtering.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/url-filtering.html

S ICEE AR (AMP)

ERN20.18 2 AT VIRA B FHAMP |, EHITUATIRE -

% UI_E M Configuration , A F%#EPolicy group , A ¥ & Groups of Interest
- RS AERTERENX 4

ERNRA20. 18R EERAIEAAMP , EHITUT®RE

« #%&#UI_E M Configuration , & JG1%#EPolicy group , ARG = Objects and Profiles
- ERREEENXH

i%#Advanced Malware Protection# = 5Add Advanced Malware Protection

WINEHE B H s dsave

ARBFHRSE(IPS) ARRNM RS (DS)

EH20.18Z BT AR A/E AIPS/IDS , EHATU TR

 %&#UI_E M Configuration , #AE1%#EPolicy group , A # & Groups of Interest
- RS RAERTRENXH#

BEANRAE20.18REERAEAIPS/IDS , EHAITA TR

% UI LB Configuration , R JfEi%E$EPolicy group , A& R Objects and Profiles
- ERLZEBMENH

1%£#Intrusion Prevention ¥ # &5 Add Intrusion Prevention

WINEHE B H s dsave

B2 S RN ESE A (AIP)

ERN20.18 2 ATV IRA B FHAIP |, IBHITATRE -



« & UI LB Configuration , REiEEPolicy group , ARG # 5 Groups of Interest
- EERERE  ARRFREXH

ENMA20.18RESMRAE AAIP , FITELTRAE

 %&#FUI_ LK Configuration , #R/F1%&#FEPolicy group , A5 K diObjects and Profiles
- ERREBMENH

1% FAdvanced Inspection Profile , #Af5 R fiAdd Advanced Inspection Profile

s WA ENSBRDAENAMP/IPS/UEEEH , ARG S thsave

AIPENGFWHY < Bx

. &R Configuration , AAfF%&#EPolicy groups , AAE KREHNGFW
- RBZHIBIZENNGFWER
o NTFZHRIZEANGFWMRN | FREHXBKRZIUENAIPEEN 4 , AERTERE

X FHEIERK , £Acl add onBEELE A ERHAR LS ALLIhae

policy
ip visibility features
ulogging enable

parameter-map type inspect-global
log dropped-packets

Tog flow-export fnf

Tog flow

|

utd engine standard unified-policy
utd global

flow-logging all

RO\

show flow monitor sdwan-flow-monitor cache

IPV4 SOURCE ADDRESS: 10.100.10.75



IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:

IP VPN ID:

IP PROTOCOL:

tcp flags:

interface input:

interface output:

flow cts source group tag:

flow cts destination group tag:
counter bytes long:

counter packets long:

timestamp abs first:

timestamp abs Tast:

flow end reason:

connection initiator:

interface overlay session id input:
interface overlay session id output:
connection connection id Tlong:
drop cause 1id:

counter bytes drop long:

sdwan sla not met :

sdwan preferred color not met :
sdwan queue 1id :

counter packets drop long:
ulogging fw zp id:

ulogging fw zone id array:
ulogging fw class 1id:

ulogging fw policy id:

ulogging fw proto id:

ulogging fw action:

ulogging fw drop reason id:
ulogging fw source ipv4 address translated:

ulogging fw destination ipv4 address translated:

ulogging fw source port translated:
ulogging fw destination port translated:
ulogging utd ips pri:

ulogging utd ips sid:

ulogging utd ips gid:

ulogging utd ips cid:

ulogging utd urlf url hash:
ulogging utd urlf url category:
ulogging utd urlf url reputation:
ulogging utd urlf application name:
ulogging utd amp dispos:

ulogging utd amp filename hash:
ulogging utd amp file type:
ulogging utd amp file hash:
ulogging utd amp malname hash:
ulogging utd drop reason id:
ulogging sdvt drop reason id:
ulogging utd ips policy id:
ulogging utd ips action 1id:
ulogging utd urlf policy id:
ulogging utd urlf action 1id:
ulogging utd amp policy id:
ulogging utd amp action 1id:
ulogging utd urlf reason id:
ulogging ulogging flow direction:
ulogging fw user name:

ulogging fw source ipv6 address translated:

ulogging fw destination ipv6 address translated:

10.10.10.25

53

34796

10

17

0x00

Gi2

Gi3

0

0

125

1

14:59:47.613
14:59:47.613

Not determined
Reverse initiator
10

0
0x000000000050D9CC
0

A ONOOO

33
12544961
5559936

00000000000000000000000000000000
0
0

00000000000000000000000000000000
0

00000000000000000000000000000000000000000000000000000¢

00000000000000000000000000000000
0

0

1

1

N/A

N/A

N/A

N/A

0

Reverse initiator



ip dscp: 0x00
application name: port dns
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