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show sdwan appgoe status
show sdwan appqgoe error recent
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c8000v-appqoe-4#show sdwan appqoe status
APPQOE Status : YELLOW
Service Status:

SSLPROXY : YELLOW

TCPPROXY : GREEN

SERVICE CHAIN : GREEN

RESOURCE MANAGER : GREEN

c8000v-appgoe-4#show sdwan appgoe error recent
Appgoe Statistics Recent

Label Current value Value(30 sec bfr) Value(60 sec bfr)
RM TCP used sessions 0 0 0

RM TCP session allocated 21516 21516 21516

TCP number of connections 21215 21215 21215

TCP failed connections 298 298 298

vPath drop due to pps 0 0 0

vPath new connection failed

BBR Active connections

Syn Drop Max PPS Reached
(output truncated)
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show sdwan policy from-vsmart
show service-insertion type appgoe service-node-group
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¢8000v-appqoe-3 ( AppNaviz#lgs ) |, 2026-07-15,

c8000v-appgoe-3#show sdwan policy from-vsmart
from-vsmart data-policy _vpn-10_appqoe-policy
direction all
vpn-Tist vpn-10
sequence 1
match
source-ip 31.31.31.0/24 41.41.41.0/24
action accept
tcp-optimization
dre-optimization
service-node-group SNG-APPQOE
default-action accept
from-vsmart lists vpn-1list vpn-10



vpn 10

c8000v-appgoe-3#show service-insertion type appgoe service-node-group

Service Node Group name : SNG-APPQOE
Service Context : appgoe/1
Member Service Node count i1
Service Node (SN) : 15.15.15.2
Auto discovered : No
SN belongs to SNG : SNG-APPQOE
Current status of SN : Aldive
System IP : 10.20.0.1
Site ID : 30
Time current status was reached : Fri Jun 12 07:45:14 2026
Cluster protocol VPATH version : 2 (Bitmap recvd: 3)
Cluster protocol incarnation number : 3

Health Markers:

AO Load State
tcp GREEN 0%
ss1 RED/NOT AVAILABLE
dre GREEN 0%

http RED/NOT AVAILABLE
utd chnl RED/NOT AVAILABLE

1B VE$2 2 B it i tep-optimization M dre-optimization |, ¥ B SNG-APPQOE , F# HSNfE Atcp/dre
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show sdwan appgoe flow vpn-id <vpn-id> server-port <port>
show sdwan appgoe flow flow-id <flow-id>
show sdwan appgoe flow closed all
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B, EUEMDCEE B85 Ei=1Tshow sdwan appgoe flow vpn-id <vpn-id> server-ip <server-ip>
server-port <port>, LtaFHIREIGRID, RERIDE , M & AR LiZ1Tshow sdwan appgoe flow-
id <flow-id>,

show sdwan appgoe flow vpn-id <vpn-id> server-ip <server-ip> server-port <port>



show sdwan appgoe flow flow-id <flow-id>
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c8000v-appqgoe-4#show sdwan appqoe flow all
Active Flows: O

T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP
Flow ID VPN Source IP:Port Destination IP:Port Service
No Matching Flows

c8000v-appqgoe-4#show sdwan appgoe flow closed all
Current Historical Optimized Flows: 100

Optimized Flows

T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP
RR: DRE Reduction Ratio

Flow ID VPN Source IP:Port Destination IP:Port Service RR%
91989394759551 10 41.41.41.2:50748 185.125.190.99:80 T -
91990285862945 10 41.41.41.2:36804 185.125.190.100:80 T -
91996708679695 10 41.41.41.2:54614 91.189.91.97:80 T -
92002614507991 10 41.41.41.2:57534 91.189.91.97:80 T -
92101839402141 10 41.41.41.2:36856 185.125.188.54:443 T -

(95 more rows truncated)

++++ Tracing single flow end to end, run below command on both edge and DC routers +++++++

c8000v-appqgoe-4#show sdwan appqoe flow vpn-id 10 server-ip 41.41.41.2 server-port 21
T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP

Flow ID VPN Source IP:Port Destination IP:Port Service
93741048628578 10 31.31.31.2:37632 41.41.41.2:21 TD

c8000v-appqgoe-4#show sdwan appqoe flow flow-id 93741048628578
Flow ID: 93741048628578

VPN: 10 APP: O [Client 31.31.31.2:37632 - Server 41.41.41.2:21]

HTTP Connect: O

TCP stats

Client Bytes Received : 213
Client Bytes Sent : 363
Server Bytes Received : 176
Server Bytes Sent : 36

Client Bytes sent to SSL: 165
Server Bytes sent to SSL: 176

(195 more rows truncated)



TCP Flow Events

1. time:303.932637 HH Event: TCPPROXY_EVT_FLOW_CREATED

2. time:303.932696 - Event : TCPPROXY_EVT_AD_RX_SYN_WITH_OPTIONS

3. time:303.932741 H- Event: TCPPROXY_EVT_SYNCACHE_ADDED

4. time:303.932759 H- Event : TCPPROXY_EVT_AD_TX_CORE_SYNACK

5. time:303.933496 - Event : TCPPROXY_EVT_AD_RX_CORE_ACK_WITH_OPTIONS
6. time:303.933594 H- Event: TCPPROXY_EVT_ACCEPT_DONE

7. time:303.933650 - Event : TCPPROXY_EVT_AD_TX_CORE_SYN_NO_OPTIONS
8. time:303.933657 - Event: TCPPROXY_EVT_CONNECT_START

9. time:303.933993 H- Event : TCPPROXY_EVT_AD_RX_CORE_SYNACK
10. time:303.934022 - Event: TCPPROXY_EVT_AD_TX_CORE_ACK_NO_OPTIONS
11. time:303.934024 HH Event: TCPPROXY_EVT_CONNECT_DONE
12. time:303.934049 - Event: TCPPROXY_EVT_FLOW_CREATE_DRE_SENT
13. time:303.934198 - Event: TCPPROXY_EVT_FLOW_CREATE_DRE_RSP_SUCCESS
14. time:303.934222 - Event: TCPPROXY_EVT_FLOW_CREATE_SSL_DONE
15. time:303.934232 H- Event: TCPPROXY_EVT_DATA_ENABLED_SUCCESS

(95 more rows truncated)
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show sdwan appgoe rm-resources

show sdwan appgoe dreopt status detail
show sdwan appgoe dreopt statistics detail
show sdwan appgoe dreopt statistics peer
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c8000v-appgoe-4#show sdwan appgoe rm-resources

RM Resources

RM Global Resources :
System Memory Status : GREEN



Num sessions Status : GREEN
Overall HTX health Status : GREEN
Registered Service Resources :

TCP Resources: Max Sessions : 40000 Used Sessions : 0
SSL Resources: Max Sessions : 40000 Used Sessions : 0O
DRE Resources: Max Sessions : 750 Used Sessions : 0
c8000v-appqoe- 4#show sdwan appqoe dreopt status detail
DRE ID : 52:54:dd:77:4a:a7-019cdaae7bca-9a025f66
DRE uptime 1 126:13:46:58
Health status : GREEN
DRE cache status : Active
Disk cache usage 1 29%
Disk Tlatency 12 ms
Active alarms: None
Configuration:

Profile type : S

Maximum connections : 750

Disk size : 60 GB

Compression type : DRE-LZ

c8000v-appqoe-4#show sdwan appqoe dreopt statistics detail

Total connections : 48

Max concurrent connections 1 2
Current active connections : 0

Total original bytes : 63254 MB
Total optimized bytes : 32691 MB
Overall reduction ratio 1 48%

Disk size used 1 29%

Cache details:
Cache status : Active Cache Size : 59132 MB Cache used : 29%
(per-connection reset/EBP/encode/decode detail truncated)

c8000v-appqoe-4#show sdwan appqoe dreopt statistics peer

Peer No. System IP Hostname Active connections Cummulative connections
0 10.30.0.1 c8000v-app 0 22
1 10.20.0.1 appgoe-ser 0 26
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B LB 1R % CLI L ACisco 10S XEfR AN BB BHIR(EPC)IEE. UTRER
Tunnel20000000018Y 3 ELE |, 4520 :

monitor capture APPQOE_CAP interface Tunnel2000000001 both

monitor capture APPQOE_CAP match <ipv4 or any or access-1list>
monitor capture APPQOE_CAP start

show monitor capture APPQOE_CAP

monitor capture APPQOE_CAP stop

monitor capture APPQOE_CAP export bootflash:appqoe_clear_data.pcap
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show platform hardware qfp active feature appqoe stats global
show platform hardware qfp active feature appgoe stats all
show platform hardware qfp active feature appqoe internal all
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c8000v-appqoe-3#show platform hardware gfp active feature appqoe stats all
APPQOE Feature Statistics:
Global:
ip-non-tcp-pkts: 1354682
cft_handle_pkt: 0
sdvt_divert_reqg_fail: 1374
appqoe_svc_on_appqoe_vpn_drop: 0
appgoe_sng_not_configured: 0
SDVT Global stats:
within SDVT syn policer Timit: 71660
SNG: O SN Index [0 (Green)], IP: 15.15.15.2, oce_id: 221252816
APPNAV STATS: toSN 85540403 / 75619122643 fromSN 105667460 / 109985814214
NoFoDrop 0 / O
SDVT Count stats:
Active Connections: 4
decaps: 58388600 encaps: 47119306
SDVT Packet stats:
Divert packets / bytes 47119306 / 34139250226
Reinject packets / bytes 58388600 / 52530512355
Pkts dropped packets / bytes 10 / 690
SDVT Drop Cause stats:
Packets Dropped as SN Unhealthy: 10

c8000v-appgoe-3#show platform hardware qfp active feature appgoe internal all
APPQOE Feature Internal:

syn_policer_rate: 2700

Cluster Type: External

Service chnl health : Green

TCP sub-chnl health : Green

SSL sub-chnl health : Red

DREOPT sub-chnl health : Green
Service-Node-Group: 0

Active SN Bitmask: 0x0000000000000001

SN TabTe:
Idx | Id | Ver | Status | DP Status | msecs ago | IP
0 | 1| 2 | Green | Green | 27707 | 15.15.15.2

cft_handle_pkt:0Flappqoe_svc_on_appgoe_vpn_drop:08EBRCFT/FIDEEMiEIAVPNEFHF. EF R
SNREENHESD : 102 — NI AL — EFSNETRIRFRM A 3 02 5 H X BRE Sk
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show sdwan appgoe error recent

show sdwan appgoe flow closed all

show sdwan appgoe status

show service-insertion type appqoe service-node-group
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c8000v-appqgoe-3#show platform hardware qfp active feature appqoe stats all | include Drop|Unhealthy|NoF
SDVT Drop Cause stats:
Packets Dropped as SN Unhealthy: 10
NoFoDrop 0 / O
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show service-insertion type appqoe service-node-group
show sdwan appgoe status

show sdwan appgoe rm-resources

show sdwan appgoe dreopt status detail
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c8000v-appgoe-3#show service-insertion type appqoe service-node-group | begin Health
Health Markers:

AO Load State
tcp GREEN 0%
ss1 RED/NOT AVAILABLE
dre GREEN 0%

c8000v-appgoe-4#show sdwan appqoe rm-resources | include Status|Max Sessions|Used Sessions

System Memory Status : GREEN

Num sessions Status : GREEN

Overall HTX health Status : GREEN
TCP Resources: Max Sessions : 40000 Used Sessions : 0
DRE Resources: Max Sessions : 750 Used Sessions : 0

HEHN0% , HEECFEANSEEZIET40000/750fR 4 , ALHTFRERR , kTH RBEFHETE
&, show sdwan appqoe status & R E & 5 AR SR ERARFEAKISSL A0,

HTREARER (ANTELHEENSERE ) W, 7EMERE £ TNERTENX
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appqgoe_cft_handle_pkt245iRitEET. HAppQoETLEMCFTAEBIREAE MARIDE | ZRELEH
o MMELARCFT/FIDAERMEVIER ; XN FEREMEEREH TR AFEEN,

show platform hardware qfp active infrastructure cft status
show platform hardware qfp active feature appqoe stats global
show sdwan appgoe rm-resources

MCFTREERSTRRED FTHRE
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c8000v-appqoe-3 ( ¥ #1285 ) , 2026-07-15, EEHEKAFETEX,

c8000v-appqoe-3#show platform hardware gfp active infrastructure cft status
CFT 1/1

CFT 1id: 0 CFT name: GLOBAL_CFT
General Parameters:
Max flows: 1000000
Number of buckets in CFT hash table: 7227108

Statistics:
Total number of flows added 1 1424672
Total number of flows removed : 1424664
Total number of currently allocated flows : 8

. (per-feature memory element table truncated)
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FHATERANEIZEEZMNITEEE. “SDVT DROP_ERROR'Z4i1R%E MEAEMES |, XHTHEE
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show sdwan appgoe Tibuinet-statistics
show sdwan appqgoe error recent
show sdwan appgoe rm-resources

T EEWRE SR EI#ISyn Drop Max PP, HTFPPSEMIvPathEF |, LA K #8 [E #9018 R 4R o< B
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c8000v-appgoe-4 ( RFT R ) , 2026-07-15, libuinet-statisticsfR+ ; F & RE MK XH
Vpathgt it 8 B3Ro

c8000v-appgoe-4#show sdwan appqoe libuinet-statistics | begin Vpath Statistics
Vpath Statistics:

Packets In : 112733521
Syn Packets : 21516

Syn Drop Max PPS Reached : 0

Flow Info Allocs : 21516
Flow Info Allocs Failed : 0

Vpath drops due to min threshhold: 0
Failed to create new connection: 0

2% ZISyn Drop Max PPs:0(F1H FPPS& B #IvPathEF : 0 in error recent)TELLALHL NI SYN Ik 5225
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show platform hardware qfp active feature sdwan datapath session summary
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c8000v-appqoe-3 ( #2#I8F ) , 2026-07-15,

c8000v-appqgoe-3#show platform hardware qfp active feature sdwan datapath session summary

Src IP Dst IP Src Port Dst Port Encap Uidb Bfd Discrim PMTU Flags
192.168.172.19 192.168.172.6 12346 12346 IPSEC 65528 20005 1442 0x0
192.168.172.19 192.168.172.5 12346 12366 IPSEC 65528 20009 1442 0x0
192.168.172.19 192.168.172.20 12346 12346 IPSEC 65528 20006 1442 0x0

IPsecEBSFRESL —PMTU 1442, ESC/SNBRER —HHPMTU ( HBEDFNHH & E RE
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REBINKA BB EE EEAEMTURMSS K, F2EMBEBEMTU , BRIFRNK/Z B & 7 URHFRE
MTU.,

DRE&L FiEBIRA |, B4R ERIE

RBREFT B EREDREF I, H—NEBHE. »EF. EEHRE. TLESSL/TLSAE
HMMBRE., EXNFR,. NEETRENEIZHBRARTERINIBRET £ EE,

FIADRERZS XS F45



show sdwan appgoe dreopt status detail
show sdwan appgoe dreopt statistics detail
show sdwan appgoe dreopt statistics peer
show sdwan appgoe dreopt auto-bypass

show sdwan appgoe ad-statistics

show sdwan appgoe aoim-statistics

show ss1proxy status

SLI6 R

c8000v-appqoe-4 ( RETT R ) , 2026-07-15, DREIRB/GIHEB/NEME RED LS RIS, KL
LRl HRGH

c8000v-appqoe-4#show sdwan appqoe dreopt auto-bypass
c8000v-appqgoe-4#
(empty — no flows in DRE auto-bypass)

c8000v-appqoe-4#show sdwan appqoe ad-statistics

[Edge] AD Negotiation Start 1 21513
[Edge] AD Negotiation Done 1 21215
[Edge] Rcvd SYN-ACK w/o AD options : 21167
[Core] AD Negotiation Start : 55
[Core] AD Negotiation Done : 55

c8000v-appqoe-4#show sdwan appqoe aoim-statistics

Total Number Of Peer Syncs 12

Total Passthrough Connections Due to Peer Version Mismatch : 0
LOCAL AO Statistics: SSL 1.3 (Y), DRE 0.23 (Y)

PEER 10.20.0.1: SSL 1.3 InCompatible=N, DRE 0.23 InCompatible=N
PEER 10.30.0.1: SSL 1.3 InCompatible=N, DRE 0.23 InCompatible=N

c8000v-appqoe-4#show ssTproxy status

CA TP Label : PROXY-SIGNING-CA
Dual-Side Optimization : TRUE

Min TLS Ver : TLS Version 1
Clear Mode : TRUE

SREEMARL T B ERIRDS , ADIMEIELESK , acim-statistics & R 3K B AT ILE A 0/NEE
, INDREXN EAEIRIC AN T RE= N, sslproxyRSE RBERER : TRUE , HEEHTTPSHAE1E
Tﬁﬂﬂa\aﬁ 1R T — M EMZRENDRER A — BRIES ASSLIRE, /J"“J SHRA48% ( oK

SR4. ) RXNARHDREEEHA,

ISAF
1. DREZRBEIERim EE RN [,
2. REXNFH , FH6E A THIH T EF4,
3. DREEZE TR MEBFREBL TIERS |, REHXER,
4. WNERRAFAOBER FAM .

5. MiE MR M F RN AR EFNEER,



6. WAL T B3 Z IR
7. NEREEBFMENSSLTLSHEZE MK LEE.

IIL
IEfEN &

ERmER - NMERRENBEENMEE R ER, ENIRAEEHIRERMECHF NI 8ER,
SRFHRO L ENEERARERE, IRNHAEFRD , BFiERETREAEFERRAERF  HEE
MHERBAR,

UEHE IR M 4%

BACAXENREGS. IRERDTEE , &

- UTCE#IBOMZ A TA/VPN

s A—URNPHN—NMEREREEE N EHMNEFHEER

« AppQOoERT. BIEMEIR, K. RS SAFK B R IKH R L
« DRERA., WEHZEITHELE, BRRRASHNERETEE

s FEXEGE , CFTIRASFIQFP AppQoESITER

s EBERITHEREFBIRS ZFHBREEZAR

show sdwan appqoe flow all debugZEFF#9show output , MARAF BRI ZF & 18 0914 vt
- CHHRBR K METHKEBERTYE  ZEHRGSTEN , {EEAT CEBRNEEES.

HERAELIRIENMRA/FE, HREEE, Al BERNUHELESENERT , F2KMgeneric
platform-debug@n . EEICHWERZE LEABRTACKEEH TERAIBIESRERMKE,

MR BB

+ AppQoE% iiF F#K S HERR

- TCP{i{b

- FADREF{THEMIL

« AppQoEREZHI A ERARZ T =

- Catalyst SD-WAN AppQoE DRE:##b, BE. HiF
« BRERTENMTEH



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/verify-and-troubleshoot-appqoe.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/verify-and-troubleshoot-appqoe.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization-with-dre.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization-with-dre.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization-with-dre.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/appqoe/ios-xe-17/appqoe-book-xe/m-support-for-multiple-appqoe-service-nodes.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/appqoe/ios-xe-17/appqoe-book-xe/m-support-for-multiple-appqoe-service-nodes.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/221870-catalyst-sd-wan-appqoe-dre-topology-c.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/221870-catalyst-sd-wan-appqoe-dre-topology-c.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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