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Cisco Catalyst SD-WAN Controller Authentication Bypass Vulnerability
CSCwt50498 e Check Bug Applicability

© Customer Visible & Notifications Save Bug Open Support Case

Description

Symptom:

May 2026: This security advisory provides the details and fix information for a vulnerability that was discoverad and
fixed after the Cisco Catalyst SD-WAN Controller Authentication Bypass Vulnerability was disclosed in February
2026. This new advisory is for a new vulnerability in the control connection handshaking. The Indicators of
Compromise section of this advisory includes Show Control Connections guidance to help with system checks.

A vulnerability in the peering authentication in Cisco Catalyst SD-WAN Controller, formerly SD-WAN vSmart, and
Cisco Catalyst SD-WAN Manager, formerly SD-WAN vManage, could allow an unauthenticated, rermote attacker to
bypass authentication and obtain administrative privileges on an affected system

This vulnerability exists because the peering authentication mechanism in an affected system is not waorking
properly. An attacker could exploit this vulnerability by sending crafted requests to the affected system. A
successful exploit could allow the attacker to log in to an affected Cisco Catalyst SD-WAN Controller as an internal,
high-privileged, non-root user account. Using this account, the attacker could access NETCONF, which would then
allow the attacker to manipulate network configuration for the SD-WARN fabric.

Cisco has released software updates that address this vulnerability. There are no workarounds that address this
wvulnerability.

Important: To preserve possible indicators of compromise, customers should issue the reguest admin-tech
command from each of the control components in the SD-WAN deployment before upgrading. After the admin-tech
file has been collected, software should be upgraded at the earliest opportunity.
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Please wait while | analyze the uploaded file. This takes about 1-3 minutes.

el

O Assistant May 15, 2026, 11:30:59 AM

Symptoms:

The current release is vulnerable to CVE-2026-20182. Please take measures to upgrade immediately
Conditions:

CVE-2026-20182 - No Indicators of Compromise (loCs) detected in logs. Current release is not a fixed release
Mitigation:

Upgrade to a fixed release for this defect.

Additional Information:

N/A

N/A

Evidence:

['Current release: 20.9.5.1"]
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Type your message here...

Assistant can make mistakes. Verify responses
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Please wait while | analyze the uploaded file. This takes about 1-3 minutes.
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Symptoms:

CVE-2026-20182 - Potential Indicators of Compromise (loCs) Detected
Conditions:

CVE-2026-20182 - Potential Indicators of Compromise (loCs) Detected
Mitigation:

Please open a TAC case for further manual review.

Additional Information:

N/A
https://www.cisco.com/c/enfus/support/docs/routers/sd-wan/225525-internal-remediate-catalyst-sd-wan.html
Evidence:

N/A
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Here are some possible options for you.

Type your message here...

Assistant can make mistakes. Verify responses
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L Mitigation:;

Upgrade to a fixed release for this defect.
@ Additional Information:

NfA

NfA

Evidence:

['Current release: 20.9.5.1']
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Here are some possible options for you.

Summary
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View Advisory E View Fixed
Releasas

CWVE-2026-20182 - No Indicators of Compromise (loCs) detected in logs. Current release is not a fixed release

View o Send Analysis E

Additional Info Summary
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Type your message here...

Assistant can make mistakes. Verify responses
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