HE

£ Catalyst SD-WAN 3 ¥ 4B BE

EBEIET
FIEEENBERASE
Zi SD-WANZ2 & =$:] & 1F 2l
Bz Cisco Manager{i 5
B2 g (vSmart) T 8
FIE#EEIEE CLIFLE
44 &1:34 37 vManage +ZDR
TR RE
FIR 2 : FiEvManage Ul, iF 47 &l
Z PR 3 : Config-db. LR
SR A PRHIEREHOUr 2 i By
FSB]5 . Ak E

A &2:3 37 vManage +# 5 DR
T]RA: =
FIR 2 . FiiEvManage Ul, i MRS
IR 3 : Config-doZ B/ E
Z 4: SDRigE
S5 . FRHIER B MIUr 7 & 3
FTE]6 Ak E

44 & 3:vManage Cluster +7tDR

TE1.ORE
FIR 2 . FiEvManage Ul, i 47
R3S vManage
IR 4 - Config-doZ /1K E
Z 5 & VAl 22
FTB®6  AkRE

{4 &4:vManage Cluster +F31//5 % 3DR
TE1.HRE
S 2 . FiBvManage Ul, iE 2
R3S vManage

bk i) DR iRiE

2 5 : Config-db N



SBR7 Ak E

48 & 5:vManage Cluster + DRE /S H
TE1.HRE
S 2 : fliEvManage Ul, iF 47

L& 3 . EvManage £ 8
S 4 : Config-db & B/ &
S8 5 : ffvManageB & /5 FRERE

6 :

B

AT A UMM ERECisco SD-WANRHRAERE |, BREZFHNRE S BN ZHREE,

TORFAMF
=R

Cisco BB THUTER :

« BRIREE XK EM(SD-WAN)
« BRIEHFHO
« Msoftware.cisco.com T 12 $I28 5k

E AV A L

AXEHFNEEHBRETREXRERETNREFREN . ANHPERANAARZERAIERAR
wh(IA) BE. MRENMELTEIRS , FERRETRAERSHBERRE,

ERERIRAEFF 2 B B F R

o DA FRHIBR Y HT IR AEBE AL E — H FTHY R SRips. ¥ RID

- BRBAEANZ , UG AEFIRELEZBNES

« JEEneodj(configuration-db) A~ B ME ( EEFPWFTEVManageT |/ L XHHE )

s EFELG EZAROKS

- FEREFITFEMET7R

s EXEBZHBER=FIEFHER

- MERUTEREIE (BR. 4. RBSITEERSE ) BEX , RIEBSAEAREEFLITERS
B 5\ 5B IR 55 85 (MasvAnalytics)

« WREE T Cloud OnRamp , IEHRIEIEALR T I 44 2 A1 BER 15 B £ = BF E #Yc8000v

- MREIBRREELFATSDAVC , BEAMIMREEEEAT (NTEEH K eREEEDN
TREER)

- AESRARRERMERE M RAF Z#Configuration-dbik &

- BINATHEEENAE, BRIMXIECOMPUTE_DATATIDATAR® ( B2 THIEMEESR )


https://software.cisco.com/download/home

« XFTRUCA, FEEAHPLWCATEANBRIES (ATIHEESE ) |, T HEALWCARSR
ZEABIVINFIERFISREE

EPE LI

vManageZB&

« WY (IPMTFR)
- BB (3TRIETHR)

DRi%&IN

« &DR

- BT RDR

- ZFIDRE LK ( Fa/EEAAK )
%

 BAXRREMERBENESFAER |, S HIEEE

HE
# vManagei® & DRIE IR
1 M3 (1N BE) FDR
2 Wy (1IPMTR) B RDR

3 & (3WRIETRK) FEDR
4 £ (3TRH6TR) HFADRESE

ERATARELENERDE

XESENAMEDELEHER. EMNEEEHVMEGFMNARELCLIEENTE. 8NMMEHD
BT FEERBZORIIURBETRNEMT R,

L M/Z HSD-WAN#ZHI28 ( EXEER. WILER. #H87)
~

AE BERCERELEARBNMRME , X ERFETUER, Cisco vManage = Cisco
Catalyst Manager, Cisco vBond = Cisco Catalyst Validator. Cisco vSmart = Cisco
Catalyst Controller

MCisco®i 4 T £ 7 E T 2k SD-WANIZ &85 HI OVAI A b AL :


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/ios-xe-17/high-availability-book-xe/m-high-availability-and-scaling.html#:~:text=Cisco%20Catalyst%20SD%2DWAN%20Manager%20Disaster%20Recovery&text=Note%20that%20the%20failure%20of,Recovery%20chapter%20for%20more%20information.
https://software.cisco.com/download/home/286320995/type

« %&BVEDGE Cloud} T 8 E# 4 iRZ4#IvBond OVA,
o EFEvManage 4 H T HTE 4RI vManage OVA,
o EEFEvSmartE 4 H T EFTE R MR AB vSmart OVA,

S

EE  EESXiI=¥ A LEAOVAX B 3vSmart, vBondflvManageiz#ig8., 55 HaEHEE
X, HERBESD-WANSBRE NFERFEIBEEBHCPU, RAMAH#E, ShEl
LA DREREME R, FRANHEBEE 2B A vManageTT R, MEEENITERERENEE
KADHIRPTIR,

JB 35 Cisco Manager™i &

- EBECisco ManagerzgivManage VM E AT LA i [AIManagerV 2 #l &5 , EEFBEHTH. — Nk
RE , BIMNBIEERZCHEEZRE  HoRT"AARFBENEB,

- WMARINAFEIEAF BadminflZBadmine KARTAFEREDS |, RIEEHNIEFREER
Fadminfr & &8,

- RERRAPEEAG, RITEFEAvManagefE# | XREXEBLI R, BREBHAFIRNG
RERAG .

For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe

Bl : ACOMPUTE_AND_DATAIE#E1

hooted via startup_32()
Physical RASLR using RDRAND RDTSC. ..
irtual KEASLR using RDRAND RDTSC. ..

flecompressing Linux. .. Parsing ELF... Performing relocations... done.
( the kernmel.

v 28.12.5.1

e login:
28.12.5.1

age login: admin
PassHord:

elcome to Viptela CLI

dMin connected from 127.8.8.1 using console on vmanage

‘fou Must set an initial adMmin password different from default password.
assword:

e-enter passHord:

1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
Are you sure? [ysnl _



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

IERHBHE  WTRAR

1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl vy

Select storage device to use: 1

ould you like to format sdb? (ysnd): y

mount: sdevs/sdb: not mounted.

ke2fs 1.45.7 (28-Jan-2821)

Discarding device blocks: done

reating filesystem with 26214488 4k blocks and 6553688 inodes
Filesystem UUID: 5a94dbilf-71c4-4eZ25-abd1-8ef2495c1de?
Superblock backups stored on blocks:

32768, 98384, 163848, 229376, 294912, 819288, 884736, 1685632,

48968488, 7962624, 11239424, 28488088, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: domne

o RIBWBHHIAFHBRAVYHITHIA
- E# MK Cisco Manager, BaifE , FAFRKENTZERM AR B NEB,

2arly console in extract_kernel
input_data: 8xBBBBAAABBA21753h4
input_len: BxBABBBBABA121c7f3

utput: BxABBBBBBAB 18086060

utput_len: BxBBAABBAAA237eabc
ernel_total_size: BxHHHBBBBHA1{ bHBAA
ooted via startup_32()
Physical KASLR using RDRAND RDTSC...
irtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations... done.

Booting the kermel.
28.12.5.1

login:
28.12.5.1

mManage login: admMin
Password:
login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Uiptela CLI
dMin conmnected from 127.8.8.1 using console on vManage
Manage#

« A LAELE VPN 512 management interface A /8 FA XY #5422 M AN BB 5 4],
- fEAdSshow interface [T+ , ATFRERED HFRHA VPN,
- HMHEERED,

2654288,




.t
SPEED MSS RX T

PN INTERFACE IP ADDRESS STATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX UPTIME PACKETS PACRETS

192.168.45.218-24
AR :58:56:hd:36:6b 1888 full

ethl ipuwe -
BA:58:56: :7a:cb 18088 full

eth?2
BA:58:56: : :98 1468 full

dockerf
B2:42 :6d:"

cbr-vMmanage
B2:42:22:

AEE  BOLAE LA 5| BBl BEvManage VBl & H ELE BB AV IPH A 5 R,

SEIEO(VPN 512)8 &

« MBEEFFOMVPN 0OBFHEIVPN 512 |, BEEAU TS , RAEEZED LR EIPHI

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
!

ip route 0.0.0.0/0



B E UL 2R
- EEBNEERRERF L, AvBond T REEFFENITHE (CPU. RAMMEE ) , REHTIFEIR

o

- —BEHATLIAE , FEFvBondE2 B3, FFHI“System Ready ( REHE ) "ER.

« RE , RERTWAAFRBNERL, AARAAFERAF Badminf#EBadmin, EtZE
, REFERAFPERRDE , HEEEWIRZRIREAFadminFTEN B,

. @TL,LEE%VPN 512E B O LG AXNEHISENFAEEILR,

- fEA M Hshow interface (&M , A TR EZEO L H RS VPN,

- MMHEEREO,

dMin connected from 127.8.8.1 using console on vbond-81
bond-B1# sh int : tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED [y Rx T=
PN INTERFACE TYPE 1IP ADDRESS STATUS STATUS STATUS TYPE PORT TYP
HTU HWADDR MBP3 DUPLEX ADJUST UPTIMHE PACRETS PACKETS

ipvd 18.186.51.184-24 Up - null transpor
:58:56:bd:be:68 1888 full B:84:39:15 1838 1843
ipvd - Dowmn - -
:58:56:bd:B84:8e 1884 full - -
ipvd - Dowmn -
98 :56:bd:f1:d5 1884 full -
system ipvd 1.1.1.4-32 Up - null loopback
- 1888 full H:84:40:46 %}
loopbackl ipv4d 192.168.51.15732 U Up - null loopback
- 1888 full H:84:39:18 %)

ethd ipvd 18.186.51.169-24 U Up - null mMgmt
:58:56:bd:3c:9b 18H8 full H:84:39:18 1839 1839

AR BUNZEDBVBondFWEE , HERLEEMFENEE

EEEOVPN 512) L E

« MREFEFIFEOMVPN OBFIBIVPN 512 , BEFEALUTHS , AREEED LMNIPHbL,



Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0

|
commit

BahE %85 (vSmart) T =
- MITERIEREFHEBNZRUE 3 vSmartT R,
- —BEMAESD-WANIZH|25 EBLE TVPN 512 Pttt |, BRI LAE VPN 512 IP#iik E/Y
SSHiFmEE 1],
FiE#EHIZE EWEARCLIEE
—BEABEXNFEEHSBRNSSHITRIINIR , BES M EFIE LR EXLECLIEE,

REEE

config t
system
host-name

system-ip

site-id



organization-name

vbond

commit

ERWMRBEANERURLER N vBonditb it |, i#ERFEVPN OFL & # Ee B DNS AR S5 25 Pt 41k 5
B8 4R AT LAURR AT X LE b 41t

EREO (VPN 0)E &

FEREHRLATEXLERE TR AERED  ZEOATSRARMERIZRREUIEFE
%,

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp



allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun

allow-service https
!

no shutdown
|

ip route 0.0.0.0/0

commit

%
 BANSEYNEEFRNEE  WREERFE , WA LUK LE B 7R 102 #6255

N EERAHRFEATLSSvManageT RN TR FEERN | FFEHIMUEERNTLS, BRiIAE
MTE , TGS HESEEADTLSE L BFiERE., RIBEEWER | i ERNIEvSmartH
vManage¥ 2 E A EH AR E,

Conf t
security
control
protocol tls
Commit

{44138 3ZvManage +F%DR
ARSI -
+ 14vManage(COMPUTE_AND_DATA)
- 11\=® %/ vBond
¢ 1PMHZ N vSmart

SIR:



1. ERABRALSRE 3 FTE =B

2. KRE

3. BtiEvManage Ul, iE$ xRk 25185
4. Config-db& /1 &

5. kK&

FE]1: IRE

- HREZHICisco SD-WAN Managersk 5l 8 5 %1 &L % kY Cisco SD-WAN Manager3< 5I# 48 E

o

- BRFIEESZHIFF I Cisco SD-WAN ManagersE 5 &3z 1748 [E B9 A AR AR o

- BRFIEESZHIFIFHI Cisco SD-WAN Managers= i #E# Bl3E Cisco SD-WAN Validator#y
EEIPH#L,

- RIS S REEFTLEMCisco SD-WAN Managers=4l £,

- #4RFTHE Cisco Catalyst SD-WAN1IR % (‘ZIEF L&A Cisco SD-WAN Manager) £ #Y it & &[5
&

- BREFHRLEMCisco SD-WAN Manager3: il LHLE —HFIWRSEIPHMERID , ANEESE
HEFERNELRRE,

H% 2 : BiEvManage Ul, iEPMIRE L 58S
E#HvManage Ul L IELE

- —BFSBRIPNEERMEIFFTEEGSFACLIAR , AT AT SRR K PHIURL
https://<vmanage-ip>i/[BlvManage#IWebUl, M & vManage¥ KEIVPN 512 IPi#itk, &
AUEAEERAFENEBEER,

- SMBEE>REHTHA TSR,

- BEALZHMIIEET/vBond URL/IPHEiL, BB SvManage™ S BICLISFMHEHE.

- fEvManage 20.15/20.187% , iX &£l B SystemIf 5 T i1,



Settings

Settings | sy

0 The network is out of compliance due 1o licensing, please click here for more actions,

Settings
Settings  system

, )
Cisco DMA Portal Validator

Managed Cellular Activation - eSIM

tor and the port number to use to connect to it
Identity Provider Settings ar and th el . d d

Validator DNS/! IP Address Port

Enter the Cisco Catalyst SD-WAR
Warkflaws
Cloud Credentials
100,251 12346 =
d\ ThousandEyes User APl Tokens
Todls

Rupors

« BIFEBRN(CAWEE , CAREA TIERERMIEB RN, R ATAEB3MLD

1. BHWANL G B B2 — #EEE 4 SD-WANIL 43 HBFH CA,.
o JFFEIEPH ( TPM/SUDNES ) — FERALLIED |, BRAR[ESF EMLRKWIES A TEMZES
HEHE ( TLS/DTLSERE )
« DAEP ( ADWCAKE ) — FALLIETA |, BEASFEARALNDWIEBME NG
ZBWNIEH, EBIETA | SR FH W CAMRIES,



iutlts s
asce  Calaly

P The network is out of compliance due to licansing, phease elick hers for more actions

Menitar .
Settings
L .
Seﬂlngs | Trust and Privacy
g tia
Tanancy Mede Hardware WAN Edge Certificate Authorization
|
Analytics Enforee Software Version (ZTP)
Har dw: ficate Autharization involves the process of ensuring that the
Soltware Install Timeout certifica N ! Ire auine l and va
-
Workfows ust and Privacy Sacurity
(@) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate {ssyned by Enterprise CA)
a4 Hardware WAN Edge Certificate Authorization
To
Controller Cartificate Authorization
WAN Edge Cloud Certificate Authorization
Dupuris
Certificate Revocation List
=}
A Wab Sarver Certificate
Enterpeise Feature Certificate Autharization [ cancen |
: - g
Administration User Sessions
DUDQ MFA Configuration
Ewplore

Password Policy

2. FRHIBRUE BB — RESD-WANIZHIZZHICA,
- BR(#HE) — BASFEAERRPKIZEWIEH,. vManageff lvManage £ Fi & #Y & &8
ik = EUE BB BRRPNPITF |, HIREUEPEREH ZREEHIEE L,
- Fzj — BHEEEAHCIsco PKIZEWIER, FARRPNPIIFFZHZEECSR, AiER
S EIMEBSD-WANE &) B8tk = FE Uk
o DAARIEP — BT |, BAREARALANDLITBRENBIEZIER, ERIL
TR |, SITE LA EHFl CARRIEF,

n The network is out of compliance due to icensing, please click here for maore actions

Settings

Sel‘tings | Trust and Privacy

Controller Certificate Authorization

Tenancy Mode
Aralyises Enforce Software Version (ZTP)

Software Install Timeout

A Hardware WAN Edge Certificate Authorization

Conftroller Certificate Autharization

WAN Edge Cloud Certificate Authorization
Reporis Certificate Signing by
s Cisco (Recommended) Manual  (8) Enterprise Root Certificate

Web Server Certificate
Enterpriss Aoat Cartificats Select a File

Enterprise Feature Cartificate Authorization

4o
Addministraticn User Sessions
DUD MFA Configuration
Explore
Paszword Policy
- -

3. FEMIN G ST BN — BEEMSD — [ EMin S HKHEEE ( CSR1000v, C8000v.
vEdgez ) HYCA



- B3l (vManage¥ ¥ ) —vManage B3I N EINL E R HAFLFECSRAERARZ LTE
EH,

« F3) (WCA—#EF ) — ELRAFEAHARNDLIFPMEHNHEZRIUES, &
BUCIETRT |, SIS EHT I CARRIEF

Bl , MRHENEAESHCA (BWIEBTMENM ) |, BIEFEEnterprise,

etk Catalyst SD-WAN

P The netwark is cut of compliance due to licensing, phease elick here for more actions.

Me .
Settings
A "
Settings j trust and Privacy
Aigur it
Tanancy Mode WAMN Edge Cloud Certificate Authorization
|
Bltion Enforce Software Version (ZTP)
WAMN Edge Cloud Certificate Authorization involves the process of ensuring that the certificates
Software Insiall Timeout sed by the cloud WAN Edge devices are authorized and valid
Warkflows i<t and Privacy vEdge Cloud
(@) automated (Manager signed) Manvual [Enterprise CA - recommended)
a Hardware WAN Edge Certificate Authorization
Toals
Controller Certificate Authorization
WAN Edge Cloud Cenificate Authorization
e
Certificate Revocation List
o
Wab Sarver Certificata
waintenan
Enterprise Feature Certificate Authorization Cancal
do -
Adminiatration User Sessions
DUD MFA Configuration
Explora

Password Palicy

- WMRZE20.15/20.18 vManageT KR , FESMEIE E>IUE B> HIH M. XFF20.9/20.12kR 74
, Configuration > Devices > Controllers
« AManager/vManage 2 i...... , Rf5 R Generate CSR,

Al 8 admin W

0 The network is out of compliance due to licensing, please elick here for more actions.

a Certificates

'WAMN Edge List Control Components Applications CA Cert

Anstyt
Devices (3) View Ceriilicale
-
Geners R
Warkfiows
Sand to Validator Install Certificate As of: Feb® Reset @SA
% Oparation Status Cantroller Type Hastnarma Sywtem 1P Site Iy Cartificats Serial Expiration Date
pals I
F E
era
=
Mairtenan
L 1
o
Adminiateat
Expl
1112 Add Device Generate CSA Upload Certificate Update Validator




« £ CSRE , BRI LA T HCSRARIFE N EHIBFEFMIEPMANEN EBHTEE, BAE
EE>RE>BHSRIEPRENPRIFLEE. MRERIR (#EE ) , MlvManage2 B3 E
CSREAZEIPNPIIF , HEEBZERE , 2EFHEHREE|IvManage £,

- MRERFF | FELISMIANSD-WANES A Zaetk =~ FMELKF, | 8 ERPNPIS
FHEECSR, IEBMPNPIIF ARG , AifivManaged —2f oW REIEH , RF AL
HEREIEH, MRBEA6EADigicertMEnterprise Root Certificate , NIi&E AR H B,

FfvBond/ValidatorlvSmart/Controller;x fit ElvManage

MR R220.15/20.18 vManageTi | , HSMEIEE>R B> HA M. XTF20.9/20. 127 |, HikF
Configuration > Devices > Controllers

OnboardingvBond/%: if 8§

« B HAddvBondXfF20.12vManageorfy 155 7 MK 72 520.15/20.18vManage. R FF—
ANBHEN |, %A vBond#IVPN 0 %iIP , AT \vManageif il

- MR AW , EMvManagetovBondIPEICLIME A pingte & A i@ 14 .

« % AvBond® F P &I,

~
EE . BATEE R vBondorf) BB EHE A Enetadmingroupf A F #8% . &R LAfEvBond#y
CLIFRIEX— R, MRENFEENVBondLZEAMIED , BEEKCSR'H TH TR FIEEF

=
Eo

AE  IRvBondL FNATIRZ/BFRIEZ G , B EVvBond VPN 0EZAIPREEHBIR AL
HIP, METEMvManageifRIVPN 02 0IP |, St S B EAVPN 042 O /Y2 A IPH#b it

o



= @ O@ 0 admin W

0 The network is cut of compliance due to licansing, please click here for more actions

Add Validator

a Devices Validator Management IP Addrass

WAM Edge List Control Components Unclaimed WAN Edges

Usarmame

Password

Add Validator Add Controller

,

Conlrolier Type Site Mame  Hostname Canfig Lockes! Managed By Device S1alus Sy
Generate C5R

No

L Windoas Anp Far 'I]

« £MCSRE , UL THCSRHABRFENEHEERNIEPMENEINEFTIR, BAUE
EE>RE>BHSRIEPENPRIFLEE. MRERER (#HE ) , MlvManage2 B3 E
CSREAZEIPNPIIF , HEIEHZEE , 2B FHREFIvBond L,

- MREEBRFI  FESSMIEMSD-WANEB K E Rk =~ FME LK | #HERIPNP &
FFHZECSR, I PMPNPIIFATARE , RiivManageE —Sf 0L EIEH |, RE LEIER
HLREUH, MREAEADigicertFEnterprise Root Certificate , NI5& FAAEREH S5

- MBEHZ/vBonds , BEESEHBENL .

B SEMvSmart/i2 425
+ 1£20.12 vManage™ R #FAdd vSmart , £20.15/20.18 vManage™ R iAdd Controller,
s RETF—PEEED , W AvSmartBIVPN O£ 5P , AT M\vManagei/ i),
- MR AR MvManagefICLIZIvSmart IP , & E Apingt & 1k M4,
« W AvSmart NotetI P& , RINFEFEAvSmarttV B B EEHnetadmin @A F 2
o BRI LATEVSmarty CLIFRIEX — K,

- MRITEXNREHBFEATLSKE L SvSmarttViZFiER: , HRFMRENTLS, HEEHLEE
fEvSmartsFlvManage ¥ SBICLI EH#1TELE

s MRFERNVSmantZHEIIEP , BEERCSR'W TR KA EE Y Yes,

AR MRvSmartfu TNATRZ /B X EZ G , B EvSmart VPN 0O OIPRBEHBR AR
HIP , MR TEMvManageifFIVPN 032 0IP |, B S B A #EAVPN 082 0 IPH A P
ik,



o The network is out of compliance due to licensing, please click hera for more actions

Add Controller

. Controller Management IP Address
a Devices

WAM Edge List Control Components Unclaimed WAN Edges
- Usarname

Contral Components (3

Password

w!
X Add Validator Add Controller

Protocol
Toals Controier Type Site Name Hostname Config Locked Managed By Device S1atus Sy

DTLE

Port

Generate CSR

& No

=

« £ CSRE , BA LU THCSRARFE N IZHIBERMVIERMANEANEFHTER, BAIUE
EE>EE>EAFIPRNPRIEIMEE. MRERER (#HE) |, NMlvManage2 B30 fF
CSREMZEZEIPNPIIF , AEIERZERE , 2B HELEEvSmart L,

o MRIEFF , FEISFMEIMEBSD-WANEEN Beetk P FELKS, , FHBRRPNPIF
FFHZECSR, MEMEADigicertM W ARIES |, NEAHB SR,

« IEBMPNPIIFAAJE , RifvManageE —&8 20 REIEH , RfE LEUERHLRRIES,

« MREZ/NvSmarts , FESHBENLE,

1IN

SERFATELSERG , £Monitor>Dashboard F ¥#8IA AT A #2241 40 44 15 7 /7 8]



@ Tre retwork i ot of compiance due ta kcensing, piease elick e far mans actions

Monitor [ i Al Sites
& S—
T Overview Devices  Applications  Security  Mullicloud  Tunnels  Logs @ = @
] - o
pHics Control Components WAN Edges Certificate Status Licensing Rebaot
1 1 1 4 L] 3 o o 10 o
Validatar Controller Manager Ruachable & U hasde ) Werneg @ rranied Anmignad @ Irasaigned @ 124
werk

2 24 Hours [ Actions ~
Taals

Site Haalth @ [=- Parforming Sites - | Wikew Datails Tunnel Health @ [ Lstsncy ime) - | [=f-~I —— Wiew Datails E
Reparts Site name Usage (GB]

‘ Turned Latency jms)
SITE4 0 o

L Hub-C iy -Z:hiz-intermet,
=g
Mmntsnam 1 o
SITE_3 Hub-CBkv-1:puldic-inter.
o
Adwinksn Siie_2
[ ]
W Fa [ |
n n
| o ] |

- BEMANNESIES  BINENEAT B,
- SMEBBESRE , BARREEAFERTER,

) The retwork s cut of compllance due ta lcensing, please click here for mane actians.

Monitor [ + AN Sites
&, —
fgurat
Overview Devices Applications Security Multiclowd Tunnels Logs ==t @
0 Dwvices  Coriificaies  Licensing
atyic
Device Group an
Workdlow
Dev S Export 0
x a
As of: Feb 18, 2026 11:28 AM O
. Hownams Dvics Mazal Site Mama SyviEm P taann O REachataity Comarol & nrg ™o Up Since CPULasd Mamary utiiz sicn
[
- Bord e

£ 3 : Config-db& 1/ E
£ B —“/ vManage¥i & Lt EEvManage configuration-db#& 13 1k &

W £ Configuration-DB& 17 :

- EHFEREFANSD-WANRIREREF |, &7 L7 ZvManageFlvManage SR 8% & £ 4 X
BEBEERD.

« X¥FIhZvManage , iZvManaged 8§ RE EHRIFEENS E.

#ikconfiguration-dbIE fEvManage ¥ & LiE1T,



& 0] LA Frequest nms configuration-db status@n & #EvManageCLI L KB EE . i 0 T AR

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

{5 A Lth a5 & M B #8 ZE B configuration-db &S vManage 17 S U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

A T AR

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR B EHconfiguration-dbZiE , Fid FiZEil
- MRETFANEREHRFEESEIE , FHRATACMIIBvManage T S RE BHIEERXIL.

« BRiABconfiguration-dbEIERAF & : neodjF1#1E | #1E
fFConfiguration-db & 141X & F 5 — NvManage ¥ &

f#£ FA SCP¥configuration-db# 13 & %l ElvManage#I/home/admin/ B %,

scpap = i R Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:


mailto:admin@10.66.62.27:/home/admin/

(admin@10.66.62.27) Password:
junel8th.tar.gz

E & configuration-db& 17 , B % EEE & configuration-db&EE, M RIEH B HIEEFEZIERRIA
ZiE (neodj/password) , EATAI ABK 53R,

E i & configuration-db&iiE , i F @5 S request nms configuration-db update-admin-user,
BERENAFBNEB,

BEE , vManagef M A IRFESEEFH 3N, BT LtvManage UITE R EINZEBF iR,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

KmfE , BATATAHKENRE configuration-db& 3

F AT LA A @5 S request nms configuration-db restore path /home/admin/< >JF Bt & B 3E E X S F
#r#vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.Tlog file

Successfully saved database to /opt/data/backup/configdb-Tocal-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-Tocal-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database
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AT 8 5 RHRIE P S#E 3 S8 F B FT B Cisco Catalyst SD-WANRZEZ :
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o The network is out of compliance due 1o licensing, please click here for more actions,
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1. BAWANIZZAE BRI — FEEHSD-WANIL 38 H2FHICA,
o FFFEUEH ( TPM/SUDREH ) — EAIED , BRESFE4A LMZENIEPATEILES
SEHE ( TLS/DTLSEHE )
o AIEP (AW CALE ) — FRAMETR |, BRESFEABRALN AR EING
ZBWEH, ERUETRT | HMELLEF AU CAMIRIES,
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Catalyst SD-WAN

@ The network is out of compliance due to licensing, phease click hers for more actions.

M )
Settings
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Settings | Trust and Privacy
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Tenancy Mode Hardware WAN Edge Certificate Authaorization
|

Analytics Enforce Software Version [ZTP)
Hardware WAN Edge Ceruficate authorization involves the process of ensuring that the
certificates used by the WAN Edge devices are authorized and valid

Soltware Install Timeout

Securit
Wi rust and Privacy . y
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DUD MFA Configuration
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Password Policy
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Software Install Timeout establish secure se B3 ar om the Lisco
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Catalyst SD-WAN

o Tha network is cut of compliance due to licensing, please click hera for more actions.

Settings
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Tonancy Mode WARN Edge Cloud Certificate Authorization
ancy
|
Aniivion Enforce Software Version (ZTP)
WAN Edge CI Certificate Authorization invelves the process of ensuring that the certificates
Software Install Timeout WAN Edge devices are authorized and valid
Warkfiows I : wEdge Cloud
II‘ Automated (Manager signed) Manual [Enterprise CA - recommended)

4 Hardware WAN Edge Certificate Authorization

Tools
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization
Certificate Revocation List
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Wab Sarver Certificate
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£ 5 — 1 vManage¥ R LU &EvManage configuration-db#& 13 M1k &

~
AR NEBARERENINBvManageT AIREEERBEFZ G , FRREZT R

AR S E MM BR R R B EBIREZ

BWINSBEEHTHWIERESS, SMBIEE>REREMN BARIRS I Success A R4 Fimport
Pending. Export PendingZiDownload PendingZ & BITIRAS . MRIRSKRAID , BB K Cisco
TACHEREFIKL) , RAEREEFEIERE.,

BRAEEREREHBRESTK. REMERIEREHBIAESETK.

Primary Cluster Status W

BRRBRTACLARMINEE RERE
W ££ Configuration-DB& 14 :

- EYFEREFEANSD-WANRIREREF | &7 L7 ZvManageflvManage &S #1R B 4 A4
BEBIEERD.
« X¥FIhZvManage , ZvManageZ 8§ REBEHREENS E.

#iiAconfiguration-dbIE EvManage ¥ R L1517,

& 7] LA Fl commandrequest nms configuration-db statusonvManageCLIRiEHEE B, f#HHMT
iR

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED



vmanage#

{5 A th @5 & M B #8 ZE B configuration-db &S vManage 17 S U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

TR B TR -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR B E#Hconfiguration-dbEiE , Fid FiZEi.
- MREFHERBHIBEESZIL , HHRTACMI BvManageT S8 Rl BHIEEZIL,
- BRiAWconfiguration-dbEIER A B : neodjFIEE . G
fFConfiguration-db % 3k & ¥ 5 —f\vManage 7 &
f#£ F SCP*fconfiguration-db# 3 & #l ElvManage#I/home/admin/ B 5.

scpap i =Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E k& configuration-db& 13 , B £ EEE B configuration-dbE#E. MR EHE BEHIBEEZIERERIA
EiE (neodj/password) , FATAI AL L5 BR

Efig Econfiguration-db &3 , 15 A @5 Srequest nms configuration-db update-admin-user, £/

IEBRN AP ANMED,


mailto:admin@10.66.62.27:/home/admin/

BEE , vManagefI MRS ESEEF B3N, B TFLtvManage UITE BB NZEBF A iHA,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Rifa , AT ABE R E configuration-db& 17 :

AT LAE A &5 S request nms configuration-db restore path /home/admin/< > & & B 3E E K S F
##9vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tlocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

WX & configuration-db/& , iH¥fRvManage UITJi5[E, FFH50% , RAE=HEEUL
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config t
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interface ethl
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tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
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no allow-service stun
allow-service https
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no shutdown
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interface eth0
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no shutdown
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|
commit
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conf t
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config t
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interface ethl
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tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
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allow-service https

!

no shutdown
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ip route 0.0.0.0/0
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interface eth0
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Add Manager

Mode Personady

(® Compute + Data () Compute () Data
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RIEEvManage - 2T [N RN ACEEEET LA,
f£Manager IP address T i AvManage-2fY Bk &0 1P

- MARAPBENEE , ZBIUESRNESRoPEANZIEMERE,

« FHASDAVC — REREFIRE , RARMNATLAEVManage-1 LEEATE

« KRiiAdd.

2ZJa , vManage 1f12% K fyvManage NMSIRFZEE A E#H E3). Xt FvManage 1512,UIFE X
HS5FE10D B R o

ELLHRE , vManage 1F1289CLIVA [E 7] o

A BLiF[RlvManage-1 Ul/E , S$fnZlAdministration > Cluster Management , B4R/
vManageHI fR$1Z O IPE R BRFEIP#E 1t T |, Configure Status is Ready , # BT R AGFHEK
AR,

PREE - RS AEES S , HEARFM NvManage™ S WFTE RFHE A 1HE,

s MRBMNEANEMRFEAREL , EHE. BEFESE00 8.,
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Serviee Conliguration Service Reachability

« BULERENESIIR , MRZESDHIETBIESIRT , WRFZESHRTEKo

« BUNURTESRKEEMEESHRE, NRZEFARIETFTIESFRT , FURIER
B, FERES RIS,

- RAERIEXERE , TRESET -5,

EFT—ANTRAMBEFEZH , FEZRUATILL:
BRIEE B 88 L ERMBIEEHvManageT SMFTBUI LML TS -

« & ZEIMonitor > Overview of vManage Ul , R IE# R R T vManageT V& , BIRER
EBEHNT RBERTUER,

« S EAdministration > Cluster Management , H#{®FH NvManagefd RSS2 O IPH R BR1E
IPH#s3it T , Configure Status is Ready B = & & IE ¥ 2 Bk,
o YMHRFE—TNHRM RS BN Y , HBRFEM AN vManageT RFIE RS T AE,.

s BREAEFDPARIMT I , EFEPAET RHWNMSIRSHLEH S , RE—BRAfEA
, ALY SPUIFEBT A,

- REFETNTIHE , TREFEERKNE T 8EZHUIMAEFTE RS .

« f&uLlfEvManage UlG L A#Task-list N 2 F5,

- EARMBEFNENT RMvManage Ul L , BRINEEEEMEKHESE. EIRANER (WMRE
f1fEvManage-1Ha A ) -

s MRXLEREFFHETvManage-1L£ , NiFNEvManage-14 #vBondsFvSmarts LA K 4H 42
— A%, vBond, iEHFEAAIAdministration > Settingsfi B A7 BRI LB H b
vManage¥ R L.

« WHERvManageT RESHBSER.

FRERHERANE , FERATIR
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£ 5 — 1 vManage¥ R LU &EvManage configuration-db#& 13 M1k &

~
AR NEBARERENINBvManageFHERERERBEFZ N , FRREZTRLE

YRR S 7 T R B SR B B BB B & 4D

BWINSBEEHTHWIERESS, SMBIEE>REREMN BARIRS I Success A R4 Fimport
Pending. Export PendingZiDownload PendingZ & BITIRAS . MRIRSKRAID , BB K Cisco
TACHEREFIKL) , RAEREEFEIERE.,

BRAEEREREHBRESTK. REMERIEREHBIAESETK.

BRREBTACLARAINEE RERS .
W EEConfiguration-DB& 17 :

- EHBIEEFEANSD-WANRKRAERES | AT AMvManage & 8 4 B configuration-db#& 3
- HEE , Bi1RgEEvManageB SN EF — N K ( Blconfiguration-db$1§#& ) L4
configuration-db backup.

« X¥FIhZvManage , i%ZvManageZ 8§ RE BHRIEENS E.

« fEvManage&£ &+ , S request nms configuration-db diagnostics¥# XE configuration-
dbM ST R BRI LIEST AvManage BN T R LT &,

« EoT RERT | BHRRER A T configuration-dbAyvManage ¥ = EE T &S LUFRIRA S T
Ro SMEIEES>EHEEURIEHEFANER

- MREBEBEFR , B& T persona COMPUTE_AND_DATAK T & IE#£i2 1T configuration-db,

& 7] LAfEvManageCLI i Arequestnmsconfiguration-dbstatus&s S I IEAHE . % HH 20 R AR

vmanage# request nms configuration-db status
NMS configuration database



vmanage#

Enabled: true
Status: running PID:32632 for 1066085s

Native

Server-

metrics status: ENABLED

load metrics status:

ENABLED

« BITHSRE , X 2 EERnms configuration-db diagnostics , #iH I TR :

- BEf“IsLeader W REETRNFER, RRENT, URATIRAST R , BATATUMNF UK
£ configuration-db & 14

vManage-3# request nms configuration-db diagnostics
NMS configuration database
Checking cluster connectivity for ports 7687,7474 ...
Pinging vManage node 0 on 169.254.1.5:7687,7474...
Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms
TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
Pinging vManage node 1 on 169.254.2.5:7687,7474...
========== SNIP ==========
Connecting to 10.10.10.3...
o - +
| type | row | attributes[row] ["value"] |
o - +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 |
| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions™ | 1 |
| "Transactions" | "NumberOfOpenedTransactions" | 441742 |
| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |
| "Transactions" | "NumberOfCommittedTransactions" | 414568 |
| "Causal Cluster" | "IslLeader" | 1 S>>>>>>>>
| "Causal Cluster" | "MsgProcessDelay" | O |
| "Causal Cluster" | "InFlightCacheTotalBytes" | O |
o - +
18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms



Completed
Connecting to 10.10.10.3...
Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
m o e
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

{5 A th @5 5 M B #8 ZE B configuration-db &S vManage 17 S U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

TR B TR -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR B E#Hconfiguration-dbEiE , Fid FiZEi.
s MREFHMEHREHRFEESIE , FBHRATACMIIBvManage T S RE BRI ERIL .

- BRiAWconfiguration-dbEIER A B : neodjFIEE . G
fFConfiguration-db & 141k & F 5 — NvManage ¥ &

f#£ F SCP*fconfiguration-db# 3 & #l ElvManage#I/home/admin/ B .

scpip i =Bl



XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E & configuration-db& 17 , B % EEH & configuration-db&EE, M REH B HIEEFEZIERRIA
Z i (neodj/password) , FATTAI ABKE b SR

E g Econfiguration-db&E#&E , 15 F @5 S request nms configuration-db update-admin-user,
BEENAFBNEB,

imEE , vManage R A RS EREEF B3I, BT tbvManage UITEE R BN E/ AR A5,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

KEmfa , BATAT ALK E configuration-db & 17

AT LAE A &5 S request nms configuration-db restore path /home/admin/< >t & i iE E K S B
#F#vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data


mailto:admin@10.66.62.27:/home/admin/

Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost
Waiting for 180s for the instance to start...
Successfully restored database

% & configuration-dbJjg , E#RvManage UITT5[R, EF4504% , REZIRBEUL
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FHEBCSR, IEBMPNPIIFAARE , RifivManageR —#B2 W ZEIEH , R LEIEH
HREIEH, MREA6EADigicertMEnterprise Root Certificate , W& AR H R,
- MREZ/vBonds , FEEHENS R,

B EAvSmart/#Z2 4188 -

 7£20.12 vManage™ R #Add vSmart , ¥£20.15/20.18 vManage® R #iAdd Controller,

s RETHF—NRHBEED , #H AvSmarthyVPN 0/ %P , A] \vManageifial,

« MR ARIFMvManagetICLIZIvSmart IP |, i&F Apingt & A&k 1,

 #AvSmart NoteW AP ERE , BNBEFEAvSmartVER A ZFEHnetadmind AP E5
o A LATEVSmart W CLIFIRIEX — Ko

- MRITEXNEBIBEATLSKEY SvSmartty 12 HERE |, HFMIORENTLS, HEELEE
fEvSmartsflvManage ¥ RUYCLI L 1TELE

« MRFENVSMantZEFMIES , HELEMCSR"H FHFIRFEREYes,

AR MBvSmartfii TNATIRZ/FhAIEZ G , BREVSmart VPN 0OZOIPREEHEBR AL
HIP |, IR T EMvManageiFRIVPN 02 A1P |, B SR FEAVPN 082 01PN 1Py
4k,
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CSRLEAZEIPNPIIF , HEUEBZEER , 2ENFHZEESmart £,

MEEZFFZ | FEISMBMNUSD-WANEBH etk A FMERKS | 8 ERIPNPITF
FHEE]CSR,

EBMPNPIIFR ARG , RiivManage@—H 7 W REFIES , R LEEBHLEIES,

N R K A6 A DigicertfMEnterprise Root Certificate , W& AR L &R,

MREZANvSmarts , FEEHRWTER,

A

SERFTIE LB , FEMonitor>Dashboard & A PTG 2 HlIH 439 A 5 (8]
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HR 3 WiEvManagef£ #

RESD-WANRZ#4ERE | FESD-WANE 8 i HvManage 8

S

A E :vManagef & o] LABt & 31 \vManage T’ R 36 N\vManage¥ & , E4BUR TEMEISD-
WANZ IR B RE Y U L E

B # A vManage T KN A P SD-WAN#2 Hl 25

HEEIMITESD-WANEE 7 £ 17 SvManage I REFHSD-WANEZFIZF P HEN TSR, aEB AT
—AMvManage¥ R FISD-WANRIRIERE | MR G HRE TS P B #Y K E 8% (vBond) M 12 il 88 (vSmart)

BB E T &£ MNATEvManage™ R fICLIEL B

+ BiEvManage T RNERT R, N TFINMNTRER , EARNRN2NEEENTR ; ¥ F6M T
RER , LA ERENT R,
- RERGEE , TR :

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit



ERMRBEANERURLERN vBondith it , iHERFEVPN OFL & # Ee B DNS AR S5 25 Pt 41 5
T8 4R T LAURR AT X e 3 41t

EFAXEEREERSAEHED , ZEOATERHFNMERZHERETIEFIERE,

o

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

!

no shutdown

|

ip route 0.0.0.0/0

commit



HEEREVPN 5128 BEOA LR AN EHIEN T AEERE,

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

Commit

ALEECIE :

« BWANSZENERFBAEE , MREAFIENBEEFTE , BT LONHLEERMEFIEHIZE.
« RYUBAHFEEFEATLSEVManageT REBN TR HIEZEN |, I FEHMUEBNTLS, 2K
INBERT , FTEEEISSNER RS FERADTLSE LB HIERE, REEHNESR | MRERNE
vSmartflvManage¥ R E X FER AIIEE B,

Conf t
security
control
protocol tls
commit

EFrBvManage T KR LELE RSSO

£ FiBvManagenode( 815 B Efif9vManage-1) LB BRSO, EORTEREE |, BEHEF
vManagenodesZ [B1fY B (S



conf t
interface eth2
ip address

no shutdown
commit

#iRE —IP¥ M A FvManageclusterf FrE 7 R L BRSE O,
BESHEIL

AT LA SvManagenode il B B B EEE EvManagecluster. BN , B4 T AR BER
netadmingroup— &P MM AFERE. BENAFEENEEN TR

conf t
system
aaa

user

password

group netadmin
commit

HWRERE THENFTBvManagenode LELEHBINAFR &R, IRBIMNAECAEEAERE , M
JTEFTBvManagenode LBl BB A P & /%8B,

ErFrAvManage T R L ZFIZRIUEF

- fERX KR PAURL https://<vmanage-ip>& FFi&vManagenodefJtovManageUl, A&
vManagenode®JVPN 512 IP#tit, EAIAEREER AP ZNHLE R,

- MR R20.15/20.18 vManageT & , &S M1 ZIConfiguration > Certificates > Control



Components . X4 F20.9/20.12k% 74 , Configuration > Devices > Controllers

# #HiManager/vManagefy...... 3} # diGenerate CSR,

Certificates

WAN Edge List  Control Components  Applications  CA Cert

a J General -1
Sand to Validator Install Cortificats As of Fek Reset BSA
Operation Status Controliler Type Hostname Sywiem || P Bete 1D Cortifeg abe Seriad Eapiration Date
Invalsdate

1.2 Add Device Generate CSR Upload Certificaie

- £BCSRE , BRI LA THCSRHBE N IEHISFEFRMNIEPMANERNHBTER, BAUE
BE>RE>BHBRIPRERNPRIFHEEZ. MRERIR (#HE ) |, MlvManage2 B3 E
CSREMZEZEIPNPIIF , ARIEBZRFE , 2B HEKLES|vManage £,

« MRERFI  BESSMBEMSD-WANEB K EREMK S ME LK S | FHERPNPITIA
FHEXECSR,

« IEBMPNPIIFATARE , KRiivManagefd —E2 M ZFIEH , RE LEZ P HREILES,

- MR EANEMADigicertMEnterprise Root Certificate , NEAHEN LR,

- BETEBENFIAvManageT RER ISR,

HEZWEvManage £ &

S

« fEvManage-189WebUI L , §finE|Administration > Cluster Management , #£vManage-
18 Actions TR ...... , EZEEdit,
- RESBRBPEVMEINERNACAFERTRAR,

EE N TFEINTANER | FiE3/4vManageT R BB ITE+BIEERA R,

- NF6TRER , 3 vManageTT R XATTE+BIFEBENAL , 3 vManageT RXKABTEER

A,



- MManager IP#ztit FHIFI R |, FREFvManage RFEOIP,

- WABTEAvManagefd (MMHAERHEL ) MENAF B MEE,

o WMBIFTR , BAEFTBVManage™ R LECEMBEMEILE , H EXTIEFIAET LUNMEEE
BHEMA.

ALEECIE :

BZANEEEPHIEELS ASDAVC — RYFEZBREEEHHN —MvManageT R L FERY
, TEERES,

K iiUpdate,

« ZJG , vManage NMSIRZEF A EH B3 , UEXRASE100 Lo HATRTT A, It
|8 , vManage#ICLIA 8 A A,

« A BAIAElvManage-1 Uljg , S E|Administration > Cluster Management , #{fvManagefy
RESEFEOIPRBIEIPH#EIE T |, Configure Status is Ready , T R AR FHKEM, tIHER—R
HPHRSAEES , HEERABRFSEAHE,

« MERMNAMNEMIRSF EKREE , BFHR. BEFE20F305 8,

faEvManage £ &

« fEvManage-189WebUI £ , §finZlAdministration > Cluster Management , 1£Service
ConfigurationZf 4" ,
« B#HAdd Manager , FHIM—NEEED :

Cluster Management

Lot ige-atinn Service Configuration Service Reachability

ul Add Manager
Analytis

Hostname ® Address Configure Status Hode Persa na LU Actions

vmanage
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Add Manager

(@) Compute + Data
{Up 1o 5 nodes each)

Manager [P Address

[ eansger e address

Usermame

) Enabie SD-avc

dravcio

BIEEvManage - 2T REFHRNERNABEREERETRAR,
fEManager IP address T i AvManage-2fI fR & 0IP
RMARAFENER  ZEUESEINEZSRePEANZEIEMERE.

» FASDAVC — REFREFRES , BABENA T NUEvManage-1 LEAE

« KRiiAdd.

- 25 , vManage 1127 K f9vManage NMSIRFEFE A E#H B 3. X FvManage 1#12,UIFE K
HS5E10D R B,

L HAE | vManage 1RI289CLIE R &) A

A BLiF[RlvManage-1 Ul/E , S$fiZlAdministration > Cluster Management , B4R 4
vManagef fR %512 0 IPES /R BFEIP# 4t T |, Configure Status is Ready , # BT S B EHK
AR,

PRER—TTEPH RS AEE D , HERFANvManage™ S WFTE RFHE A HE,
MRERMNRIMEMRS EARENE |, BEHRIR. BEFEST102 4,

- A LAfEvManage UG L ATTANES Y RHPREEF R MFHFRARS,



« BULERENESIIR , MRZESDHIETBIESIERT , WRFZESHREKo

« BUNURTESREEMEESHREE, NRZEFARIETFTIESFRT , FURIER
B, FBERES RIS,

- RAERIEXERE , TRESET -5,

EFT— M RANBERHCH , EEZERUATILR:
ERIEE B e N L ERMBIEENVvManageT RN FIBUI LML T R

« SfZEIMonitor > Overview of vManage Ul , R E¥§ R B T vManageT SRV E , BRTEF
MBEFHNT IBEAUES,

« SfinZElAdministration > Cluster Management , 3} #{EH NvManagel RS # O 1P R BRTE
IPH#s3it T , Configure Status is Ready B ¥ = /& & IE ¥ )2 B ,
o YIREIE—TTHRW RS AEBM Y , HEAEM I vManage T SV B RS ST A B,

s BREAEFDPRMT I , EFPAET RHWNMSIRSHBLEH S , RE—EBRAfEA
, FTAXLET SPUIFEBT A,

- REEETNTAHE , TREFSEERKNIE T 8ERZHUIMA B FTE RS .

« f&uLlfEvManage Ul L AfTask-list N B2 F5,

s EARAMBEHNENTRMWVvManage UlL | RITNEEEEMERKHEE. BIRAXE (WRE
f1fEvManage-1#Ha A ) -

o MRXLEREFFETvManage-1L£ , NiFNEvManage-14 #vBondsHvSmarts LA K& 4H 42
— A%, vBond, iEHFEAAIAdministration > Settings i B A7 MR IS E B H b
vManage¥ R L.

« WHERvManageT RESHBESER.

S 4 HZADRERKRE

AEFADRERIZE



RO LAERFEAS RN BOSBRBE — N ZMvManagefE B . WEvManageEE, TRS BT FT
RHY SRV FFHLER : Config-db Backup/Restore , 1k & % B & £ F M config-db& 175

£ 5 : Config-db& 1/l E
£ % — /M vManage ¥ & £ W& vManage configuration-db#& 3 M1k &
W £ Configuration-DB& 13 :

- EHFEREFHASD-WANRREREF , A A MvManage & & 4 F configuration-db#& 3
- EEE , RITRgEEvManageBFENH A — M R ( Blconfiguration-db&1 S & ) L4 EK
configuration-db backup.

« XTI IZvManage , ZvManageAX B REBEHIFEENS E.

- fEvManagef & , F A Brequest nms configuration-db diagnostics¥# Econfiguration-
dbM ST H. BAILAEST mvManage £ AMAT A LET &S,

. E6T mERT | BHRRER A T configuration-dbAvManage T & EE T @ 5 LAFRIRA S 1
Ko SMEBIEE->EFEEURIEHEFIANR

- MRBHEBEFR , B& T persona COMPUTE_AND_DATAK ¥ & IE#£i& 1T configuration-db,

&1 LAfEvManageCLI L f# Arequestnmsconfiguration-dbstatus s S R EAHE . % H IR AT R

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

- MITHRE , XY R E#ERnms configuration-db diagnostics , #itH 0 FFR :
- BR“IsLeader W RHETRNFER, RREANT, URATIRAST R , BATATUMNF UK
£ configuration-db& 175

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...
Pinging vManage node 0 on 169.254.1.5:7687,7474...
Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

RV RV RV R



SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e i +
| type | row | attributes[row]["value"] |
e i +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "FTush" | 4268666 [
| "PageCache" | "EvictionExceptions" | O [
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations"” | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
e i +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o o
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

{5 A b @5 5 M B #8 ZE B configuration-db &S vManage 17 U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/
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vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR B EHconfiguration-dbZiE , Fid FiZ&Eil
- MREFNEREHRFEESIE , EHRATACMIAvManage T 28 RE B HIBEEFEEIL,
- BiAWconfiguration-dbEIER A B : neodjFIFEE : G

¥ Configuration-db# 131X £ | 5 —“>vManage ¥ R

{£ A SCPfconfiguration-db# 13 & #l ElvManage#¥/home/admin/ B 3.

scpin & i R Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E R & configuration-db& 17 , & 5t FE E B Econfiguration-dbE#E. MR EHEELIEERIE
R ERINZIE (neodj/password) , AT AT L2 3R,

E i Econfiguration-db &3 , 15 A @5 Srequest nms configuration-db update-admin-user,
FEASERENAFENEB,

imEE , vManage R A RS EREEFH B3N, BT tbvManage UITEE R BIRNE/ ARG,

vmanage# request nms configuration-db update-admin-user
configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin


mailto:admin@10.66.62.27:/home/admin/

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Kinfa , B LA EE R & configuration-db& 17 :

F AT LA A @5 S request nms configuration-db restore path /home/admin/< > ¥ Bt & B 3E &=
% & F#F#yvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

% & configuration-dbJjg , E#RvManage UIT[5[A, 54504 , REZRBEUL

BB FRUIGE , BRALERAHREIIR, Bk, REURZEHIBvManage UILFEENMERR
fit & B )z BR7E T vManage Ul L,

HIR 6 ISR EHMKIUEMIB R FIEE RN
% & configuration-db/g , 155 E E #7% UE 3R 4B & A §Y T A #7#2 #1288 (vmanage/vsmart/vbond)

~
EERREST  MRATEFSHRINEOPEBEEOP, IEEBRRE

vManage. vSmartflvBond#RZi&E# O SAK B0 RAYBL A 3% £ SR FNETCONFRRSS . E4T
FF 89 Bh At O 2 MDRE# £ 21 Fr & vBonds AlvSmarts B9 XX [ # B TCP% M 830,



f£vmanage Ul L , KConfiguration > Devices > Controllers

« REBNMEFRMIN=AR , RE K/ EHEdt

- . - figuration - Devices

N et @

« Ffip-address ( ##|2FH R Sip ) B Ntransport vpn 0 ( BREED ) iptbit, WMABRFBNER
B, Riedsave
o NIRRT IR FISFRITHEERE

[B) 25 AR AL+ 8

FIERERAME , BERATESR

EFEN ERF P E{TCisco SD-WAN Managerfk 588 £ , UITUATIRE
WAL TS FRIEP EFHIENERFHFTECisco Catalyst SD-WANIZZ R :

https://vmanage-url/dataservice/system/device/sync/rootcertchain

# A LL T @ ¥FCisco SD-WAN Manager UUID& Cisco SD-WAN Validator[E 25 :

https://vmanage-url/dataservice/certificate/syncvbond

—BRRIERERE |, HEARREEFHFELENEGSENEFMbdEREES , RITREEMN
U1 |8 #2 %188 (vmanage/vsmart/vbond) 2k 3%

« FEvmanage Ul L , R ifiConfiguration > Devices > Certificates

o RATEEFHIZR

o R |E R #RAERE B 3 ) 85 (vmanage/vsmart/vbond) A B =N =, M dinvalidate ( &3 )
- Rifisend to vbond

« fEvmanage UlE , S fConfiguration > Devices > Controllers

« R |H R #aAERE Hh 3 ) 25 (vmanage/vsmart/vbond) A B =N =, R iiDelete

FR|T7  DkRE

S


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

AR RBMAFIRN ERE RS  CEATHERBLES.

¢H & 5:vManage Cluster + DRE G H

PTESEH) -

« 3856/ \vManage ( T&E& )

« 3561 vManage ( DREZF%£E )

« 17MERZ/vBond ( 2/ F EHEHR OHMDREFTEF L )
o INHZANvSmart ( 7 T EHRTEHR OFDREIEF L )

. FERABRLSRE N FTE =

 fuwE
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u The network is out of compliance due 10 licensing, please click here for more actions,

Settings

Settings | system
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Menitar .
Settings
L .
Seﬂlngs | Trust and Privacy
g tia
Tanancy Mede Hardware WAN Edge Certificate Authorization
|
Analytics Enforee Software Version (ZTP)
Har dw: ficate Autharization involves the process of ensuring that the
Soltware Install Timeout certifica N ! Ire auine l and va
-
Workfows ust and Privacy Sacurity
(@) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate {ssyned by Enterprise CA)
a4 Hardware WAN Edge Certificate Authorization
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Controller Cartificate Authorization
WAN Edge Cloud Certificate Authorization
Dupuris
Certificate Revocation List
=}
A Wab Sarver Certificate
Enterpeise Feature Certificate Autharization [ cancen |
: - g
Administration User Sessions
DUDQ MFA Configuration
Ewplore

Password Policy

2. FRHIBRUE BB — RESD-WANIZHIZZHICA,
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ik = EUE BB BRRPNPITF |, HIREUEPEREH ZREEHIEE L,
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S EIMEBSD-WANE &) B8tk = FE Uk
o DAARIEP — BT |, BAREARALANDLITBRENBIEZIER, ERIL
TR |, SITE LA EHFl CARRIEF,

n The network is out of compliance due to icensing, please click here for maore actions

Settings

Sel‘tings | Trust and Privacy

Controller Certificate Authorization

Tenancy Mode
Aralyises Enforce Software Version (ZTP)

Software Install Timeout

A Hardware WAN Edge Certificate Authorization

Conftroller Certificate Autharization

WAN Edge Cloud Certificate Authorization
Reporis Certificate Signing by
s Cisco (Recommended) Manual  (8) Enterprise Root Certificate

Web Server Certificate
Enterpriss Aoat Cartificats Select a File

Enterprise Feature Cartificate Authorization

4o
Addministraticn User Sessions
DUD MFA Configuration
Explore
Paszword Policy
- -
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- B3l (vManage¥ ¥ ) —vManage B3I N EINL E R HAFLFECSRAERARZ LTE
EH,

« F3) (WCA—#EF ) — ELRAFEAHARNDLIFPMEHNHEZRIUES, &
BUCIETRT |, SIS EHT I CARRIEF

Bl , MRHENEAESHCA (BWIEBTMENM ) |, BIEFEEnterprise,

etk Catalyst SD-WAN

P The netwark is cut of compliance due to licensing, phease elick here for more actions.

Me .
Settings
A "
Settings j trust and Privacy
Aigur it
Tanancy Mode WAMN Edge Cloud Certificate Authorization
|
Bltion Enforce Software Version (ZTP)
WAMN Edge Cloud Certificate Authorization involves the process of ensuring that the certificates
Software Insiall Timeout sed by the cloud WAN Edge devices are authorized and valid
Warkflows i<t and Privacy vEdge Cloud
(@) automated (Manager signed) Manvual [Enterprise CA - recommended)
a Hardware WAN Edge Certificate Authorization
Toals
Controller Certificate Authorization
WAN Edge Cloud Cenificate Authorization
e
Certificate Revocation List
o
Wab Sarver Certificata
waintenan
Enterprise Feature Certificate Authorization Cancal
do -
Adminiatration User Sessions
DUD MFA Configuration
Explora

Password Palicy

- WMRZE20.15/20.18 vManageT KR , FESMEIE E>IUE B> HIH M. XFF20.9/20.12kR 74
, Configuration > Devices > Controllers
« AManager/vManage 2 i...... , Rf5 R Generate CSR,

Al ) 8 admin W

0 The network is out of compliance due to icensing, please elick here for more actions.

A Certificates

'WAMN Edge List Control Components Applications CA Cert

Aniyt
Devices (3] View Ceriilicate
-
Generate CS R
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% Oparation Status Cantroller Type Hastnarma Sywtem 1P Site I Cartificsts Serial Expiration Date
dals I
F E
era
BEE
=
Mairtenan
F ES74
o
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1112 Add Device Generate CSR Upload Certificate Update Validatar




4 HCSRE , WAL THCSRABRFEHN B HIZFEFVIEPMAVANEHTER, BANUE
EE>RE>BHSRIEPRENPRIFLEE. MRERIR (#EE ) , MlvManage2 B3 E
CSREAZEIPNPIIF , HEEBZERE , 2EFHEHREE|IvManage £,

MBRFBFF |, FESSMEBIMEMSD-WANESB N EREKR P FE kP |, FHERIPNPIA
FHEECSR, IEBMPNPIIF ARG , AifivManaged —2f oW REIEH , RF AL
HEREIEH, MRBEA6EADigicertMEnterprise Root Certificate , NIi&E AR H B,

FfvBond/ValidatorlvSmart/Controller;x fit ElvManage

MR R220.15/20.18 vManageT K , HSMEIE E>R B> H A M4, *TF20.9/20.12/ 4
, Configuration > Devices > Controllers

OnboardingvBond/%: if 8§

« B HAddvBondXfF20.12vManageorfy 155 7 MK 72 520.15/20.18vManage. R FF—

ANBHEN |, %A vBond#IVPN 0 %iIP , AT \vManageif il

- MR AW , EMvManagetovBondIPEICLIME A pingte & A i@ 14 .

S

#H AvBondi A F4EiE,

EE  RITEE N vBondorty BB EHE A #Enetadmingroupf A F &0, &\ LAfEvBond®y
CLIFRIEX — R, MRFEMNFENvBondLEFMIEP , FEERCSR'M T RIS TR IERF

=

AE  IRvBondL FNATIRZ/BFRIEZ G , B EVvBond VPN 0EZAIPREEHBIR AL
HIP, METEMvManageifRIVPN 02 0IP |, St S B EAVPN 042 O /Y2 A IPH#b it



= @ O@ 0 admin W

0 The network is cut of compliance due to licansing, please click here for more actions

Add Validator

a Devices Validator Management IP Addrass

WAM Edge List Control Components Unclaimed WAN Edges

Usarmame

Password

Add Validator Add Controller

,

Conlrolier Type Site Mame  Hostname Canfig Lockes! Managed By Device S1alus Sy
Generate C5R

No

L Windoas Anp Far 'I]

« £MCSRE , UL THCSRHABRFENEHEERNIEPMENEINEFTIR, BAUE
EE>RE>BHSRIEPENPRIFLEE. MRERER (#HE ) , MlvManage2 B3 E
CSREAZEIPNPIIF , HEIEHZEE , 2B FHREFIvBond L,

- MREEBRFI  FESSMIEMSD-WANEB K E Rk =~ FME LK | #HERIPNP &
FFHZECSR, I PMPNPIIFATARE , RiivManageE —Sf 0L EIEH |, RE LEIER
HLREUH, MREAEADigicertFEnterprise Root Certificate , NI5& FAAEREH S5

- MBEHZ/vBonds , BEESEHBENL .

B EMvSmart/#R 25
+ 1£20.12 vManage™ R #FAdd vSmart , £20.15/20.18 vManage™ R iAdd Controller,
s RETF—PEEED , W AvSmartBIVPN O£ 5P , AT M\vManagei/ i),
« R RAiFMvManage®ICLIZIvSmart IP |, i&E# A pingt & A&
« W AvSmart NotetI P& , RINFEFEAvSmarttV B B EEHnetadmin @A F 2
o BRI LATEVSmarty CLIFRIEX — K,

- MRITEXNREHBFEATLSKE L SvSmarttViZFiER: , HRFMRENTLS, HEEHLEE
fEvSmartsFlvManage ¥ SBICLI EH#1TELE

s MRFERNVSmantZHEIIEP , BEERCSR'W TR KA EE Y Yes,

AR MRvSmartfu TNATRZ /B X EZ G , B EvSmart VPN 0O OIPRBEHBR AR
HIP , MR TEMvManageifFIVPN 032 0IP |, B S B A #EAVPN 082 0 IPH A P
ik,



o The network is out of compliance due to licensing, please click hera for more actions

Add Controller

. Controller Management IP Address
a Devices

WAM Edge List Control Components Unclaimed WAN Edges
- Usarname

Contral Components (3

Password

w!
X Add Validator Add Controller

Protocol
Toals Controier Type Site Name Hostname Config Locked Managed By Device S1atus Sy

DTLE
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Generate CSR
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\ =

« £RCSRJG , BAILTHCSRAEBRFENIZFIZFERMNIEPMANEN HFTEE, BHUE
EE>EE>IRHRIEPRENPRIFLEE, MREZRERH (#EF) |, MlvManages B30
CSRLEAZIPNPIIF , HEIEBZXEE , SENFHZREVSmart £,

- MRERFI , FELSMBANSD-WANES W Z5Ek S FMELKF, | FHERPNPIIFA
FHPZXECSR,

- IEBMPNPITIFEARE , RiivManage@ —Eo WL FIEH , RlF LEIERHLRKIESH,

« MR FEAEADigicertFMEnterprise Root Certificate , NEAHEN LR,

- WREZANvSmarts , FEEHRN SR,
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@ Tre retwork s ot of compiiance dug ta lcersing, piease elick hare far mane actians.

Monitor [ i Al Sites
.k | S
gt
) Overview  Devices  Applications  Security  Multicloud  Tunnels  Logs glels u @
il . .
e Control Components WAN Edges Certificate Status Licensing Rebaoot
1 1 1 4 ] 3 o o 10 o
Validator Controller Manager Ruachable & Lnrrac hasin @ Werneg @ e Asmignad @ Unasaigned @ Last 24 hrs
Work
& 24 Hours [ Actions + |
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&
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o
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- BEMANNESIES  BINENEAT B,
- SMEBBESRE , BARREEAFERTER,

) The retwork s cut of compllance due ta icensing, please click here for mane actians.
Wit
Monitor | & ansies
&,
Comfiguration
) Overview Devices Applications Security Multiclowd Tunnels Logs | ==t @
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Devices  Cartificates  Licensing
atyic
Device Group an
Workdlow
Jevice Expert &
* a
Toals
5 af
Hownams Dvics Mazal Site Mama SyviEm P vaann T Reachataity Comarol & nrg ™o Up Since CPULosd
Rep
- vBand e .
Mar

SR 3 B vManagefEH

&L SD-WANR#4ERE |, #ESD-WANE B it HvManage £ 8

S

JE E:vManage 58t 7] LAf & 3 \vManage 7 KR 6/ vManage™ & , E4EUR T IEM EISD-
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BEHITESD-WANE B 5 817 AvManage I RESD-WANEZFISS R REN SR |, XS AW
—AMvManageT K FISD-WANRIRIERE | SR G HRE TS P B /HY KE 83 (vBond) F 12 il 88 (vSmart)

flBE T EENATAEvManage™ R fICLIEL B

« BiEvManageTRNERT R, N TFINMNTRERH , EARNRN2MEEENTR ; F6M T
REH , BRNEEENT Ro
- RERGEE , TR :

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

N
AEWMEENEAURLERNVBondits it |, IHHREVPN OF & Bl EDNSHRSS 85 1P ik 5%

TR T] AR AT X £ b ik o



TERAXLREXRSEAERED  ZEOATSRARNERZRIRELIZIERE,

config t
vpn 0
dns

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

EEREVPN 5128 5O LS AXE IR HAEE TR,

Conf t

vpn 512
interface eth0
ip address



no shutdown
|

ip route 0.0.0.0/0

|
Commit

ALEECE -

- BANSZNERFHENHRE , MRULIIENEERFE , S LUFLLEERINEIFHZEFEE.
« NYBEHBEEFATLSSvManageT R BN R & EEER | DI REME B NTLS, 2
INBRT , FTEEFIES MRS EMEADTLSE 2 HiEE, RELNER , KEESVE

vSmartflvManage¥ R E X FER AIIEE B,

Conf t
security
control

protocol tls
commit

EfiBvManageT R LB BRSO

EFfAvManagenode(2#E B EMHvManage-1) LB BRGSO, WEOBTEREE , NEH+
vManagenodesZ BRIV B(E.

conf t
interface eth2
ip address

no shutdown
commit



HRE —IPFM A FvManagecluster i T R LM IRSS 0O,
BRESHEIL

AR LAE F 5 vManagenodetfl B ) B B E R B EvManagecluster, BN , HA T LABBEER
netadmingroup— 7 WFAFERE. EEFTAFEENEEN TR

conf t
system
aaa

user

password

group netadmin
commit

WRER THENFTBvManagenode LRI EHBEINAF &R, URRIMNREFAEEAERE , W4
JMTEFTBvManagenode L BB A F B /ZB,

FEBvManageT R L REIRRIUEH

- AN KEEPHURL https://<vmanage-ip>%EFKFiBvManagenodefJtovManageUl, A&
vManagenode®JVPN 512 IPi#hit, ST LAMEREER A S NBIEE R,

« R 220.15/20.18 vManage T K , &S M1 2 Configuration > Certificates > Control
Components , XfF20.9/20.12ik 7 , Configuration > Devices > Controllers

% HManager/vManageH...... 3 # &iGenerate CSR,
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WAN Edge List  Control Components  Applications  CA Cert
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a J General -1
Warkfiow
Sand to Validator Install Cortificats As of Fek Reset BSA
a
v Operation Status Controliler Type Hostname Sysiem IP Bete 1D Cortifeg abe Seriad Eapiration Date
it Invalsdate

1.2 Add Device Generate CSR Upload Certificaie

« £BCSRE , LA L THCSRHBENEH S EFRNIEPMANEFERTZR, BUUE
EESRES>BRERITIPBRNPRIIES, MRERER (#E ) , MlvManage2 B3
CSREZZIPNPIIF , HEIEBEEE , 2EHIIFHZREE|IvManage L.

- MFEFFI , FEILSMEENSD-WANEER ek~ MELIKS , EAENPNPIIF
FHLECSR,

- IEBMPNPIIFAARE , RifvManaged —8 2 MR EKIE+ |, A EEIEBHREIES,
- MR IFKA1EADigicertMEnterprise Root Certificate , N5& AR S %,
- BE TEBENFIAvManageT R RIS &R,

HEZ W EvManage £ &

« fEvManage-189WebUI L | SfnE|Administration > Cluster Management , f£vManage-
189Actions ™ Rif...... , &R Edit,
- RESBEEVVMEIREENACENERFTIAR,

S

EE W TFAMMNTANESR | FTE3 1 vManageT S #HUITE+BEENAR, WTF6T R
£% , 3 MvManageT KX ATTE+BIEENAE , 3PN vManage T SRARFEENA L,

- MManager IP#ztit FHIFI R |, FREFvManage RFEOIP,



Edit Manager

Nada Persana D

Compute + Data

MBNSGET 1P AdORESS (700000
[ rom0asz

L6 7030

WA025.2

Password

| S Pasgwond

Enable SD-AVC

- WABTERAvManage£# (MANEREIL ) IENAFRZNZRE,
o WHIFTIR , BMIEFTBVManage™ R LB EME RN EIE , H BEXARAEFAET LR ERH
RHEA

AERE :

BESRAUNEEHFHIEE IS ASDAVC — N HEFEEHREEHN —MvManage T’ R EFEE/T
, TEELF,

R iiUpdate,

« 2ZJ& , vManage NMSIRSEFAEFH B3 , UERASE10D ML HANTITH. ELH
[ , vManage#CLIA B A A,

A LLiFRIvManage-1 Ul , $fiZlAdministration > Cluster Management , #{RvManagefy
RS OIPRBRIEIPHET , Configure Status is Ready , TR ABIEBKE, 1EE— Rk
F|Service ReachabilityZb % , H¥RAMERSHE AR,

o MRBNEANEMRS EAREL , EHE. BEFE20F305 8,

WEvManage £ &
+ fEvManage-1#9WebUI Lt , & E|Administration > Cluster Management , #£Service

ConfigurationZf %" ,

- B HAdd Manager , FHI—M#EHEOD :



) The network i out of compliance dud ta Bcensing, please click hare for mare actions.
“a,

Monsion
Cluster Management
&,
et ga-atian Service Configuration Service Reachability
-
bt As of: Feb 22, 2026 10:15 AM ¥
Hostname  Address Cantigure Status Hode Parsana LU Actions
Workdlows
VIMAnage 10667030 Roady COMPUTE_AMD_DATA ailfeab?-027e-dcab-bal-5378d 256911
J\I
. 1 Record mems pir page: 25
F
Repons
-]
MEntenanie
dg
Admngtrabon
L
Explesn
- Seraknibet 0760717 At 9 5505 AM 17 Fab 2076 &t AR5 AM ATMR  PNG e

Add Manager

(@ Compute + Data
(Up 1o 5 nodes each)

Manager [P Address

| Mansger P Address

Usarnaimi

| Usernaime

Password

[ & Possword

) enabie SD-avc

draveio

« RIFEEVvManage - 2T RiEH N TN ACREBRRT RAR,

« fEManager IP address T #ii AvManage-2Y RS5O 1P

- MARPENER  ZEIEISRNESRoPEANEIEMERE.

- BFASDAVC — REFREFRES , RRABEMNATAEVManage-1 LEERAE

- RiFAdd,

- 25 , vManage 1127 S f9vManage NMSIRFEFE A E#H B3, X FvManage 1#12,UIFE K
H5E107 Rt E AR H,

- TELLHAE |, vManage 1F1289CLIA R A Ao

A LLiFRIvManage-1 UlJg , $fiZElAdministration > Cluster Management , #34R &/
vManageH fR$51Z O IPE R BRFEIP#i 3L T , Configure Status is Ready , F BT RAGEHK



Bk,
« YREF-—TNEHPH RS EE" D , HEERA N vManageT RFIBE RS HE A HFE.
MBERMNEIMEMRS HARENE |, BHRIR. BEFEST102 4,
&AL AfEvManage UlA LA AT AN ES I RPREEFH A MHZRRES,

o BEBERENESIIR , MRZESHIEBIESIIRT , WRBHZESERTK.

« BURTESREEMEESHEE, NRZESRIETFTIESFERT , HURIEER
B, FHHERES R

- RAERIEXERE , TREET -5,

EFT—ANTRAMBERFEZH , FEZRAUATILA:
BERIEE B 58 L ER MBI EEFNVManageT SRMFTEBUI LT A -

- SfEIMonitor > Overview of vManage Ul , B8R IE¥§ R B T vManageT SV E , BRTFER
MEEHEHAT SRBEAUEE,

« SfnZElAdministration > Cluster Management , 3}#{REH NvManage RS5O IPH R BRTE
IPH#st T , Configure Status is Ready BT R A& E#E KRR,
s PIRBIE—TTHH RS TEESE "B , HARKRHE NMvManageT KB FTE RS HFAHE

« BRAEEPRINT RN, EEPAETRNNVMSESFHLEH S , HitbE—BREER
, ALY SPUIFBEBT AR,

- REFETHTRIHNE , TRESERKNNBE T EZOGUINGRMAERS.

« A LlfEvManage UlG L AR Task-list N 5 12F 5,

- ERNMBEFHNENT RMWvManage UL | BRITEEEEMEKRMHEEE. BRANERE (RE
fi1fEvManage-15 8 A ) .

s WMRIXLEEEFFEFvManage-1L£ , MiFMElvManage-1+ #IvBondsHvSmarts LA K& LA 41
— &, vBond, iEHZNAIAdmiInistration > SettingsEL B A BRIE RN INEISE B E b
vManage¥ R L.



« WHERvManageT RESHBES R,
£ 4 : Config-db& /1K E

£ % — 1 vManage™i R £ Y& vManage configuration-db % 13 F1k &

Y
AE NCBAREMENINBvManageFHEREREREEZON , FRAREZTRL

MRERELEAMREREREEREFZD.

BINEBEEHTHREREES ., SMBEE>THEMEMN BHRIREZHSuccess B AR Fimport
Pending. Export PendinggiDownload PendingZ & FPIRAS. MRRAFRK TN , EB K Cisco
TACHHEREFIKI , REHREEEIERE.

BAEFIEREHBRESTR. REMERIEREHBINESETHK.

- ™
Primary Cluster Status (
Dhetaaln

BRRBMTACLARRIBFERERS.
Wz £ Configuration-DB& 12 :

- EYAEREFEANSD-WANRIREREAH |, AT LA MvManage & & 4 F configuration-db & 13
« EEE , BRINTRgEEvManageBFENH A —MT R ( Blconfiguration-db&1§ & ) LAEEK
configuration-db backup.

« X¥FIhIvManage , iZvManaged & RE EHRFEENS E.

« fEvManage&£ &+ , @S request nms configuration-db diagnostics¥ XE configuration-
db ST =, BRI LE3T SvManage BN AMAT R LET G S,

- EoTRERT | BHRRER A T configuration-dbAvManage T & EiE T @ 5 LAFRIRA S T
R, SMEEE-EHEREURTEERASR

- MRBHEBEFTR , B& T persona COMPUTE_AND_DATAK ¥ & IE#£i& 1T configuration-db,



#& 1] LAfEvManageCLI L f# Arequestnmsconfiguration-dbstatus s SR IE#HE . % H IR AT R

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

- MITHRRE , EXLET S Ei#ERnms configuration-db diagnostics , I AR :
« BRIsLeaderWRHETHNFR, MRREANT , URATIRAST R, BAITTUM K
£ configuration-db & 15

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e it +
| type | row | attributes[row]["value"] |
e it +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions" | 1 |
| "Transactions" | "NumberOfOpenedTransactions" | 441742 |
| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |



| "Transactions" | "NumberOfCommittedTransactions" | 414568

| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>
| "Causal Cluster" | "MsgProcessDelay" | O

| "Causal Cluster"™ | "InFlightCacheTotalBytes" | O

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

"online"
"online"
"online"
"online"
"online"
"online"

o ol
| name | aliases | access | address | role | requestedStatus |

o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine"

o ol
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms

Completed

Total disk space used by configuration-db:

60M

{5 A th @5 5 M B #8 ZE B configuration-db &S vManage 17 S U & configuration-db & 3

request nms configuration-db backup path /opt/data/backup/

TR B TR -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR B E#Hconfiguration-dbEiE , Fid FiZEi.

« MREBFHNEMERFEERIL , FHRRTACMNIBvManageT S ZE ERIEERKIL.

- BRiAWconfiguration-dbEIERAF B : neodjFHE . B



fFConfiguration-db % 3k & ¥ 5 —fNvManage 7 &

f#£ Fi SCP*fconfiguration-db# 3 & #l ElvManage#I/home/admin/ B 5.

scpip T i =Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E k& configuration-db& 3 , B £ EEE B configuration-db X 1E. MREHE BHIBEEZIERERIA
ZiE (neodj/password) , AT ABET b5 BR

Efig Econfiguration-db&E#& , 15 A @5 Srequest nms configuration-db update-admin-user, £/

FIRFENAF BB,
BEE , vManageI R RSB/ EEFH B3. BT tbvManage UIFEER BIAZE SR AHE,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Rinfa , AT ALK & configuration-db& 17 :

A AT LA6E A 85 Srequest nms configuration-db restore path /home/admin/< > &t & B E E K & 2
##IvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost


mailto:admin@10.66.62.27:/home/admin/

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost
Reseting NMS configuration database on localhost
Loading NMS configuration database on localhost
Starting NMS configuration database on localhost
Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...
Successfully restored database

% & configuration-dbfg , E#fRvManage UITT A, EFA50% , RE=ERGRUL,

BB FRUIGE , BRALERAHREIIR, Bk, REURZEHIBvManage UILFENMERR
fit & B )z BR7E T vManage Ul L,

FP 5 FEvManageFHE LS AREME

EEWRE
NI vManage 3T R B EMNREBERZTIER , TEMKEHRITREME, EFIHEL |, &4
BUEMBIEEE MR FIET . MREEDRE R L ERIESEMIRHIET | NX L HIgs th XM TEBEE
MA R DR vManagef & £ AN,
CiscoB WAL M RIEMRE 2 B AFUH B A T ER :

- WREELHVPN(VPN 0) EBIHTTPS A LA R £ 15 R MEHBI T R

- WREBYIRE P B RvSmartiZ FI2R M 2 RlvBond i BRREES EIRE,

- #4{RCisco vManage £ 17 S M3 B 7 Rz 1T A B #I Cisco vManagehR &<,

« VPN OFMYTAAERE D ( BRS#ED ) .

« WFEHTHE NvManageS=Fl , BATVPN O (4£% ) MVPN 512 ( B ) WiEQAN |, B
BEE=EO (EBER).

- WEOATEFANNVManagelRS R 2 RINBEMREL,
- WEAXTEDN Gbps , FREENIZWHER. BIWUER10 Gbps#EH,
« WA vManage T SAAMEEB B EOMEERE : TERE2EMRERBEEIREHA,

« FEBvManaged , HMIEGUIR 1 O B & 5 &£ 8£4% 0O (Administration > Cluster
Management — {5 R B AEEZOIPHUE, AP FZEE),

- EfRFCisco vManageT SRERTFEF O ZRMEEBEE , BEKTFEF OB AXE LB ATCPIRH O
844371830,



- WREMNCisco vManageT" R LB AFMERS ( MAKRFEE. BEREE. HERSSE. 0

RS BMEITHIERE ) .

EXENHEBEED O XA , SFEERvBondthiAE, BRS HEXLEREHOF
My Cisco vManage 7 | A] LATA A iX Lo 122 i 88 . #2288 {UE#E F E Cisco vManage™ i K.

WRER (XE ) MBA (4B ) Cisco vManageT R & B EiREEE#HRTT, Fl0 , BFR
HE RSB EEARERSFERM INEZE

- MR BB MCisco vManage HTTPHTTPSRE RS 35 , R EEA, HSHHITPHTITPSK

HAR%KES . LAET Cisco vManage SAEI R 2R BE., MEFAEZHARERS ST , Cisco
vManage2Z iR BE R EIPH 4B 7 REREEE , BIECisco vManage™ 7\ SE ¥ IP i 41t 7] (&
LR, &0 A R E EM TR E# B A Cisco vManage HTTP/HTTPSR RS 88

s EFHRREREEMIEEZH , SMEIECisco vManageT & EHTools > Rediscover

BLE

Network®E O , HE# &I Cisco vBond Orchestrator,

BxvManage RERENFMEER , ESRILEEE,
BRIEEANSD-WANEESREAREEEHTRINERS S , NESIZRNRIM3T SEH,

EHNER LS M EBIAdministration > Cluster Management , #RIEFFE T R 2 &L T RERS

DC vManage

I I I F

DR vmanage

#Agrm b Chuster

& R B Administration>Disaster Recovery of Primary vManage Cluster, £ HEERHERE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/vedge-20-x/high-availability-book-vedge/m-disaster-recovery.html

mintiiration - Disasier Recovery

EREEOF | EEEFXEMEBIvManageViF4H{E .

EETRHIPHu 2 AERFEZEOIPHLY, REESNERFHPFERHvManage-189VPN 0RO
Pt

FUE AT Rnetadmin AFEILE , BBEDREABEIEIL , BRIEMIBREIE. TUAFERAIMYE
vManageZ it i P EIE#H T REMRE . BINFEEFHRvManageZ< it A 7 ZnetadminA i — B, Lk
WRIERAEERAKRE.

Manage Disaster Recovery

. Conneclivity
o



EHE , 2FH T -5,
- IEEEvBond# &SR iEMEE,

vBondiZ #1288 AN 1E 18 E B IP 1 31k 7138 53 NetconfZl5& .

Manage Disaster Recovery

€ Connectivity @ valdator i Recovery @
nlo Into L5 P

' 10.105.60.104 somin ys5word -

E"‘E.- m :dﬂ:.._l

HklE , BT %,
- EMEEKXT , EEFH. BHEXEFA. £ Next,



Manage Disaster Recovery

©  Connectivity @  validator ®  Recovery
Info Info Mode

Select Recovery Mode

O Meanual () Automation

Rephcation
Schedule



Manage Disaster Recovery

8  Connectivity @ Vakdator 8  Recovery [ ] Replication
Info Info Mode Schedule
12:00 - AM
15 mins

. ——

REE , AFEESave,
- DRIEMINEF . SERIFRAUFHRIFTRSNEEE LR, LIET

=5
Be

£20-305 #,

= Administration - Disaster Recovery
Eraanhar Husaury Bapain sl
View Logs
@
Al
ik

SMBEE>TERE , AEFRERERS AR EIREFBIENEE,




A
AR EHARFE/LNNIE , BEABURTHRIEERD. I, EARFEE/LNEFH
B h & o

HUR 6 : IR E AT UEM B2 588 K3

% & configuration-db/g , FA15HE EE F K UE R IERE A #Y P A #12 H 88 (vmanage/vsmart/vbond)

~
A ERBREFH  MRATEHSHRIENZEOIPERREROIP, IIEERRE
vManage, vSmartflvBond#YRgiE#z O AR BRI IRV By X 3% £ R FNETCONF RS . E4T
FFHIBA X S i O R MDREX & 2 Fr A vBonds AvSmarts B9 XX & 31 | B TCP% 0830,

f£vmanage Ul L , K Configuration > Devices > Controllers

- RESNMEFIRMIN =1 R , RF K EEdit



« fFip-address ( ZH#IZFH R Zip ) B Ntransport vpn 0 ( BEERE O ) iptbit, WMAAFPZMNHR
B, Riedsave
o N RIEMPWITBEFIEHS[HITHERRE

BEZNS:T::

PREHREIBRAME , BERATLSR

TE#5E B SR BE P I 1E (T Cisco SD-WAN ManagerfR &858 £ , ITEATR4E -
WAL TS RIEP EHIENERFHFTAECisco Catalyst SD-WANIZZ R :

https://vmanage-url/dataservice/system/device/sync/rootcertchain

W AL T 5B ¥ Cisco SD-WAN Manager UUID5Cisco SD-WAN Validator[@ 25 :

https://vmanage-url/dataservice/certificate/syncvbond

—BRMIEMIRE , HERREEPPABELSGHZFRNEFMoALEREE , BRIBMEEMN
UIfsE IR #2 %185 (vmanage/vsmart/vbond) %k 3%

« fEvmanage Ul L , R ifiConfiguration > Devices > Certificates
« REEFIRE"
o R IB R IRERE F 12§85 (vmanage/vsmart/vbond) EIE I =N R, KRifhinvalidate ( k3K )

« KRifisend to vbond
« f£vmanage Ul L , KConfiguration > Devices > Controllers
- R R #aAERE Fh 3 ) 25 (vmanage/vsmart/vbond) A B =N =, R iDelete

Tk s
XEEBREERTFRAREAL.

ENAERAGIREER


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

- WRCBOOOVETEBHZEXZE , WFEEMRITHHRIE , B

request platform software sdwan vedge_cloud activate chassis-number

token

- BIABEHIEZNBFDXFEC B3
« WIANRAREEERERRI
s MREDG TERRBEF 2N HEARSIHITTER , MATIREXLEFR

- RUEH A REETHETR
- 18R
- KRB

- IRETUE ( mANETF ) WAN vEdge ListandControllers
vManage post checks

« SEAFvManageT R :

Configuration-DB(Neo4j)K & :

EFTAvManageT R L ITa B “request nms configuration-db diagnostics” :
1 REFTRAELRSNASRES . (FTERTHRERE)

“‘Neodj" RIMELERINMNT R , 1NASEFN2NEREE, “‘systemEBAERINMELT R, 14D
5|5 TWRM2NRRES , BERTXTARRIABKIEE , HtERIARE Nfalse, DU%§¢neo4J’J‘:F3A
%8B , WRERTTRIMNERPHE, BEKRCisco TACH ITHFEHERR,

2RERBREMT RN BE



AT RBLTAL TRERS.
3. R A3 UE A BRI

ating contiguration—db admin names",

cessfully wvalidated configuration-db schema®,

4 f A d T “request nms configuration-db diagnostics” W & configuration-db#& 3 , HBWERE K Ih,

MREZEMF —BFEE R , BB RCisco TACHITHEHERR.

HE , BITATLLETXEAPIEANUAIAES ( A TAECOMPUTE+DATAT & ) BivmanageT K
KA — NIE20. 120 R E B RA £iE1T

go to vshell of the vmanage node ( to be done on all vmanages)

curl -u

-H "Content-Type: application/json" -d '"{"statements":[{"statement":"call dbms.cluster.over

:7474/db/neo4dj/tx/commit | jq -r

curl -u



-H "Content-Type: application/json" -d "{"statements":[{"statement":"show databases"}]}'

:7474/db/neo4j/tx/commit | jq -r

Tﬁﬁé&—/\%ﬁiﬂlﬂﬂﬁ MnecdjMIRGEWIS , HRNBREE, BRAETIEEL, Zzu%,u‘ﬁ‘
T RER (2 =142 COMPUTE+DATA ) , necdjfIRENAS EMSARE -1, EAR
E , !@M&ﬁﬂf%\TAC

5.% var/log/kern.logF R EFFERE. NE. I0fFiR. XFEEEFABvManageTT R LR E,

6. HEBNT R ZERECCH Vvmanagelu R EE N , BREZLT T
M 1B HAT S ERipi{Tvmanage-adminfEfissh , RZ AR , UREEZERBR T LHERME
A#ZBssh [T REERE T

DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@

The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]1:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:

MRmHEERMAZE | FHKRTAC

ERRTIERRE



& F TP SD-WAN#2 #288(vBond, vManage, vSmart):

HEBFHNERHSE LHITRS , HBIAFE N vManage UUIDRIF 353 2 5 RIRFEPE B R

ERHERS

show orchestrator valid-vsmarts

show orchestrator valid-vmanage-id

vManage/vSmart& 5 :

show control valid-vsmarts

show control valid-vmanage-id

BEZE , show control valid-vsmartsky #i i B 3EvSmarts MlvManage 11 2 Y 7515,
B HEESvManage UIF EEIMN#HITHR, SMEIEESIER>2H8RE 5.

MREMYBIAZEMEIZIREFERNUUID/FIESHNEERE , MAFRERBR. WAL SERN
TACEX R,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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