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Your PDI: dev271953

Last used: less than 1 hour ago

Status App Engine Studio Creator Studio Version

m Installed Installed Zurich

[ App Engine Studio ] [ Creator Studio ]
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Hi, System P
r
How do you want to get started?
Quick start
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Create an app Add a table Add an experience Add an automated flow
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8.AMMAEE— NG , AFETHContinue.
CREATE APP

Let's get started on your new app.

Add a name and description that define the purpose of your app.
You can also add a thumbnail image.

Name & &
ud-vmanage
Deseriprion (0 | & 1‘
H ErOwWse Or i|!-.5-!’.
Describe this app i toupload

BMP, GIF, IO, JPEG,
1BG, PRG, 5VG
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CREATE APF

Let's add roles to your new app.

Default roles have already been added based on popular roles for
apps. You can add or remove roles, later.

© rddaroie
Boke name % (D Description (O
admin Default admin role g
Fode name k& (0 Deseription (D)
7]
user Default user role

Cancel m

6
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1.5 20 B A 2 I E AR

CREATE APP

Great! Let's add more to your app.

You can increase your app's functionality by adding data,
experiences, automation, or security. Go to the app dashboard to
add them before submitting this app to your administrator for
review.

Data Expirience Automation Security

Go to app dashboard
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SErviCenow App Engine Studic

ServiceNow Studio

The future of application development

development and streamline your workflows with seamiess cross-scope collaboration, all
in a single so

7 Try it out

=~ ud-vmanage ) (0] [ sourceconwrol ~ | [[EETY |
Al (2 Data Experience  Logit and automation  Security (2)
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Seripted REST Version

Secripted REST Rewsurce

You'reon your way to creating a file
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T udvmanage

Seripted REST Servics .
Maw record

() You can easly create 3 new REST AL T gat stared, give your AP 3 name and 10
]
L] * Name | Ldam-Snow ADPRCATON  UG-VIANagS
+ APIID | ud_ven_snow APinamespace  x_1831532_ud vma 0
o Dricy
Protection polty | - None -

Crafaull ACLS mary be selsrted 10 Apgdy 10 81 [BSOUICES. Bul INNVISLN MMSOUICES CAN OVErMas T Sstling
Thes Dt ACLS e enfionted for 3 Fesmurcs when

+ Thet fEsouice REqUEES Sulbinlicaton’ and Requises ACL Sulazation’ ks ae Seleched, and
=+ The resource iself does not refenence any ACL reconds

ACCESS. 5 graned If al least one malchng ACL record is found
Iore infg

+ Defaull ACLs

M -10
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All > Name == Scripted REST default
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|. Search |
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() You can easily create a new REST AP1. To gt stansd, give your AF1 8 name and 10

* 0 Senuriny

o pn s & Mame | ud-vm-snow Applcation  wd-vmanage 0]
ol (1)
* [ Ouer # APIID | ud_vm_snow API namespace  X_1831932_ud_vma_0
¥ D Embedded Help Bole Priony (2]
Frodection policy | - Hone — -

Default ACLS mary b salached 10 Apply 1o 8 fESoUntas, bUt INARIIUAL ESOUNERS £8N overTide Ihis Seiing.
The Detaull ACLs are enforced for 8 resource when:

= The resouce Requines authentication’ and Requines ACL authorzation” fiekds are seecied, and
= The resowoe Bself does nol reference any ACL recosds

ACCESS. (5 Qranted if 3t leas! one MAlChing ACL recoed 15 found
bbore nfo

% Defaull ACLs | SCriped REST Exiemal Detault a
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Select taret recoed
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Seripted REST Sarvice = | Update | Delwte

ud-vm-snew
+ o 8 Ag "
- Apphcation  ud-wmanage
=
) AP namespace  ¥_1831932_ud_yma_D
- [ Base AP pam  faplo_1B31532_ud_vma_Ohud_vm_sncw
» D Embadded Melp Role Priorizy (1 Protection policy — None: — A

Content Negoliahion | DoCamentation

Detalt ACLS may be sekecied to apply o all resources, but indvidual IE30UICEs can averride This selting
Tne Defaul ACLS are enforced for a resource when

* The resource Fequines authentication’ and Fiquines ACL auhorZation’ fekds ae seected, and
= The resource fsail does not reerence any ACL reconds

Access s granted i af keast one matching ACL record is found
Migee ity

# Detall ACLS | & | Seripled REST Extaral Defaull

Update | Delete

Related Links

HTTP method Rulative path Resource path AP wersion Active
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AP1gefniicn  uS-vEn-Show ¥ ADGRCHIEN  U-ATARAE

= O Securey + Name | alams actve B

Request routing
The route coNfigeration Specifies the "HTTR memo and Felathve It These fields Getenmine how HTTR CHents BOCESS s resounce.
Trie refathve path isenafies. tfa SUD-DAIN 10 TN NESOUCS fRLATYE 1 o8 BAse AP path. The netathe IR CaN CONLMN Dath DArBMEers Such as abcloy. The nequesting client specifirs ine i vakas, avalabie 10 e SCREC B rusime vea the: Bequest AP|
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& HTTR maihca | POST . Fotative path

Imphement the rescurce
AcCess feques! detals Ncluding LRI paT) parameters, query parameters, headers, and ihe nequest body wsing he- Recues! AR
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(request, response);

Penlecton poicy | - Mone - -

M -13
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(function process(request, response) {

try {
var payload = request.body.data;



gs.info(" @ € vManage Webhook Received: " + JSON.stringify(payload));

var alertMessage = payload.message || 'No message';

var alertSeverity = payload.severity || 'medium’;

var deviceld = payload.deviceIld || 'Unknown device';

var inc = new GlideRecord('incident');

inc.initialize();

inc.short_description = "vManage Alert: " + alertMessage;

inc.description = "Device ID: " + deviceld + "\nSeverity: " + alertSeverity + "\n\n" + JSON.str:
inc.urgency = (alertSeverity === 'critical') ? 1 2;

inc.impact = 2;

inc.insert();

response.setStatus(201);
response.setBody({ message: "Webhook received and processed." });

} catch (err) {
gs.error(" X vManage Webhook Error: " + err.message);
response.setStatus(500);
response.setBody({ error: "Error processing webhook: " + err.message });
}

H(request, response);
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Seripted RES T Rescurcs

© udwmansge

AP GeAnRGN  U--SOW
# Name | sanms Acthe
Request routing
The roiste configurason speciies thi 'HT TP memod and Reiatiee pattt. These fields determine how HTTF chents acoess this resource

The retative path identifies the sub-path fo Shis resouwce relaive fo B base AP path. The nelative UIRI can contain path parameters such as Yabolid} The requesting cient speciles She id value, avalable bo the script at runtime va the: Requesi AP
Bore iy

# HTTP method | POST - Frekitive path

Ienplennt the resource
Acorss request Getaili inchuding U i paramelers, query paramelers, hiaders, and Ih réquest Bogy using the: Request AP
Configure e pesponse including sefing the HTTP status code, response body, and any response headers wsing Be- Respunse AP

e iy
% Scnpt Tutn o ECMASENp 2021 (ES12) mode
; waalv [~ [Elea] %] ® S
i + procensreguest, response

war payload = request.body.data;

+ 230, stringify(paylosd));

var slermhessage - paylosd.sessage
var alertSeverity « payload. severity
var deviceld = payload.deviceld L

= niw Gl ideMecord] "incideat ');
Sec. indnialize);
inc.short_description = “vhana
imc . description - “De
B )
ency = (alertSeverity === “critica
act - 2

ge Alert: © » alertMessage; I
+ deviceld + “inSeverity: " + alertSeverity & “\min 4+ JSoN.stringlfy

response . setStatus(201);
response, setBody( | message: “Webhook recelved snd processed

MIZARESTH R#IC K

Ay — |

24 BT HRRBE, XREMNEELSD-WAN Manager Webhook i i& # % AKIURL.



25. Webhook URL:https://PDl.service-now.com/Resource path,

A B IR P M RHIURL: https://dev271953.service-
now.com/api/x 1831932 ud vma 0/ud vm snow
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SD-WAN Webhook

1. ZFSD-WAN Manager¥# §finEIMonitor > Logs > Alarm Notifications,

Alarms (0 @ Search Tat 1 Advanced Filter & Export {5}
Wmpacied Entities Saverity & Obest Alarw Type Mestagr Fislated Event Dt & Time Aection
L] E
Alsiaserancs -

14
SD-WANZ R & A1

2. B HAMMEREA,


https://PDI.service-now.com/Resource_path
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
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o Alarms Alarm Motilication Settings
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‘\ Mot ation Bule Mame Severity Alarm Kame Account Detads Updated s Updated Webhook ST ‘Webhook URL [xecution Username Actions
Tocts
o E
S———
o
srat
2]
-15

SR AMBNFRIREBHREA.
1. BAIBWH

2. BifjER
3. X+ AR : WebHook

1. AWebhookit#FiEBE : BE X

2. WebHook URL ( £ServiceNowiis
https://dev271953.service-now.com/api/x 1831932 ud vma 0/ud vm snow

B ERRNLZER24F OIEZMAPI )

3. WebHook#{E : 100
4. MRAFPBMZEIBEZE,

A

g%

4. BN IER,

5 EEFPRAFRNEBFREZFERENR. PMOMTE,


https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_snow
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- Monitor | + ansites . | Add Alarm Notifications
Mliwrutine
Overview  Dovices  Applications  Security  Multicloud  Tunnels
a
Alarms Events Audit Logs ACL Logs
figparal Motification Hams
- Alarms Alarm Netification Settings -
hytics. Al Type
Oject Type Object List Severity Types
4\ Motification Rule Name Saverity Alarm Hama
e Delivery Method
'
L]
Choose a Channel for Webhook:
‘WebHook URL ‘WebHooak Threshold
o
5450 [ [ -
Usernamae Password
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1. Al , EFERALURLIFRIServiceNowE KX, ©EEKPDI.service-
now.com/nav_to.do.
1. 7”451 : https://dev271953.service-now.com/nav _to.do

SErvIiCenOW A1 Favorites  Mistory Workspaces  Admin

ServiceNow Studio

Bu

7 Open ServiceNow Studio

GO FURTHER

Power your workflow applications

ServiceNow T/EX
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https://dev271953.service-now.com/nav_to.do

serviCennw | Al Favorites  History Workspaces  Admin ServiceMow

Iﬂ'ndxn~ ®

FAVORITES

No Results

ALL RESULTS dio

v Self-Service

Incidents 1e unified,

Incident ATF Suites

GO FURTHER

Power your workflow applications

& -17
.EHTEIT I
servicennw AN Favorites  History  Workspaces  Admin Incidents View: Self Service 1
B incdents View: Seif Service | Number » | Seanch ¥ @ | Actions on selected rows. w m
Number = Opened Short description
M 5.07. o ATE - Test
EHTHE

4. M\SD-WAN Manager CLI vshell , 3¥ServiceNowf {TCURLE % :

curl -X POST "<your_webhook_url_aining_servicenow>"

RIEE -

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"result": {"message":"Webhook received and processed."}}

5.5 ZServiceNow L Bl 2 E 4,



= Y &3 Incidents View: Self Service | for text - | Search

All > Active = true
[ @ Number QOpened Short description

-

INC0O010038 2025-10-09 00:29:25 vManage Alert: No message
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MRBERICURLFAEESHRIFLEIR , WTRAR :

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s
{"error":{"message":"User is not authenticated","detail":"Required to provide Auth information"},"statu

B8 5 BRI RN TR

1. SnEServiceNow StudioTUE , A EEMRLA(HILN : ud-vmanage) , REIEFERYEI A
REST API ( #lflud-vm-snow ) .

D 2 rn o App detai

¥ & Integrations (Inbound)
* [ Scripred REST API (1)
O ud-vm-snow
* D Security
k&, Rale (2)
* O3 Ocher
¥ O Contained Role (2)
F D Cross scope privilege (6)
¥ [ Embedded Help Role Priority (2)
¥ ¥ Scripred REST Resource (1)
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03 ServicoMow Studio =

R xmﬂ REST Service — [updam -

# Warme | (ETRSN0N Apphcation  Ug-vmanage
& APLID | wd_vm_snow AP namespace | X_1531502_ud_vma_0
Ao B Bass AFY pah | fapix_1831902_ud_vena_0Nad_wm_snow

Protection policy | - None - -

ity | Conlent Negotiaion | Documentiation

Detauit ACLS may be selecied 1o apply 10 all resounces, but Indnidual resounces can overmde this sefting
The Detaull ACLS a0e entoeced 10f  MES0UFE when

+ The resource Requires authentication’ and ‘Requires ACL AUHONZMON Nelss are selscted, and
= The resource Bself aoes nol reference any ACL recons

Arcess i granted ¥ af least one matching ACL recoed & found

Hdsre infg

* Defadl ACLs | 8 | Scripled REST Exlemal Default

Update | Debete

Related Links
Enab ing
AP

Regquest Hesder | Ousry Parsmeii

Hame - HTTP mathod Rulatve path Resource path AP varsion Actrog

POST apw_ 1831932 _wd_vma_iud_vm_sniw (emngey) e

EER
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3.[6 3% 35 B Security F BUH % Fauthentication flIACL authorization , 20 R Fff 7R
aFRESHRIE

b.EEACLEN

C.REEM

v | Conlent Negotiation | Documentation

ResOUCes Can specify SECUnty Setings that overmide the parent settings.
E)‘ defaul fESOLII'\'_&S'REqIJI'E MMMMEM'RNUQMLEMWMH' To make a resounce Fl.lbl[_ meaning no auhentcation EI’H".II'&G 10 Access the resowrce, uncheck 'Fbeqwesa.nr\em:xm For more info about conhgumg Sl:l'lmﬂ

REST APIs see oUr QIOOUCH 00CS.
To require authorization, select the ‘Requires AGL authorization” check box and select an ACL recond(s). Leave the 'AGL' field blank 1o enforce the "Default ACLS' from the parent AP1 ACCESS is granied if at least one maiching ACL recond s found
Mg o
Requines authenticason Requires ACL authorization [
ACLs | &

Update | Dalate

Related Links
Explore REST AP
AF| anahlics

Bun Poind Scan

& -21

4. X M\SD-WAN Manager vshel A {TCURLE = , XX,

£ RER

5. B £ £ SD-WAN Managers £ A &R , 60 :

a. < MSD-WANE&M & F ) — N BMLEEEER0NED,

b.J&EBRK B EMSD-WAN Manager=t FfTWAN Edgei i 25 BV 12 & 1,




c.1TiR A BEER,

o
¥ 7£Webhook B B HA 9] 1 S T 4 A B4R B 47 85

6.)¥ZServiceNow Rl H L B2 R A EH,

servicenow

¥ = incidents| Updated - &

v © | rmonsmection 0]

Al

Opermed Short descripticn Caller Priarity State Catgory Assignment group Assigned to Updited = Upaated by

2025-10-08 15:26:40 Viarupe Alert: The intertacs oper-sty nged o Up Guss 3-Moderste  Mew Inquiny / Help  [eemgity) gyl H025-10-08 15:26:80 st

2025-10-08 15:2640 vivarage Alert: The interface admin-state changed toup Guest 3 - Moderate Hew Inquiry / Help empty) fempy) 025-10-08 15:26:60 guest

2025-10-08 15:2637 viMarage Alert-vBond state changed Guest 3-Moderate  Mew Inguiry / Help emgty) ety 3025-10-08 15:26:37 guest

2005-10-08 15:2437  vMarage Alert: The intertace oper-state changed to down Gusest 3-Moderste  MNew Inguiny lempty) femepsy) H25-10-08 15:26:37  guest

08 15:2637 vivarage Alert: Mo acthe control vBond Guest 3 - Moderate New Inquiry / Help empty) fempy) 025-10-08 15:26:37 guest

viarage Aler: The interface adenin-state changed to down 3-Moderate  Mew Inquiry / Help empity) fepty) H25-10-068 15:26:37 guest

ViMarage Alert: No miessape Guses 3-Moderste  New Inquiry / Help  [empty) fempty) H25-10-08 152215 guest

vivarape Alert: Mo messape (e 3 - Moderate e Inquiry / Help empty) fempty) 025-10-08 14:56:53 uest

Inchdent - INC
A0S & * = ~ | Discus || Foow || Update || Resbve |[ Delete | T 4
Number | INCOOLO005 Channel one: -
# Caller | Guedt 4 = State | New -
Category | Inquiry / Help - Imgact | 2 - Medium -
Subcategory | -- None — - Urgency | - Medium w
Service ) Priity 3 - Moderate
Service offering ) Assignment group
Confipuration em ! Assigned 1o

¥ Short description | whanage Mert: The interface oper-

e changed to down 0

Description | Device |D: Unknown device
Severity: Critical

[ suppressed falie. devices™ [ system-ipr10.1.1 tname’ S intertace-stabe Changy”
o time® 1,5\1%92?209 entry time*17 S99623TE05 2

e 92T -c2aTCSAT A0
erface, State, Changerecebe time"
“gown I system g 10,1117 host_name’

rm.v- stabe-change” nlenze™ interface-state.
TSORAZITE0S2 message’ The interfsce aper umwngm o

"Rerpt-nam bRk M-V ana; =1

S996TAHT 10 vabues, short diiplay

t-hork-dma-vmanage T acknewhedged

>m| name” udut-krk-dmz-

0 reew-state”.

Felated Search Results

Related Recoeds  Resadution Indormation

Wateh st | B Wk mates it | £ || Bg

Work otes

‘Comments (Customer visibl
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sServicenow Al Favorites  History  Worspaoes  Admin Incident = INCOO10005

mgﬂm‘ms § + H -~ | Discuss Foliow Update | Resobve || Delete

Feelated Search Results

Notes | Relabed Records  Resolution Indpmeation
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HUEHEER

1.A\SD-WAN Manageri , # &/var/log/nms/vmanage-server.logfi i %& , ERSHTTP POSTEE
MR IR,

X Zh B9 Webhook Rl

03-0ct-2025 12:21:05,394 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###%%**
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [EventDataCollector] (device-event-processing
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###***
03-0ct-2025 12:21:06,745 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:21:07,192 UTC INFO T[] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-9) ||
03-0ct-2025 12:21:07,196 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-1) ||

KB Th B9 WebhookiE R Rl :

03-0ct-2025 12:24:46,949 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ##%%**
03-0ct-2025 12:24:48,065 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-15) |
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-14) |

2. BATE AT EIE IR | LAFBIASD-WAN ManagerfiServiceNowZ AN & ERBIEE,



S 3160894
& 3.204792
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Standard query Oxf3cd AAAA dev2T 1953 service -now.com

Standard query response Oxf30d AAAA dev2T 1853 service-now.com S0A edns140.uliradns.com
Standard query response Oxfii2 A dev2?1953.service-now.com A

45872 — 443 [SYN] Seq=0 Win=54240 Len=0 M55=1460 SACK_PERM WS=128

443 — 46872 [SYN, ACK] Seq=0 Ack=1 Win=23200 Len=0 MS5=1300 SACK_PERM WS=512

46872 — 443 [ACK] Seq-1 Ack=1 Win-64256 Len-0


https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/214615-vmanage-configure-alarm-email-notificat.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/214615-vmanage-configure-alarm-email-notificat.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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