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Create VPN Topology

Topology Name *
HUB-Spoke-VEN-Single-ISP

/PN Type
| New
(e SD-WAN Topology ) Route-Based VPN () Palicy-Based VPN

A\ SASE Topology cannot be
- . o selected because Cisco

B, Select VPN Topology Select VPN Topology Umbrella Connection is not
Select VPN Topol configured

@ @ Hub and Spoke Prerequisites

Prerequisites i ' Refresh

Cancel
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Edit Virtual Tunnel Interface

General
—

Tunnel Type

Device* @
[mn

Mame:*
VPN-0OUT-1_dynamic_wti_1
Dynamic Virtual Tunnel Interface (DVTI)* @ ¥ Enabled
VPN-OUT-1_dynarmic_vt_T v|+ 2 Description:

Tunnel Source: VPN-OUT-1 (IP Address: 203.0.113.1)

Hub Gateway IP Address @

Security Zone:
[ 203.0.113.1

VPN-OUT-1

Spoke Tunnel IP Address Pool*
[Select.._

Virtual Tunnel Interface Details

Template [D:*

Tunnel Source:
GigabitEthernet0/0 (VPN-OUT-1) = | | 203.0.113.1
[Psec Tunnel Details

IPsec Tunnel Mode:*
® |Pvd IPvé

IP Address:*
]

Loopbackl (VPN-Loopback-1B... = |

VPN Tepology Usage

Cancel OK
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Add IPvd Pool

Name*
VPN-POOL-198.51.100.0

Description

IPuvd Address Range®
198.51.100.10-198.51.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1=-10.72.1.150
Mask*
255.255.255.0

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

FMC )
Site To Site Overview Analysis Policies Devices Objects Integration Deply Q ¢ 3 @ admin -~
—
HUB-Spoke-VPN-Single-ISP#
Hub and Spoke Route-Based (VTI) VPN Topology
© v
Device Dynamie Virtual Tunnel Interface (DVTI) Hub Gateway IP Address  Spoke Tunnel IP Atdress Pool
frd1 Virtual-Template1 (VPN-OUT-1_dynamic_vti_1) 20801751 VPN-POOL-198.51.100.0 e
Threat Defense Source:GigabitEthernetd/0 (VPN-OUT-1) T Range: 198.51.100.10-198.51.100.20 .
2 Spokes @ Edit
3 Authentication Settings @ Edit
4 SD-WAN Settings Edit

- BET-SREARMER, MREFERZEO/XGRF , WA AR A#ERIED , tha
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FMC

Site To Site Overview Analysis Palicies Devices Objects Integration

Deplay  Q, en i @ admin -
HUB-Spoke-VPN-Single-ISP~#

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @

Edit
Device ftdl DVTI VPN-OUT-1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0
o Spokes @

Add Spokes (Bulk Addition) Add Spoke

Mo spokes are configured. Add a spoke.

3 Authentication Settings @

Edit
4 SD-WAN Settings

Edit

« EERBHEEWANARZONGEER, NIRREAZHENEOEY  CAEFIRE
BT, BdiNext , NRWIUEAKZD , MEHAID, N THERM , LW ATLULMEEN G XEHX
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Add Bulk Spokes

@ Aaddpevices

Available Devices"*

S, Search

Select VPN Interface Using *

2

(#) Interface Name Pattern @

|out

) Security Zone @

Select...

Validate Devices

Selected Devices*

ftd2
ftd3

frda




Add Bulk Spokes

N e
| Add

Device Name: fid2, Interface Name: VPN-OUT-1
Device Name: ftd3, Interface Name: VPN-OUT-1
Device Name: ftdd, Interface Name: VPN-OUT-4

Cancel Back
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;:ﬁ.o Site Overview Analysis Policies Devices Objects Integration Deply O @° 1+ @ admin ~

HUB-Spoke-VPN-Single-ISP~
Hub and Spoke Route-Based (VT1) VPN Topology

1| Hubs @ Edit
Device ftdl DVTI VPN-QUT-1_dynamic_vti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51,100.0
o Spokes @
el Interfaces | [ Add Spokes (Bulk Addition) | | Add Spoke
Device VPN Interface Local Tunnel [IKE) Identity
fd2 VPN-OUT-1 (GigabitEthernet(/0) Type: Key ID 7%
Threat Defense P Addrese:203.0.113.2 Value: HUB-Spoke-VPN-Single-ISP_ftd2 "
fid3 VPN-0UT-1 (GigabitEthematD/0) Type: Key ID ’5
Threat Defense 1P Address:203.0.113.3 Value: HUB-Spoke-VPN-Single-ISP_fid3 .
fidd VPN -0UT-4 (GigabitEthemet0/0) Type: Key ID e
Threat Defense 1P Address:203.0.113.4 Value: HUB-Spoke-VPN-Single-1SP_fid4. "
Viewing 1-30f 3 >
i Authentication Settings @ Edit
4 SD-WAN Settings Edit

« BULREIPsecEBRMIANSH , LA UBRBEFEREBELEB, £ Next ( T—F ) 4
&, BERXHF , BEANRRIASH.

HUB-Spoke-VPN-Single-ISP.»

Hub and Spoke Route-Based (VTI1) VPN Topology

1) Hubs @ Edit
Device ftdl DVTI WPN-OUT-1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0
2| Spokes @ Edit
ftd2 VPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-1SP_ftd2
Device fd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) Identity Key ID: HUB-Spoke-VPN-Single-I1SP_ftd3
ftdd VPN-0UT=4 Key ID: HUB-Spoke-VPN-Single-ISP_ftd4
e Authentication Settings @
Authentication Type * Transform Sets (IPsec Proposals) * IKEv2 Policies*
Pre-shared Automatic Key ~ AES-GCM = H oW AES-GCM-NULL-SHA-LATEST = oW
Show Details Show Details
Pre-shared Key Length *
24 The range is 110 127.
Ne
4 SD-WAN Settings Edit
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FMC

Sitm T Sits Overview Analysis Policies Devices Objects Integration Deploy aQ O o @ admin ~

HUB-Spoke-VPN-Single-ISP.»

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit

Device ftd1 DVTI VPN=-0UT=1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.32

2 | Spokes @ Edit
ftd2 VPN-0UT-1 Key ID: HUB-Spoke-VWPN-Single-ISP_ftd2
Device ftd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) Identity Key ID: HUB-Spoke-VPN-Single-ISP_ftd3
ftdd VPN-OUT-4 Key ID: HUB-Spoke-VPN-Single-ISP_ftdd

3 | Authentication Settings @ Edit

Authentication Pre-shared Automatic Key Pre-ghared Key Length 24

© sp-wan settings

Spoke Tunnel Interface Auto Generation

Static Virtual Tunnel Interfaces (SWTIs) are auto generated on each spoke using the spoke’s VPN interface as tunnel source 1o establish a VPN to the OVTI on each of the hubs, View more

Spoke Tunnel Interface Security Zone @
VPN=-0OUT=1 X v | 4+

Duetla‘y Romln.g Conﬁguratmn

GP can be enabled on the VPN overlay topology for seamless VPN connectivity from the spokes to the hub, and for spoke-to-spoke connectivity via the hub. View more

Enable BGP on the VPN Overlay Topology
Autonomous System Number® @ Community Tag for Local Routes * @

| | e5500 1 [Tow010

Redistribute Connected Interfaces®

Enable Multiple Paths for BGP
Allgwwes miultiple BGP routes to Be used al the same Ume 10 reach the same destination, Enables BGP 1o load-balance trafc across multiphe ik

m You have unsaved changes
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Tunnel Details (7]

Summary

Node A (203.0.113.1/500) ] ) Node B (203.0.113.2/500) [§
(B

IPsec Security Associations (1)
0.0.0.0/0.0.0.0/0/0 0.0,0.0/0.0.0.0/0/0

ftdl (VPN Interface IP: 203.8.113.1) ftd2 (VPN Interface IP: 203.0.113.2)

show crypto ipsec sa peer 203.90.113.2 show crypto ipsec sa peer 203.9.113.1
peer address: 203.8.113.2 peer address: 203.8.113.1
interface: VPN-OUT-1_dynamic_vti_1_va9 interface: VPN-OUT-1_static_vti 1
Crypto map tag: VPN-OQUT-1_dynamic_wti_1_vtemplate_dyn_map, seq n Crypto map tag: __wvti-crypto-map-Tunnell-@-1, q num: 65288, log

Protected vrf (iv Global Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (90.0.0.0/0.90.0.08/0/0) local ident (addr/m rot/port): (9.9.0.0/0.0.8.0/0/
remote ident (addr/mask/prot/port): (9.0.0.0/0.0.0.08/0/0) remote ident (addr/ fprot/port): (0.90.0.8/0.80 f
current_peer: 203.0.113.2 current_peer: 2083.0.113.1

#pkts encaps: 155, #pkts encrypt: 155, #pkts digest: 155 #pkts encaps: 154, #pkts encrypt: 154, #pkts diges

#pkts decaps: 154, #pkts decrypt: 154, #pk verify: 15 155, #pkts decrypt: 155, #pkts verify: 155

#pk compressed: @, #pkts decom sed: @ i ed: @, #pkts decompressed: @

#pkts not compressed: 155, #pkts comp Tailed: @, #pkts decomp not compr d: 154, #pkts comp failed: @, #pkts decomp f

#pre-frag successes: @, #pre-frag failures: @, #fragments crea #pre-frag successes: @, #pre-frag failures: @8, #fragments creatf
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing rea #PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reag
#TFC rcvd: @, #TFC @ #TFC rcvd: @, #TFC t: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @ #Valid P Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#pkts not offload decrypted: 154 #pkts not offload dec

#send errors: @, #recv errors: @ #send errors: @, #recv errors: @

local crypto endpt.: 3.0.113.1/5088, remote crypto endpt.: 20 local crypto endpt.: 203.0.113.2/500, remote crypto endpt.:
path mtu 1508, ipsec overhead 55(36), media mtu 1560 path mtu 1588, ipsec overhead 55(36), media mtu 1580

PMTU time remaining (sec @, DF policy: copy-df PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC pa L d bl ICMP error val tion: disabled, ackets: disabled
current outbound spi: 3EE69843 current outbound spi: D113FBF4

current inbound spi : D113FBF4 current inbound spi : 3EE69843

inbound 5851 inbound esp sas:
spi: 28) E62843 (1055299651)
SA State: active SA State: active
form: esp-ae m-256 esp-null-hmac no compression transform: esp esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, } 1 settings ={L2L, Tunnel, IKEvZ, VTI, }
slot: @, _id: 9, crypto-map: VPN-OUT-1_dynamic_wti_1_wvt4

lifetime (sec):

« FTD CLIE A A TR ERME S MBGPXYFRE.

EE Lk 2RIm
<tfroot>

HUB1# show bgp summary

BGP router identifier 198.51.100.3, Tocal AS number 65500

BGP table version 1is 7, main routing table version 7

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory

1/1 BGP path/bestpath attribute entries using 208 bytes of memory



1 BGP community entries using 24 bytes of memory

1 BGP route-map cache entries using 64 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 856 total bytes of memory

BGP activity 2/0 prefixes, 4/2 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
198.51.100.10 4 65500 4 6 7 0 0 00:00:45 O

<<<<< spoke 1 bgp peering

198.51.100.11 4 65500 5 5 7 0 0 00:00:44 1

<<<<< spoke 2 bgp peering

198.51.100.12 4 65500 5 5 7 0 0 00:00:52 1

<<<<< spoke 3 bgp peering

<tfroot>

HUB1# show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.0 255.255.255.248 [200/1] via 198.51.100.10, 00:00:18
<<<<<<<< spoke 1 inside network

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.11, 00:08:08

<<<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.12, 00:08:16

<<<<<<<< spoke 3 inside network

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 10 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.0/29 198.51.100.10 1 100 0 7

<<<<<<<<<< routes received fromspoke 1

Total number of prefixes 1

<{froot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 11 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.11 1 100 0 7

<<<<<<<<<< routes received from spoke 2

Total number of prefixes 1

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100.12 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.12 1 100 0o 7

<<<<<<<<<< routes received from spoke 3

Total number of prefixes 1

55 in
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<{froot>

Spokel# show bgp summary

BGP router identifier 198.51.100.4, Tocal AS number 65500
BGP table version is 12, main routing table version 12

3 network entries using 600 bytes of memory

3 path entries using 240 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
2 BGP rrinfo entries using 80 bytes of memory

1 BGP community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1360 total bytes of memory

BGP activity 5/2 prefixes, 7/4 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd

198.51.100.1 4 65500 12 11 12 0 0 00:07:11 2

<<<<<<<<< BGP peering with HUB

<#root>

Spokel# show bgp ipv4 unicast nei ghbors 198.51.100.1 routes

BGP table version 1is 12, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 2

*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 3

Total number of prefixes 2

<{froot>

Spokel# show bgp ipv4 unicast nei ghbors 198.51.100.1 adverti sed-routes

BGP table version is 12, Tocal router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.0/29 0.0.0.0 0 32768 7

<<<<<<<< route advertised by this spoke into BGP

Total number of prefixes 1

<{froot>

Spokel# show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42

<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42

<<<<<< spoke 3 inside network

RALEHFE (BEHB P OEHNES < BANEBGPATTRHA L RHE—ISP )
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