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BLE (A BEBIERRE )

RiFlFDC SDWANEEHERMBEE S [ :

data-policy <PoTlicyName>
vpn-1ist <VPN_Name>
sequence 1
match

source-data-prefix-1ist <BranchSiteServerSubnet>

destination-data-prefix-Tist <PublicIPSubnet>
|

action accept
set

next-hop <Firewall_IP>
!

Ri A FBranch SDWANEEH BRI RS M

data-policy <PolicyName>
vpn-Tist <VPN_Name>
sequence 1
match

source-data-prefix-1ist <BranchSiteServerSubnet>
destination-data-prefix-Tist <PublicIPSubnet>

I
action accept

set

tloc-Tist <DC_TLOC_LIST>
!

!
!
tloc-Tist <DC_TLOC_LIST>

tloc <DC cEdge01l System IP> color <primary colour> encap ipsec preference 100

tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
!
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EDC SDWANEH 2 LBELE :

!
sdwan
service firewall vrf X
ipv4 address <fw next-hop ip>
!
commit

DC SDWANE& Iz EN RHIEEE XL T B K E KBRS , 2RSS 2EEHL Cisco SDWANZE
2o SBAKEEARSTRY AR MM TSP X i B &K Et , DC SDWANERHZRR 2 F L EEHEIRR.

AR5 SE BRI E L E 0 AL IISDWANER 2R ARSS @A A

data-policy <PolicyName>
vpn-Tist <VPN_Name>
sequence 1
match
source-data-prefix-1list <BranchSiteServerSubnet>
destination-data-prefix-Tist <PublicIPSubnet>
I
action accept
set
service FW vpn X tloc-Tlist <DC_TLOC_LIST>
I
I
!
tloc-1ist <DC_TLOC_LIST>
tloc <DC cEdge01l System IP> color <primary colour> encap ipsec preference 100
tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
I
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Subnets Destination 2 Destination 1 ---> Public IP1 Destination 2 ---> Public IP2
Branch DCA1 DC2

SDWAN Tunnel(s) to DCH1

SDWAN Tunnel(s) to DC2
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Traffic path From Source to Destination 2

Tunnel(s) to Proxy Server
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Tists

data-prefix-1list <BranchSiteServerSubnet>
ip-prefix <ip/mask>

!

data-prefix-1list <PubTlicIPSubnet>
ip-prefix <ip/mask>

!

site-Tist <BranchSiteList>
site-id <BranchSitelID>

!

|

tloc-1ist <DC_TLOC_LIST>

tloc <DC cEdge0l System IP> color <primary colour> encap ipsec preference 100

tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
!

!
vpn-Tist <VPN_Name>



vpn X

REFAGEE , Bt THRE
HNEBEIN IR E

Internet Source(MS Teams)> DC1 FW(NAT)> DC1 cEdge01 > Branch cEdge01 > Server Subnet
1o

Internet Source(MS Teams)> DC2 FW(NAT)> DC2 cEdge01 > Branch cEdge01 > Server Subnet
2,

NFRRELWE , ZOTHFXESBNREPHRT
Internet Source(MS Teams)> DC1 FW,

Internet Source(MS Teams)> DC2 FW,
DC1RDC2i@DC Lt HInternet CPESF & B M2 H#IPIE & 4 internet,
DC1 FW > DC1 cEdge01,

DC2 FW > DC2 cEdge01,

&R PR Y By A S B FR

DC1 cEdge01 > Branch cEdge01,

DC2 cEdge01 > Branch cEdge01.,
BYESEEMNU(OMP)EEHN BRISDWANEEH,
Branch cEdge01 > Server Subnet 1,

Branch cEdge01 > Server Subnet 2,
REBF R RY 20 2 B& 2R B o

REBEIAS R E

BR%588 M1 > Branch cEdge 01 > DC1 cEdge01 > DC1 FW(NAT)> Internet Source(MS Teams),
B3 88 M2 > Branch cEdge 01 > DC2 cEdge01 > DC2 FW(NAT)> Internet Source(MS Teams),
NFRERW , ROTHRESBNRBEFINIT

Server Subnet 1 > Branch cEdge 01,



Server Subnet 2 > Branch cEdge 01,

MRS BRim#E 1T N BFEE H o

% X cEdge 01 > DC1 cEdge01,

% X cEdge 01 > DC2 cEdge01,

EREPHERR (RS5HE ) REWRERE,

DC1 cEdge01 > DC1 FW,

DC2 cEdge01 > DC2 FW,

155 A AR SR % LA I M\SDWAN cEdgeZEIDC E & MNFWHI T B B8 42,
DC1 FW(NAT)> Internet Source(MS Teams),

DC2 FW(NAT)> Internet Source(MS Teams),
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