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Tracker Types

f ittt | q- -~ "TTT=T======== \
I Tracker I
I Trackers Tracker Groups .. l
! Association !
_____ r—-——— - - - ———— e e e e A e - =
o s s s Emmmm=————— o Rl BN, F========= F=—=====-==-= I=-===- :
I
: Gateway Service . ! Endpoint Tracker
]
1 Tracker OS Endpoint Tracker Tracking Insertion/Fabric Object Tracker : Groups
___________'\ ______________________ Sy gy gy ey ———. !
I,’ 1 I ‘I
Tracker Static- 1 :
: Interface Route(only far 1 — Interface Db;(esii;:ra:ker
| Placement service VPN | 1 P
/
e i ielalel knkindeliadainkinkodode shelahele
: Tracker - !
! o D'”&f;‘.‘;‘“ SIGTunnels | ! [ IPAddress - sIG
1 Application ! :
______________________________
IP Address URL — DNSName — SIGTunnels
DNS Name SLA Profile — URL — Route
—  TCP/UDP

EE—1BEXD  BEANXE A L9 ERERST | Tracker Association, Tracker OS, Tracker
Placement# Tracker Application, T —ZpDNMRBE N5k -

1. BREREERER | WA RIWRRIRBRE NIRRT IERRIERZTA, Cisco Catalyst SD-WANXZHFE
—MNAGRFERASNRERS (HRBANZZ2D ) |, RESFAENSARSHAREANDSR
ORZERFRE, mflEFEendpoint-trackerA =X K IR ERESAH

2. BERESIRERS : o KPR HRERZEM Cisco IOS-XERBRERSZRIER, Cisco Catalyst
|IOS-XERHEF X IFM R EER -

- BERAM
- RHERR.

Fr & endpoint-trackerfgateway trackingZh8&&B A T 12 #2518 X (SD-WAN)E A 261 , Mobject
trackerlll A T B =& X (SD-Routing) £ FA =,
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RS LR A IR ER 2]
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FEAZ , BEHPELEEE  BEEEBEMEADIA), Z£EBRMMX(SIG). LR B%(SSE).
RS #HVPNIREREE

LA 2&Cisco Catalyst SD-WAN Edge ( 2 8] LA#R i cEdgeZivEdge ) L ZMNMERARBINEBRS /&
VPN R ERER RN R EMNEMH R



- . R

~ 4 \1-
f ~
i i
mermcenases 0=—  INternet/Cloud SaaS
Endpoint Tracker ~_ ~ ‘;.

for SIG/SSE T . -

Cisco
Umkrella

Route-based Object
Tracker for SSMNAT

tatic-Route-
Fiopiorhe-bae (static/dynamic)

Endpoint Tracker
for SIG/SSE




FEANRNBSEH TEENT —Bitit , BIBRET —B (BRI, REEHIMKRE ) 89
AR ERENRITHR AN ERE, ETHRAEXMXBENESELR  FHREERERE.

I AL {5 R B9 R I 3 B 2 ARP-request unknown-unicastiZ st 3B 2, ERMNEIRR

e Hello:10 #&
« Holdtime :100 #
o BUIEI/ARMERE : ARP

BT MKRIBER | & FSD-WANZ % EBtranport tracking , F T &4 #1118 % S Cisco Catalyst
SD-WANZIF 25 2 [B] Y B% FH B 2. X BN LA E BB FR3s A ICMPIRET R TR . IXESD-WANRSE
BB T £ A “track-transport” < BFH TEE . X BB TMNEBHWANIL & EH % 2|Cisco
Catalyst SD-WANRIFZFMIDTLSERE. BETHAEXEHRBRENFAGE , EHHEEER.

EFZE3]
“B < IR ER"(Gateway Tracking)ZhEBRIATE R T ESD-WAN LR E FE&HVPNR £ BB R (GRT)H

FEBSMIAREEAEE, ERAYEHATERMManagerERBEENARE LA , BEEAERIE
Ti#3, #815HIDHCPRRSERAVEIRT |, MERATAERE 7] SAM B ZEW/IRENRY BRI B S B8 FR VR

BLE

2RI\ R FCisco Catalyst SD-WAN:


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_default_gateway_7054.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_transport_3061.xml

system

track-transport
track-default-gateway

A
UTRZRIBREEMEEARIERNTSE
« B E 4 :Configuration > Configuration Groups > System profile > Basic sub-profile > Track
Settings section > Track Default Gateway(default:ON)

- |HE & :Configuration > Templates > Feature Templates > System template > Advanced
section > Gateway Tracking(default:ON)

AR S5 A 1.0F B 55 30 AE BF 2. O R ER

20.3/17.3kx A< 5| A T Service Insertion 1.08R ¥R , ZIEE S R AR RS bk ( Lz K tbuk ) AiHRIS
A, WERARBOGHDRMBMEF/EBEREHBET —HELS . BIEEService
Insertion 1.0 , BRIAER TEI RS bt /5 ARERSY ( R ) o EF L, H AR MRS i
HE1.0P 2R, BIERSRESREIEE T RS , B BEMAno track-enablefn 2 X L iR
BREy , A ERER/ BREEFEARERET D, BTXERERSRZAEA1.0THIRSR<E
WIRERER X BN FWMMRE ( BR/ZR) , AT REH4SH (WRE. E/AE. HR ). it
AbfE AR ERNZE R 2 ICMPE R E RBIE R,

ETHBAXBRSEAMORENFARGE , FHREEERM. REEA1.0REPERNRINERN

« N ERE : 605 IFEM
o I : 5K
o BIEA/ENER  ICMPRZE/INE

Service Fabric 2.0BREREM20.13/17.13RR A FF 45 #E i B9 Cisco Catalyst SD-WANH Service Insertion
20BN —F D, EXTMFTHNRSEALZES , BBEREXHNEREANRIAFT EZNARLLRX
IREREFIE M Mrx/txiE O M service-HA-pair R E X EMNIRS ik ( SRELMUE ), B2, FH

Service Fabric 2.0 , B E AT AN ERtb 3t P70 Fe &K ik, X 7] LAUBIE B X 830 1Y 45 i BR BR B8 5K


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html
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BESESD-WANLIRERZBEA1.ONERTEREMB, RIAMBRAT , FIERS it EFE A
Service Insertion 1.0IR BR88.

- B &4 :Configuration > Configuration Groups > Service Profile > Service VPN > ServiceZf 7

1.8 HAdd ServiceizH,

2R FRSTRE,

J.BRIERS I ( HZEZ4AN , BESDR ) -
ARMFRECEARE S (BN ). MREE, TUEALIIEE,

- |BELE :Configuration > Templates > Feature Templates > Cisco VPN(service)> Service&ZB %

1. Ko #rE RS &
2.1 BRSREL,

3.EICRS U ( HZZ4 , AESOR ) .



ARMRECEARE S (BIN) . MRFEE, TUEALIIEE,

AR ERESEISH (MNEEAREZERE ) , BERFAEHIEHEELNRS
it

MCLINBEXRE , RSB ONEEWN TR :

|
sdwan

service firewall vrf 1

ipv4 address 10.10.1.4
!
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RIFSRY REMEI S HAEETEOANLIRRESRN —BoHRUS R,
A BN L IRRERREWNRIEIED

« 1£SD-WAN Manager_Lt : Monitor > Devices > {select Device-Name} > Applications >
Tracker:

FIndividual Tracker FiEH , HIRIFEEENVRER[EMETRRENRITELE ( RERSFERE, RS
. iR, KRiREB, VPNES|, ENE, FIREE ),

« fESD-WAN Manager t : ¥ (Monitor)>i% % (Devices)> {select Device-Name} >E#
(Events):

MRERERF LRNVEE S , WHENHNBEFEETsPEZEMAEE , IOENE, EELER
. BREREREM, FREA. #hakR5IFvpn id.

EiB&MCLIE -

Router#show endpoint-tracker
Interface Record Name Status Address Family RTT in msecs
1:1:9:10.10.1.4 1:10.10.1.4 Up IPv4 1

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
1:10.10.1.4 10.10.1.4 IpP 300 3

Router#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

A1l Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*5 icmp-echo 10.10.1.4 RTT=1 OK 51 seconds ago

BT DIAR 1 O K un iR ERER
NAT DIAR % IR RS IR RS T E A T @I SD-WANB & & E RINAT DIALE O W32 51 #Y al s 4

WNTFEZEBRMZEADIAGEARS , NATDIARKRSRTERATREREARED , AL E 1T
BERFRZEONRETR  REBISD-WANESERRE ( FAMERKE ) ML BER, HINEEMN
20.3/17 3MRAFF ARSI A , MNATELNRIHAEIETIM20.4/17 AMRATF A AT . 20 5R BR BR 25 0 JE 2 #tb B Bk
P TCEBIINAT DIAZEOMER |, N AHBES MRS VPNECENATIEAR , HREAEHAE B EHK
ARE, RIRSSSEEHREINZEONKENRS, YRA[CNI ZBEBAEEETH , 28
M ZE B InternetlINATERH, ETHBEXRDARRSNFMAEE , BiHREEER.

FERIFESENH |, BAILUEREMBEINAT DIAZ O A5 B ML IPH UL ( BE R “‘endpoint-
ip”) , ENLIFHRBTLREE S (FQDN) ( B & X “endpoint-dns-name” )


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-dia-tracker

LA fE A ERET R B ZHTTPIE SR EIES |, IEF XL THTTP APIIERPDUM, EAMERN :

- HNEFE : 60 B
« I : 180% (H F#retries 3 = 3 x 60%)
o BIBI/BRNER  HTTP

- IEESY

DIABEFEN LB ED MUK , LB FEMREERNN S REREZIKEF L. R

Elt , HED XA [ EADIAR , JANAT DIAE B #YEA 7 ALR 5240 BHR B & A R &

, A% BRMAERS . N THREELRMDIAS R EM R Er £/ EREIDC ( BISD-WANESE
EFANATELR ) V¥R, D XMBSXFEDIANED ERIAXEE TEONK iRRERQN HE

, LB EIZ/DCHRENHEY R, BIXFMARX , TER I HKRAEERMIRSH S A AM

, BN RRRE DM E T, Bt MAEADIARLILERMRE

%
* —
| A intemet }
- nterne
] -
-

PRFNEEILEETEANKIRRERTESALIDES, UATREESE , EABRTHFE
BB S ARE,

« Bt & 4H:Configuration > Configuration Groups > Transport & Management Profile > Ethernet
Interface > Add Feature > Tracker:

1.8 X 48 0 BR BR 2R B FRo
AR A URIRERZRRE (EHTTPRIAMICMPZIH ) o
EE  H20.13/M1713MRAF 5| A T ICMPA in iR ERER R EL,

JEFRLiIn (ELRIPRRIANALIRDNSEMRZE ) -



AE  RIERLXRDNSEN , BHRREAEAHVPNEEEEXHEEZRBVPN/VRFTENX
BMHIDNSIRE R E RS 5.

4.5 A E) B ROE IR ERER RN Th e AV #tb 1t SRDNS B #R(FQDN) ( RXBURT E—FF] ) o

5. ( Al ) A LLE R E RN B BR”(Probe Interval) ( BRIAE= 60% ) M“EiXXE ( BIAE= 3K
) BAHnAR 4 BE A U B 8] o

- |[HEE:

SE1ETEONLIRBIRERME X : Configuration > Templates > Feature Templates > System
template > TrackerZf % :

1.7 Trackers F#4 T , #%&#FENew Endpoint Trackeriz 4,
2.7 N AR R RS B o

3.1%& ¥ Tracker Type ( fEinterface-defaultMstatic-routeZ 8] ) RO , E LA R DIASEFH =S5



o

4.3%$FEndpoint Type ( £IP Address-defaultFfIDNS NameZ [ )
550 A IR ER 28 R M Th BE A A % BBV L dm 1P 31 SRR IRDNSE R ( BRXNEBURT LE—FR )

6. ( A% ) &ALk ERE K Probe Threshold ( #FRMEE ) ( BRIAE=300ms ) . Interval ( BRIAE=
60% ) MMultipler ( BRIAE=3)X ) .

SE2 NFETEONKIRRERSENAIERHVPNLENEED  Templates > Feature Templates >
Cisco VPN Interface Ethernet > Advanced&f 4% :

1.4ETracker ( RIRES ) FERAWMA L —FSHE N MWKIRRESINE R,
MCLINAEXRE , BEEWM TR

(i) IP Address Endpoint :

!

endpoint-tracker t22
tracker-type interface
endpoint-ip 8.8.8.8

|

interface GigabitEthernetl

endpoint-tracker t22

end
!

(ii) DNS Name Endpoint :

endpoint-tracker t44
tracker-type interface
endpoint-dns-name www.cisco.com
|

interface GigabitEthernetl

endpoint-tracker t44

end
!



B#iA
EXEEN R IRREFERE W NR UL,
- FESD-WANEHES L : Monitor > Devices > {select Device-Name} > Applications > Tracker:

f£Individual Tracker N1 & H R IE R HL B B9 Tracker Name & & IR ERESHI 5 1115 2 (Tracker Types,
Status, Endpoint, Endpoint Type. VPN Index, Host Name., Round Trip Time).

« 7£SD-WAN Manager Lt : ¥ 1% (Monitor)>i% & (Devices)> {select Device-Name} >4
(Events):

MRERIRSE ERMERZ) , WENK BEGELB2PEZFMBES , SIOENE. EESER
. RERSBEM., FRE, #HatFRFMvpn ido

EiB&HICLIE -

Router#show endpoint-tracker interface GigabitEthernetl
Interface Record Name Status Address Family RTT 1in msecs
GigabitEthernetl t22 Up IPv4 2 2

Router#sh ip sla sum

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*2 http 8.8.8.8 RTT=4 OK 56 seconds ag

[0)

Router#show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold(ms) Mult
t22 8.8.8.8 IP 300 3
t44 www . C1SCO.com DNS_NAME 300 3

FA T SIGRE%18/SSERY 2 O & i IR FR B85

WRIGIR RS TSIGRE/SSEFA RSN , eXEXRFALVWEEIRET =N LMK Tm , I
EABYZLBEBEMMX(SIG)HEERFLLE(SSE) R ( HlanE %L, Cloudflare, Netskope
ZScalar¥ ) (WHE) , BARMIXL R, SIGRREMSSEMENZLRLTBEEAN -2 , Hd o
SHHEARREEMENSERSHBRA R, SIG TunnelsfE A RHI 2 FCisco Catalyst SD-
WANSIXLESIGIR LRI E MR ( M20.4/17.4Wizliﬁilﬁ‘ ) NIE~ R, ERMEESRNRETRNAR
, BIATSSEEAZES ( M20.13/17 13 AT ) , ATEEZER (BIERLLHE ) M
ZScalarE R rghy £ A=A,

ITEZA S BRBN G EARFPAERURZREE, & AZBRATREERLRAZNA (W



Microsoft 365 Salesforce ) WEN G LR RETNANZ LM, BERIE., SENE. WEKN
(IoT)RBREFENEZHD , NERANENZLMENERERBEE K, £tk , RENZLI
BEEERIFERMENEE , #FF NN Cisco SASERI RS H,, Cisco SASEEE T =RATRIMLE
MBZLIhEE | FRERFPRIRE TN R LTSRN, Z2RELESSE)R—MNEL
5% TRBALUHETIERENZSRS , ANBERLAFNITHINERYE, ETHRE
KSIGR2E/SSERFHRMNELER |, BRI EEE.

IEESY

M E T O WA IRIREATIXMSIGRE/SSERAES , P AFERERE MiSaaSs A
URLAIHEIOEN B EURLAL IR, S , SSERRNFERMNZRMRA , ENSASERE S NSSEX
D IEEFISD-WANZIEE, ARG , BEEEMNERBIZMNIPSechSE (EAHIFADC ) RN EAME
RAGZERTER. AFTNEREEANRERD TERRERS.

X TSSERME , FlMBRRETR (AERHEMH ) — EARAEENRNLIKRERR. B2, A
PSRRI BLUA R 62 B E L AR RERSR 2R EREREESIPSechEERE N, SSEFEMARIRIN/EE
ALRRERBFNSHAMT -

X FCisco SSE:

HRERBSZ 1 : DefaultTracker

IEE IR BRI LR %  hitp://service.sig.umbrella.com

IR SR H:API_URL
[ {&:300 ms

B8 3

B8] &:60 sec

%t FZScaler SSE:

IRERBSZ 1 : DefaultTracker

IEE R ERRILR IR © hitp://gateway.zscalerthree.net/vpnte

LimKA : API_URL
®{E:300 ms
T3

B8] F&:60 sec

X FSIGRRE , REXMINBEAL KRR, Bt , MRAFEEREREQSIGRHAE M IPSech
BEO , NARFIHEEETEONKIRRERS


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-secure-internet-gateway.html
https://service.sig.umbrella.com
https://gateway.zscalerthree.net/vpnte
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Datacenter

Branch

BLE

XN TSSERME , AFLTHFRABE LEMLIRERERS (FRFEFE ), BER, TEREREEXREM
Fo

ERBIREMY |, BHUIE L SIG/SSEE I EE>RE> NSRS > EIL:
1.7£Cloud Provider Credentials T , $]#tUmbrellasfCisco SSE ( F & ) KL,
2. BN S, MALID, APIZ4A. F4).

Set configuration group Configuration > Policy Groups > Secure Internet Gateway/Secure Service
Edge:

1.8 #HAdd Secure Internet Gateway=ZAdd Secure Service Edge,

2. ENBAHMUBEA,

3.1%#¥SIG/SSE Provider ( SIG/SSE1#R7 ) (Umbrellasi Cisco SSE) TR £ %152 —.
4 FETrackerfFPo T , BN AT IRERSF RN BFRAVRIPHb 3L

5 MRERENEN/BENLIRRERE , B2 A Tracker , REEEL KR RS (Name,
LigAPI URL, B{E. RN ARAER).



6.7EConfigurationEf T , BIEERRERE O , WA H P E XS (MInterface Name, Description,
Tracker, Tunnel Source Interface. Datacenter Primary/Secondary),

AR EFeTH , AR RN E UHNARRERIFEZTEENIPSechEiE, HEE , X
IEE_/l\E.I-ii$E£o

THSUAMHS T , IBEAXNAEESIEONZHEORAESENNE, R, BikE
OB EPENVNEE PSR-

R B 1% 4 Bl & Bl B (Configuration)>#& 4% (Templates)>Ih AE#E #k (Feature Templates)> 2Rl % £ BBk
M X >< (Cisco Secure Internet Gateway) I AERE R :

1.3£R“SIGIR " (SIG Provider) TV £ %324l ( “Umbrella”, “ZScalar’=s“Generic” )
2. IREREF(BETA)' 2D T , XA TIREVRERSF RN TheERY IR IP b3k

SMRERENEN/BEN LA RKRIRSE , BE T TERRSR , AREBELXIRRFREFENSH
(Name, ZiwKYAPI url, Threshold, IntervalFMultiplier).



6.7£ ConfigurationZ8 % T , #I2EFgE#E O (@B £ HAdd Tunnel) , BRAIEH AR E X SEH(HIA0
Interface Name, Description, Tracker, Tunnel Source Interface, Datacenter
Primary/Secondary),

EE  ESEeSH , AP AREE NNKRBRIFEZEE BNIPSechE, HEE
——MAEFE,

TESATHERS T  EEHEANZHEOREZENINE,
MCLINAEXRE , REMTAR :

(i) For the default interface-based endpoint tracker applied with SSE
!

endpoint-tracker DefaultTracker

tracker-type interface

endpoint-api-url http://service.sig.umbrella.com

I

interface Tunnel116000101



description auto primary-dc

ip unnumbered GigabitEthernetl
ip mtu 1400

endpoint-tracker DefaultTracker

end
!

(ii) For the custom interface-based endpoint tracker (can be applied in SIG & SSE use-cases)
!

endpoint-tracker cisco-tracker
tracker-type interface

endpoint-api-url http://www.cisco.com
1

interface Tunnel16000612

ip unnumbered GigabitEthernetl
ip mtu 1400

endpoint-tracker cisco-tracker

end

A
£ 2 BB AV 24 i BR BR B8R AV 0 UE L T
« 7ESD-WANE 25 £ : Monitor > Devices > {select Device-Name} > Applications > Tracker:

#Individual Tracker Fit# , A RFEENREHRENEFTREFRNEITER (RIRRRE, RS
. Biup, KImRE, VPNRES|, EHAE. FRETE ).

« 7ESD-WANEHE 2R I : 1538 (Monitor)>1& % (Devices)> {select Device-Name} >E#(Events):

MRERIRSE ERME RS, WENABEGELBPEZFMBES , SIOENE. EESER
. IRERERBM. FRA. #akR 5 Mvpn id.

EiB&HICLIE -

Router#show endpoint-tracker interface Tunnel116000612

Interface Record Name Status Address Family RTT 1in msecs

t Hop

Tunne116000612 cisco-tracker Up IPv4 26 31



Router#show endpoint-tracker interface Tunnel116000101

Interface Record Name Status Address Family RTT in msecs
t Hop
Tunne116000101 DefaultTracker Up IPv4 1 10

Router#show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold(ms) Mult

s) Tracker-Type

DefaultTracker http://gateway.zscalerthree.net/vpnte API_URL 300 3
interface

cisco-tracker http://www.cisco.com API_URL 300 3
interface

T ARSS 3R A E 2. 019 332 O K im BR BR R

Service Fabric 2.0BRER220.13/17.13MAFA S| AR , BIRFSEA1.0RERNERBETEK  HAPHF

AIE SR BE LIREREE, BRIATHREBE L—RANERSZEAN.0), RIABERT , 283K
FRER , B rx/txWyservice-HA-pairf E LB MRS ik ( Sk At ) o B2 Service Insertion
2.0, IRERMHE ( BURERMIP/KiR ) AT S E L it ( BERRS i ) 97, XBEIVPNEH E
EUHBENARIRRIERERTR. BT A XService Fabric 2.0IRERSIMNFMER , BHREEE
H.

MRAFIERERARIARIRE | NRERSSIERMNAHTAR -

« Hello:&3081 )%

o T : 3R

 BIBBARNKE . ICMPRZE/RIZ
MERAFIERERBENRERSE , NRRSFHEMNPHE R -

« Hello:&60# 1 XM

« I : 3R

- BURGARNZER | ICMPEIRE R/ &
ER =G
FIES S PREMRSEA . ONEARGIEEXEEA,
[

Y #Service Insertion 2.0 E T ITERNEE , XR—fmSs5|5MWE% , BBTEICLEFRAER
, A EEIREREEA T/ERES R,

1ERE>RFAEACRSZEENLBD TENLRSHE — B EA -
a.® #Add Service Chain DefinitioniZ4.,

b EEEARSSHY B MR BB,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html

c.EEBFRER (BIMNTHFIZRPIERE ) Service Typeo
2EBRE>RFBEA>RFERED D TENRFEEXH —BEA :
a. RERMRFEEE.,

b.#£Service Chain Definition2F & , 1EIZFRB H Select Existingfy £ 1E %4 , AR ERZHIENXH
BRS5 .

c.IRHE T RS I B LRI B MU,
d.E FHERNRSNRSHEE SRD |, EFRSEVPN-ID,

e R, HTFBSEZOIPENNEMNES (AFEAEET ) |, ERSFMEL FRENEXR
(IPv4, IPVEERBRIEESRE ) .

fiEFAdvanced Ei%4E. 1R FEE B Hactive-backup/HAfE R RHI(E 8 /3 FAAdd parameters for
Backup@r ) , REBIEFEE X BHE LARERERES ( [FEY/Z A Custom Trackerfi T ) o

g MRBFHOM)REEL —MEOHARS , MEKERFHEEREBE LS —MEOH#A(X)WTE
W, EF FrTraffic from service is received on a different interface knop.

h./S FAAdvanced#Custom TrackerfEHl/5 , X RS IPv4ttiat ( 3 &itbat ) . SD-WANEEHEF O
( RSERERZED ) MRERH[LE (R ) . BETMLMERBEIREREESE , HlanE R
R (BE R Teditiz ) o

I NBNEREXNBRSEELSRKE). (). (9F(h).

3.fFService Chain Instanceff i1 £|Configuration > Configuration Groups > Service Profile >
Service VPN > Add Feature > Service Chain Attachment Gateway T B9Edge - Configuration4i &Y &g
B EX S

a. TR AU AR 55 85 B 44 U SR 3B R B9 B R A U B o
bR RIE LRI BRSFEE X ( FE] ) -

CEMRIMRBRIESR2FHIATHFAFE . N TRERSFENL , BRI —THHE—XINETEENKE
EIREZESEMN , HERREESSER ( Mservice-icmpHlipv6-service-icmp ) o

MCLINAEXRE , BKEBMTAR

|
endpoint-tracker tracker-service
tracker-type service-icmp
endpoint-ip 10.10.1.4
|
service-chain SC1
service-chain-description FW-Insertion-Service-1
service-chain-vrf 1
service firewall
sequence 1
service-transport-ha-pair 1



active
tx ipv4 10.10.1.4 GigabitEthernet3 endpoint-tracker tracker-service

A
£SD-WAN Manager Monitor > Devices > {select Device-Name} > Applications > Tracker L:

fIndividual Tracker Fi&H , H B EEENVRRFENEFTRERFINRITES (BERSFLE, RS
Kim, KipkB, VPNE5|, WL, FIRETE ),

1£SD-WAN Manager Monitor > Devices > {select Device-Name} > Events L :

MREERERSFLENEEZ , WAEANAY BEFELRPPIEZIFHAEE , SIUENR. EEIEN
BREREF A, PR, #uk R 5Hvpn id.

EiB&HICLIE -

Router#show endpoint-tracker
Interface Record Name Status Address Family RTT 1in msecs
1:101:9:tracker-service tracker-service Up IPv4 10

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
tracker-service 10.10.1.4 IP 300 3

Router#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*6 icmp-echo 10.10.1.4 RTT=1 OK 53 seconds ago

Router#show platform software sdwan service-chain database

Service Chain: SC1

vrf: 1
Tabel: 1005
state: up

description: FW-Insertion-Service-1

service: FW
sequence: 1
track-enable: true

state: up
ha_pair: 1
type: ipv4

posture: trusted
active: [current]
tx: GigabitEthernet3, 10.10.1.4
endpoint-tracker: tracker-service
state: up



rx: GigabitEthernet3, 10.10.1.4
endpoint-tracker: tracker-service
state: up

ATRSEERENFSEBLRRERS (kSR )

EMRENKXIRRIFRBFHNNETESHEENLIRRERSR, EWEMRESR , XERENRESR
FTEATRERSWVPNT EXLAVEMERSIEAMN T —Bitit, MINERT , A BEE MBS
RSB EIOMPIHNH , HZDE , B2 HNRSSVPNIFIAIZE I RORFIR A1Z B AR
IR (ERFT—BERHBRERNTLOC ) » HMAMKENERBIFESHSHBENER,

BE A6 NRHAEAFHT Bt TEIE , ZBRHTL2EFLEESEIOMP, XASHREHEE
BEIERRESNRE, SREEFRESSEEIHAKAH , LBRREH T — Bkitut 77 Fikad
, T HEBRSKABESTIOMP, LthIhEETE20.3/17.3MAH 5| A , ATFERIPHu XA ETHAKHN
KIRIRERET. M20.717.7hRASHEE |, AN T XX @ T — Bk IP# ik B9 45 E TCPZR UDPUR O & 3% IR ERER 1R
MITHEEM X IF(EFE A R EENIT AR LR OHTRENBERT), ETHEXRBRIKHBIRSMNE

MER , BiHRE B

LA ERAR R KRB R — MR MICMPEI N ERBIE D, EANEIRR

« Hello:60 #
« Holdtime :180% (i F#retries 13 = 3 x 60%)
o BIRERNER - ICMPRZ/NE

- IEESY

XMETHSRANARRERATRSHRRESSEEAPHT — B, HPF—FEILFRZR
BRE =3 ER/Z R RSN NALANG T —Biitit | XL KA ZET AP/ ERER

, ASEORBEASZEORDE TR AENSE, HRAEANCTIEETE , INETEH
RAIM BT R LR O, B0 HRERES AT REZETCP/UDPYE M 218 T LANREL X 55 54
B OMN T —BkIP#bt,

Outside !
Address :

]
------

- e


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/track-static-route-ios-xe.html

BLE

MRFNEEXLETHIKANK KRR T REALIREE, UTREESE , E4ABRTA
FRENEESERE

» Configuration group Configuration > Configuration Groups > Service Profile > Service VPN >
Add Feature > Tracker:

1T AEREEXH ( LRin ) RERSRRMABHR, HIBMBRERRE o

2R A WK  BAERTEARBEENRIERT —BIP#ut (%R Address ik 1ZH) , EREEH
ZETCP/UDP# A (%1% Protocol £ 1 1% ).

3P R A st , INRE E— S FhikBProtocoEN KR iHHEA | NEEH AWM ( TCP
UDP ) MO8,

AMRFE |, EULE SR EIFR, BEiRRXHBMELR RFIAIRIAE,
« Configuration > Configuration Groups > Service Profile > Service VPN > RouteZ8 %" :
1.1%&#Add IPv4/IPv6 Static RouteiZz4l,
2EBEFMESR , flanMEbit, FMEE, T—Bk, #uMAD,
3.5 HAdd Next Hop With TrackeriZ4,
AEFWMAT B IUAD , RENTHIIRFERTHCIRN (LK ) RERS|EM.

%,JLEEEConflguratlon > Templates > Feature Templates > System Template > TrackerZf %

1R HEKRRER"EE,

2RNEREE N (Liw ) RIRSFREE W,

3 BRERES A (Tracker Type)&# ik 24l B & Jy static-route,

A4 EREHER | ERAT —BhIPHa (ERIPHnEEEIRA ) o

5. 5A1P 3 3k 48 5 A LI IP,

6.URFE , BUUERRNE R, EiRBALR R HIHEINME,

+ Configuration > Templates > Feature Templates > Cisco VPN(Service-side ONLY)>
IPv4/IPv6 Route® % :

1.1£ % New IPv4/IPv6 Routeiz 4,
2IEBEFMESR , R, Mx.

3.8 HAdd Next Hop With TrackeriZ4,



4. EFWMAT —BEUtAD (358 ) , A FHMALRCIEN (LI ) RERSBEAN.
MCLINAEXRE A EREWM T

(i) For the static-route-based endpoint tracker being used with IP address :
!

endpoint-tracker nh10.10.1.4-s10.20.1.0

tracker-type static-route

endpoint-ip 10.10.1.4

|

track nh10.10.1.4-s10.20.1.0 endpoint-tracker
|

ip route vrf 1 10.20.1.0 255.255.255.0 10.10.1.4 track name nh10.10.1.4-s10.20.1.0
!

(ii) For the static-route-based endpoint tracker being used with IP address along with TCP/UDP port :

endpoint-tracker nh10.10.1.4-s10.20.1.0-tcp-8484
tracker-type static-route

endpoint-ip 10.10.1.4 tcp 8484
|

track nh10.10.1.4-s10.20.1.0-tcp-8484 endpoint-tracker
|

ip route vrf 1 10.20.1.0 255.255.255.0 10.10.1.4 track name nh10.10.1.4-s10.20.1.0-tcp-8484
!

1A
B AL B Y L im BR ERER B A NR UE X 45,

« FESD-WAN Manager Monitor > Devices > {select Device-Name} > Real Time:
1.7£Device Options & , # A “Endpoint Tracker Info”,

2.%Individual Tracker(Attach Point Name) TR & , HiRIBEE B EM Tracker Name&EF R ERESN S
1t45 B (Tracker State, Associated Tracker Record Name, Mi%& BLHAIMEER, LXREH AT
B E).

« FESD-WAN Manager Monitor > Devices > {select Device-Name} > Events:

MRERERERMBHZ , MWANYESFELEBSPERFAES , SINENR, EEIBHN
. RERBRBIN, RS, iR F HMvpn ido

EiB&MCLIE -

Router#sh endpoint-tracker static-route
Tracker Name Status RTT in msec Probe ID
nh10.10.1.4-s10.20.1.0 up 1 3

Router#show track endpoint-tracker
Track nh10.10.1.4-s10.20.1.0



Ep_tracker-object
State 1is Up

2 changes, Tast change 00:01:54, by Undefined
Tracked by:

Static IP Routing O

Router#sh endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
nh10.10.1.4-s10.20.1.0 10.10.1.4 IP 300 3

Router#sh ip sla summ

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*3 icmp-echo 10.10.1.4 RTT=1 OK 58 seconds ago

EFT-BR-11#sh 1ip static route vrf 1
Codes: M - Manual static, A - AAA download, N - IP NAT, D - DHCP,
G - GPRS, V - Crypto VPN, C - CASA, P - Channel interface processor,
B - BootP, S - Service selection gateway
DN - Default Network, T - Tracking object
L - TL1, E - OER, I - iEdge
D1 - Dotlx Vlan Network, K - MWAM Route
PP - PPP default route, MR - MRIPv6, SS - SSLVPN
H - IPe Host, ID - IPe Domain Broadcast
U - User GPRS, TE - MPLS Traffic-eng, LI - LIIN
IR - ICMP Redirect, Vx - VXLAN static route
LT - Cellular LTE, Ev - L2EVPN static route
Codes in []: A - active, N - non-active, B - BFD-tracked, D - Not Tracked, P - permanent, -T Default Tr

Codes in (O: UP - up, DN - Down, AD-DN - Admin-Down, DL - Deleted
Static local RIB for 1

M 10.20.1.0/24 [1/0] via 10.10

.1.4 [A]
T [1/0] via 10.10.1.4 [A]

A TVRRPIR BRI 8 OX RIRERET

NRRERREN BERERE (ERARM ) RITWRER, XERERFHEARFIMNETVRRPH
B O/MRERRERS VPN NATRERTRF,

¥ FVRRPIRERE ARG VRRPARSBEREERRASHE, MEEVRRP LEMRZE SO XA

, RENERRHEIVRRP, LANMERFHHEBVRRPEHEKNEEVRRP , NIRZHREREN

9€o Jtt{?;ﬁl ZHIE R Fservice-VPN , H#EBITFHESD-WANEE & 4 #Ert FELANIGR X VRRP &
THRERER ( Essrztﬁ?&u:il&%ﬁ ) o BENIRERSEEREIIVRRPA , RAEFEAXN RIRERES

( ﬁ'ﬁ# LURERERER ) o LLIHBERM20.7/17.7KRA5| A® , & A FCisco Catalyst SD-WAN Edge.

RERBRULAL REER BN T, MR , EEALBHICASRKRERRFZRS (FIH/XA ). ET



EOLERMURERSTEERMNAEMR — HEO/MFELERIDICAN , RERSBLETR
DOWNIRDS . ARG , BIEXAHBERIEE , VRRPEFGHEMNEEF WS, ETHEXVRRPEOR
FHENFEMAESR , FiHaRERE,

158 F Z= 451

RIFXZHEETVRRPHZEOREMENINE  FESNMEARS, Bl , TENHHERXZ0)ED
(IEEAXRTLOCHENEMPEEZD ) H(i)SIGED ( SSIGREHEOMEX ). EFMHERT , ¥
IR ER B9 &R 0 &R = 4 O 4R B N

i B Bk ) B9 XX 2% B 2 BR ER A R EHFEFIVRRPAE, MRRIRBAXNR ( AP HSIGREERE DO
) REBE , XFFEAVRRPERHBFMAMERZMEVRSKR , FBEANEARMASRKAERH
2o WREEHRAUBEAFRBENRELMRAME

1.8/ - B, BREXNSRSMUPEREIDOWNNER T , ATHEHE LEEVRRP VIPHY#
ABVRRPE ERBR D R D FEAME

2. kM XR—MITE , ERENRRESMUPHREDOWNEYS , VRRPHEZEMAED £Xx
Mo ERIEXNMERKFINERRP , FRWER LS X,

TLOCE MEEI : i &K B HSDWANLE S IEX FRR B3 A £ RS VPN LIZTVRRPHI I R
, MREBEE , IVRRPERHBHNTLOCHETFIRA1, BEZWUEEREH MENIE, X7
ERMWANZILANK R EHVRRPEEHES AN GRS, MLANEIWANK FREHVRRPET KM
VRRPHLFIFTR 5|, BLIhEEIR FVRRPE ORI, MCLIBEXRE , X2 —NiE®m S (toc-
change-pref),

. Branch .



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/m-vrrp-tracking.html

BLE

MRRERFNVEEELS BREEFHREERTK , REFE/EEservice-VPNLAAM#E O ThEEER T
X RREREEEFENAVRRPA, EEEAT , BT EEIRECR XY RIRERER 7500248 52 AR 55 &
B X AR OB EXAaas , 2L T s, TEREETCHNAE , EFERTRA/EGE
VS B 75 AR EL,

» Configuration group Configuration > Configuration Groups > Service Profile > Ethernet
Interface > Add Feature > Object Tracker:

. NE XX RIREREF IR B A A,

. 1% $E Tracker Type(fEInterface MISIGZ []),

D EX RIRERZRID,

REEOEN ( EABRTSR2PIEFENEDR ) .

A WON -

« Configuration > Configuration Groups > Service Profile > Ethernet Interface > VRRPZ % :

. #EIPv4 Settings T , ##Add VRRP IPv4,

. B X VRRPAIDH 7 th AR 55 i LA A P32 O 4R it A it 4 e 4 o

 REVRRPEEIP(VIP) i,

. BATLOC Preference Change®i ¥ #E#TLOC Preference Change Value ( B T4 IEFT i
B ) o

. RiFAdd VRRP Tracking Object,

. fEAssociate Object Tracker T~ , M2 B 81| 2 &9 Object Tracker(EFName) FHL 5|k ikF

. & F Tracker Action(ShutdownziDecrement),

. % ADecrement Value ( EFBURTFESR7FIEFHIED ) o

A OWODN -

0 N O O

« £ 4B E Configuration > Templates > Feature Templates > System > Tracker&B% :

. ¥ #HNew Object Trackeriz

. % Tracker Type(fEInterface MISIGZ [A]),

. BEXRID,

RMEOER ( EABRTSER2PERMED ) .

A OWODN -

« Configuration > Templates > Ethernet Interface ( & F RS ) > VRRPE % :

1. B #HNew VRRP#Z4,

2. EXVRRPAIDH 73 bbBR S5 LA A P 82 O 12 A s 48 5 4% ( WTa%k , BRIAE 100 ) o

3. BEHEVRRPEXLP(VIP) it

4. B FATLOC Preference Change@n <+ 12 #tTLOC Preference Change Value ( i T2 IEFT #i
B )

5. #£0bject Tracker & , #&Add Tracking Object,

6. AN RIBERRID (EREERTEN ) -

7. 1% $ZF Tracker Action(ShutdownziDecrement),

8. f ADecrement Value ( EHBUR T ESTR7HIEFHIED ) ,

MCLINAEXRE A EREM T :



(i) Using interface (Tunnel) Object Tracking :
!

track 10 interface Tunnell line-protocol
!

interface GigabitEthernet3

description SERVICE VPN 1

no shutdown

vrrp 10 address-family 1ipv4

vrrpv2

address 10.10.1.1

priority 120

timers advertise 1000

track 10 decrement 40

tloc-change increase-preference 120
exit
exit
|
(i1) Using SIG interface Object Tracking :
|
track 20 service global
|
interface GigabitEthernet4
description SERVICE VPN 1

no shutdown

vrrp 10 address-family 1ipv4
vrrpv2
address 10.10.2.1
priority 120
timers advertise 1000
track 20 decrement 40
tloc-change increase-preference 120
exit
exit
|

A
BFWANED A A TR A VRRPAE AR 2 =Bl & A X RIRERER

« F£SD-WAN Manager Monitor > Devices > {select Device-Name} > Real Time:
1.#£Device Options T , & A“VRRP Information”,

2.%EIndividual VRRP Group(Group ID) T , RIEEEREN N RIRFF[IDEFRRSFNEITER



(Track Prefix Name, Track State, Discontinuity Time#lLast State Change Time).
« F£SD-WAN Manager Monitor > Devices > {select Device-Name} > Events:

MREXN KBRS LRNERSESR , M EHEZENHENVRRPASENEIRES, HNH BES
ZEWID ( BHRERAVIPERSENR ) , HPFISHMAER , SINENE., ifwS. grpid,
addr3k &, ifE %R, vrrp group-state, state change-reason®lvpn id,

EiB&HICLIE -

Router#show vrrp 10 GigabitEthernet 3
GigabitEthernet3 - Group 10 - Address-Family IPv4

State is MASTER

State duration 59 mins 56.703 secs

Virtual IP address is 10.10.1.1

Virtual MAC address is 0000.5E00.010A

Advertisement interval is 1000 msec

Preemption enabled

Priority is 120

State change reason is VRRP_TRACK_UP

Tloc preference configured, value 120

Track object 10 state UP decrement 40

Master Router is 10.10.1.3 (local), priority is 120

Master Advertisement interval is 1000 msec (expires in 393 msec)

Master Down interval is unknown

FLAGS: 1/1

Router#show track 10
Track 10
Interface Tunnell Tine-protocol
Line protocol 1is Up
7 changes, last change 01:00:47
Tracked by:
VRRPv3 GigabitEthernet3 IPv4 group 10

Router#show track 10 brief
Track Type Instance Parameter State Last Change
10 interface Tunnell Tine-protocol Up 01:01:02

Router#show interface Tunnell
Tunnell 1is up, line protocol is up
Hardware is Tunnel
Interface is unnumbered. Using address of GigabitEthernetl (172.25.12.1)
MTU 9980 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 2/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel Tinestate evaluation up
Tunnel source 172.25.12.1 (GigabitEthernetl)

HE




H T RF VPN NATER BREY 2 O /38 B X SR ER BR 85

FRSSIHNATI R IR ERER 220.8/17 . 8MRAH 5| A —INhAE , HPF RS HVPN NATHRERN A2 H/
it ( AEPERANATHIRNZBZIASNAT ) NATE () KT A EBZ b ith 1k 7] 75 18] 2R (i) LAN/BR &5 3w 32 O B9 4%
BB EEENN RRESZHUPHEESZIOMP, Eilt , ATAEANN RIBERS[XRI()EAR
(IO, BELANBTEZSHLANE OMRE , BEOMPR IR BRNATEE B S . & BAfECisco
SD-WAN ManagerhZEEFEH A , LAUSERINTMIER T BLNATHRHBES,

IRERSR AL REREAFENEE. ik , SEA)BBERPEFERBESRE |, R(i)EBEHIVURSKEBE
REREBERA (TF/xMA ) . FERBHZERETEOLEMUNBRERSN , FTREERMER — 8
HEZERFOLBEBHICAR |, BERBtEESTADOWNRES. SN RIBEIRFFTHKANATIEGHE
AR AEE Bttt TENEEIEBETOMPH, ETHAEXRIRSVPN NATIRERESHNFMAER , BiF
EE EiE .

15 F Z= 451

IRLANEEORLANBIRKFA |, BRSWNATH RIBERBRQBFIKRH. BUNEFEESEHES 28
SD-WANEEz: A THEFMSMIER T WENATHREHBS, ET-—NMARGP , BERrinEELR
REHXHHESR. BR , HERNAES XL (EHAR ) EWRSH[HEBEMER , HE
LAN-side ( fRS5im ) MAOEAE S XHNE—LEMTTR , SHILFRB, EXHERT , HEE
AN RBERFNA RS HNATE |, FRAR — BOEFAHERHbitEEEAOMP , BRXBEES
IR AVEREBSREEEM T AR S XHHERD S, MREH AOMPREHE S £ RKHEL 2 H
, MREB&RASH T REMZMERIL &R RE 7 32 P BRSS 25 M # A R\

ip nat inside source static 192.128.22.1 12.0.0.1 vrf 1 match-in-vrf track 1

A"
| I Not Advertised to OMP
E : 12.0.0.1 (K]
: I

Client
192.168.11.1

T

I
' Small Branch -

-

e e i ——— = —————

BLE

MRRERFNVEEEL BREEPHREERTR , ARG RRERER M I0E RS VPNIIEE
WA EVAENNATER ( AEBSHAEHE ) . EEEAS , BYEERICEX RIRERERNINEAE
B AR S5 BL B SCAF AR OB IE AP RVIR T, BEfEL T AlE,. THREETCWNSEE , BFEURT
AP ERnEET ERE,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#service-side-nat-object-tracker

Configuration group Configuration > Configuration Groups > Service Profile > Add Feature >
Object Tracker:

. NE N RIREREF R B MM A,

2. i%&$¥ Tracker Type(fEInterface Mroute Z [€]),

3. DB KIRERERIDo

REEOENIRMEEHIP, BHIPEBEFNVPN ( EABURTSR2PERNEDR ) .

—

SN

« Configuration > Configuration Groups > Service Profile > NATEB %" :
1.8 Add NAT Pooliz4l , BIENATH(N T AR SSNATER4FER).

2. RENATHAIFEME LR , HlZNatPool Name, Prefix Length, Range Start., Range End#
Direction,

3.1EE—Eh o i EStatic NAT , ARE#E TTAJD New Static NATIR4, (B AT LLUER RN RIRERES
EEB N AMBNAT ) o

4 RBFEMER , HIEURIP, BHREHIRIPHESNATSE,
S5 XN RBIRIFFERT , NTHRIIRFPER L CIBRIIT RIRERES.
. {&% Bl & Configuration > Templates > Feature Templates > System > TrackerZ8 %" :

1. B #HiNew Object TrackeriZ4,

2. & Tracker Type(1EInterface Mroute Z [).

3. PEXRID,

4. REEOEZRNIFEAIP, BHIPEBHMVPN(EABIRT SR2FIEFERIED),

« Configuration > Templates > Cisco VPN ( B TR i ) > NATEZB% :
1.8 HNew NAT Pool ( FTENAT ) = BIZENAT (Rl & SNATAE),.

2REUNATHNFMAER , MNatBBF, NATHAIRKE. NATHSEETIH. NATHEE LS RN
NATA [,

IBER—HDPHIESNAT , A58 ENew Static NATIRH, (& AT BUE RN RIRERRREEE
REBBAHNAT ) o

4 12 MERIPHb YL, BIREHRIPHLE, BANATHEEFAEE,
5.1 I & IR ER85"(Add Object Tracker) ZERT , B A L HT QI E X RIBEREIH B Mo
MCLINBEXE A BEWNTR

(i) Using route-based object tracking on SSNAT (inside static or inside dynamic) :
|
track 20 ip route 192.168.10.4 255.255.255.255 reachability
ip vrf 1
|
ip nat pool natpooll0 14.14.14.1 14.14.14.5 prefix-length 24



ip nat inside source 1list global-Tlist pool natpooll0 vrf 1 match-in-vrf overload

ip nat inside source static 10.10.1.4 15.15.15.1 vrf 1 match-in-vrf track 20
|

(ii) Using interface-based object tracking on SSNAT (inside static or inside dynamic) :
|

track 20 interface GigabitEthernet3 line-protocol
|

ip nat pool natpooll0 14.14.14.1 14.14.14.5 prefix-length 24
ip nat inside source 1list global-Tlist pool natpooll0 vrf 1 match-in-vrf overload

ip nat inside source static 10.10.1.4 15.15.15.1 vrf 1 match-in-vrf track 20
!

SSNATEARFINRIRE , AP NABBEREREENATREPNEA — > HNEHRE,
AN
NFNATEARS , X EXRENNRRERRFZERNRIEXE,

« FESD-WAN Manager.L : Monitor > Devices > {select Device-Name} > Real Time:
1.7£Device Options T , & A“IP NAT Translation”,

2.7EIndividual NAT Translation TR & , HRBEEENFT RBIRFIDEFERXRENRITER ( NI
ut/iw O, RS FubitmO, AEARat/iw A, AL FHibiut/iw O, VRF ID, VRFZFF
) o

« 7£SD-WAN Manager Lt : ¥ (Monitor)>i& % (Devices)> {I£F 1% & B ¥} >E - (Events):

MRESNATER AN NN RRERRS LN ZPRESESR , FFEEHZOMPH , MEKETRENR
‘NATHHERWEN  HPESEMENE. NRBERERF, i, BE, RARBENERSEH
8. EXE | i MBWMRE I B SNATEA TEENATE Fitbit,

FEiB%MCLIE -

Router#show ip nat translations vrf 1

Pro Inside global Inside Tlocal Outside Tlocal Outside global
--- 15.15.15.1 10.10.1.4 -—- -—-
icmp 15.15.15.1:4 10.10.1.4:4 20.20.1.1:4 20.20.1.1:4

Total number of translations: 2

Router#show track 20
Track 20
IP route 192.168.10.4 255.255.255.255 reachability
Reachability is Up (OSPF)
4 changes, last change 00:02:56
VPN Routing/Forwarding table "1"
First-hop interface is GigabitEthernet3
Tracked by:
NAT O

Router#show track 20 brief
Track Type Instance Parameter State Last Change
20 ip route 192.168.10.4/32 reachability Up 00:03:04



Remote-Router#show ip route vrf 1 15.15.15.1

Routing Table: 1
Routing entry for 15.15.15.1/32
Known via "omp", distance 251, metric 0, type omp
Redistributing via ospf 1
Advertised by ospf 1 subnets
Last update from 10.10.10.12 on Sdwan-system-intf, 00:03:52 ago
Routing Descriptor Blocks:
* 10.10.10.12 (default), from 10.10.10.12, 00:03:52 ago, via Sdwan-system-intf
Route metric 1is 0, traffic share count is 1

Remote-Router#show sdwan omp routes 15.15.15.1/32

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
0 1 15.15.15.1/32 1.1.1.3 1 1003 C,I,R installed 10.10.10.12
1.1.1.3 2 1003 Inv,U installed 10.10.10.12
1.1.1.3 3 1003 C,I,R installed 10.10.10.12
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