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s MHEENIZEAN (SDEA ) RHIERE
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ERREHF

AXHEPHEERET :

. BERIOS® XE Catalyst SD-WAN EdgekR#17.9.5a
« Cisco Catalyst SD-WAN Managerhx420.12.4,

ANHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
wh(BIA) BRE. MRENMELTEIRS , FERRETHRAERSHIBERRE,
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Cisco TrustSecf

Cisco |IOS® XE Catalyst SD-WANRZA17.3.1ak ESMAZESGT Propagation with Cisco
TrustSec Integration, ItLIhAEECisco IOS® XE Catalyst SD-WANZ 1% & BEW I 2 X F #FCisco
TrustSechy RIRHLE K R L HRIE(SCT)AER#RIE & EICisco Catalyst SD-WANRM L& HR By H At
Gig%E

Cisco TrustSecHy EA&#25: :

- SGTHE : IPESGTZRIMXE , FIEREMERENNWEE , HEEMCisco ISE¥,
- SGTHHE . BEBEHZATEMEZ 2 B/LBXLLSGT,

- SGTACLXRE : —4AMN , ATHEEZEEMNEDPRERHIVR,

« SGTEHE : BIESCGTRBE LRI LE,

SCTH#&/H &

SGTHBEREZWT -

« SGTEERERFRIC
« SGT SXP{&3&

EFHSXPHISGT% 1%

XN F NERFRICERE | 9 XV EER % X 3FCisco TrustSecHI Rt , AELAESGTHEFRIZ
( Cisco TrustSeci® % ) » MREHAFZIFAEKIRIC , SCTREBEMEARL AR ICRRMIL(SXP)E
M Ei% Z1EIESGT,

BRISEAWBIZIPEISGTHIE ( 31AIP-SGT ) , REFEASXPRIP-SGTHIE T 8 ElCisco I0S®
XE Catalyst SD-WANiR % , LAi&id Cisco Catalyst SD-WANM &2 #ESGT. 1thsh , SD-WANH O £
HISGTi 28 RMEE I MISE T HSGACLKIE K HE.
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o BRIRBI (BRTR ) FXIEFNEIRIE ( 3ETrustSeci® & ) -

« Cisco ISEAR B SXPEE T #IP-SGTHIE ElCisco IOS® XE Catalyst SD-WANIR & ( 184k
PRERR ) o

« BRISEAFETRadiusEE R FPACEH AN SGACLE L T & Zl Cisco IOS® XE Catalyst SD-
WANIR % (WG HE) .



Bindings
Dowload SGT bindings

Radius
Configuration

SXP connection l

BN|CP
{*} LAN Edge Router ISE

Radius
non-TrustSec Device Authentication

o PAC Key I

Enformecent

Donwload SGTACLs Policies

ESD-WANB 1% % £ B FASXPEREN THSGACLEMBNER

N sEE . SGACLERTAT ADFESHE , {4 Cisco Catalyst SD-WANFZ F 8 H O 7 &

o

N EE - BY4KHSOTEME R S8 R TR % Cisco TrustSecH&E.

JB ASGT SXP&#H T #H SGACLXK B



SGT Bindings Downloaded

SGACL Policies ISE |

Downloaded

RADIUS
Authentication

GigabitEthernet0/0/0

System-1P:
10.10.10.10

|
|
|
J
——J

192.168.35.2

| Static
Route

non-TrustSec Device

192.168.39.254 SGT 8

SGT SXPESD-WANH & 3B HI M 45

S8 1.8 ERadius#

« &% ZF|Cisco Catalyst SD-WAN Manager GUI,
o SEEE>EMR>IEEER> Cisco AAA, FEHRADIUS SERVER,

SXP connection



- BLERADIUS SERVERZH %4,

Feature Template > Cisco AAA » AAARadius

New RADIUS Server

Address @ | 1041130

Authentication Port @ W

Accounting Por @~

Timeout @~

Retransmit Count @)~

Key Type @~ Key | O PAC Key

Key

RADIUS fR% 858 B

. i AELABL ERadius GroupZ .

RADIUS

RADIUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC

r

New RADIUS Group J

L.

VPN ID @~ [

Source Interface @ ~ | GigabitEthemet0/0/0

Radius Server ‘EE‘ radius-0



RADIUS4A &

« M AELE ERadius COAS L,

RADIUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC
Domain Stripping ©~ Yes No Right to Left
Authentication Type @~ Yes Al Session Key
Port ©- |
Server Key Password ©- | ‘

New RADIUS CoA

Client IP @~ | 1041130
VPN ID @~ | 00
Server Key Password @~

RADIUS COAL &

N E . WEAEBERadius COA , NISD-WANSE I To3k B3 FHSGACLE RS . MISERIEZS
1EUSGACLERRE/T |, fn 5 cts refresh policy A F T & 5k B o

- SHEITRUSTSECERS H i A&,



Feature Template > Cisco AAA > AAARadius

v  RADIUS
RADIUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC

CTS Authorization List @ ~ | ctsmiist
RADIUS group @ ~ | radius-0 v
TRUSTSECHEL &

« FfCisco AAATHEERE AR B I 2% Z /R AR
SE2 BESXPSE

o SEEE>EMR>IEEE > TrustSec,
. BECTSEIIHESCTHEEALIERED,

Feature Template > TrustSec » ISR433_SXPTrustSec

Global SXP Default SXP Connection
Device SGT @~ |2
Credentials ID @ ~ | Fum2208w092 @
Credentials Password @~
Enable Enforcement @~ O on Off
TrustSecTI BEHE AR

« B BISXP DefaultEh o H i A B LABLESXP DefaultZ#1,



Feature Template » TrustSec » ISR433 _SXPTrustSec

v SXP DEFAULT

Enable SXP @~ O on | Off

Source IP @~ | 192168352 |

Password 11 T [ ————————— |
SXPHIAELE

- SMEBISXPEEABMESXPEESH , RAREEERE

~  SXP CONNECTION

New Cannection

Peer IP Source IP Preshared Key Mode Mode Type Minimum Hold Time  Action
T  1088.244.146 4 192.168.35.2 i Password & Local i Listener 0 E |
N
SXPEHEEE

N EE . ERISENEALULEHNSXPAERBERE. Eit AERNEBRER, AUERAT
KFY RMEZHISXPR I35,

o B I SXP R 8185 5 Cisco IOS® XE Catalyst SD-WAN1IR &2 I SXPI &% % -

« SfnZlConfiguration > Templates > Device Template > Additional Templates > TrustSec,

« ERZEIRIEM TrustSecth etk , ARG E L Save,



Additional Templates

AppQoE Choose... v
Global Template * Factory_Default_Global_CISCO_Templ...
Cisco Banner Choose... i
Cisco SNMP Choose... v
ThousandEyes Agent Choose... v
TrustSec ﬂ ISR433_SXPTrustSec 'D

“Bff IR AR ER 2

show cts sxp connections vrf (service vrf) BA & 7R Cisco TrustSec SXPEEE B,

sXp
connections
vrf

4001

SXP . Enabl ed

Highest Version Supported: 5

Default Password : Set

Default Key-Chain: Not Set

Default Key-Chain Name: Not Applicable



Default Source IP: 192.168.35.2

Connection retry open period: 120 secs

Reconcile period: 120 secs

Retry open timer is not running

Peer-Sequence traverse limit for export: Not Set
Peer-Sequence traverse limit for import: Not Set

Peer | P . 10. 88.244. 146
Source | P . 192.168. 35.2
Conn st at us . On

Conn version 4

Conn capability : IPv4-IPv6-Subnet
Conn hold time : 120 seconds
Local mode : SXP Listener
Connection inst# : 1

TCP conn fd o1

TCP conn password: default SXP password
Hold timer 1is running

Total num of SXP Connections = 1

.

11T %3 show ctsrole-based sgt-map tZ R IP b3t FISGTHEE 2 (B #Y £ fH Cisco TrustSec SGTHRSY,

<tfroot>

rol e- based
sgt
- map
vr f

4001 al

Active IPv4-SGT Bindings Information

IP Address SGT Source

192.168.1.2 2 INTERNAL

192.168.35.2 2 INTERNAL

192. 168. 39. 254 8 SXP <<< Bindings |earned trough SXP for the host connected in the

IP-SGT Active Bindings Summary

Total number of CLI bindings = 0



Total number of SXP bindings = 1

Total number of INTERNAL bindings
Total number of active bindings

o
w N

.

1% 1715 5 show cts environment-datalA & 7R £ A Cisco TrustSecIMEHIE.

<#root>
#show
cts

envi ronnment - dat a

CTS Environment Data

Current state = COWPLETE

Last status = Successful
Service Info Table:
Local Device SGT:
SGT tag = 2-01:TrustSec_Devices
Server List Info:
Installed Tist: CTSServerListl-0002, 1 server(s):
Server: 10.88.244.146, port 1812, A-ID B546BF54CA5778A0734C8925EECE2215
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

Security Group Nane Tabl e:

0- 00: Unknown

2-01: Trust Sec_Devi ces

3- 00: Net wor k_Ser vi ces

4-00: Enpl oyees

5-00: Contractors

6- 00: Guest s

7-00: Producti on_Users



8- 02: Devel opers
<<<<< Security Goup assigned to the host connected in the LAN side (SGT 8)
9-00: Audi tors
10- 00: Poi nt _of _Sal e_Systens
11- 00: Producti on_Servers
12- 00: Devel opnent _Servers
13-00: Test _Servers

14-00: PCl _Servers

15-01: BYOD

Environment Data Lifetime = 86400 secs

T Sshow ctspacs , BAE RAELHI Cisco TrustSec PAC,

<ffroot>

#show cts pacs

AID: B546BF54CA5778A0734C8925EECE2215
PAC-Info:
PAC-type = Cisco Trustsec

AID: B546BF54CA5778A0734C8925EECE2215

I-1D: FLM2206WD92

A-ID-Info: Identity Services Engine

Credential Lifetime: 22:24:54 UTC Tue Dec 17 2024

PAC- Opaque: 000200B80003000100040010B546BF54CA5778A0734C8925EECE22150006009C00030100BE30CE655A7649 A5 CEDX



1% 1T 15 53 show cts role-based permissions t& TRSGACL K B
<#root>

#show

cts

rol e-based perm ssions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 5:Contractors to group 2:TrustSec_Devices:
Deny IP-00

I Pv4 Rol e-based perm ssions fromgroup 5:Contractors to group 8: Devel opers

DNATELNET- 00

IPv4 Role-based permissions from group 5:Contractors to group 15:BYOD:
Deny IP-00

— s

1B 1T A0 show cts rbacl (SGACLName) SASE 7R 177 [R] #2241l 1] =R (SGACL) B & -

r bacl

DNATELNET

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPv6
name =

DNATELNET- 00

IP protocol version = IPV4, IPV6
refcnt = 2

flag 0xC1000000

stale = FALSE

RBACL ACEs:



deny

tcp

dst
eq 23 log
<<<<< SGACL action

permt

HXER

+ Cisco Catalyst SD-WANZ 2B EI5FE

 Cisco TrustSecHtiEIEE



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/cisco-trustsec-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/cisco-trustsec-integration.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_cts/configuration/xe-16/sec-usr-cts-xe-16-book/sec-usr-cts-xe-16-book_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_cts/configuration/xe-16/sec-usr-cts-xe-16-book/sec-usr-cts-xe-16-book_chapter_01101.html
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