T R4 B X ESD-WANSEE /Y B8 B 32 &1 H X
Hi# 1T FEHERR

B =%

R
ERHHAE

hEEE s

ISP I i 41 7
EEEH
EEHH
BEE
6 1iF =
MERENBARE
Spoke1$12 ( IBGP with HUB1FIEBGP with HUB2 )
HUB1 ( 5584t S MIBGPXI%Z )
HUB2 ( 53 &#EBGPXE )
BR e
a1
E354 4

XM BELTL X EEERBRSD-WANKNE TR HNVPNEBGPH Y B2,
TR
=R

Cisco BB THLUTEE :

« IKEV2

- ETFRAMNVPN

- EEREREOVTI

* |IPsec

- @ik PERBGP

- BGPEMY , i XS e H < 5185



« REFH A EHISD-WANIDEE
fE AR 4

AXEHPNERET :

- B2l AERDPLEH7.7.10
- BRREBRIBEEHGT.7.10

AXHEPNEERRETREXRENEFNREFEEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHEELE,

IjJﬁb =] |_,\

BEEHNERENR, ETERHANVPNIFSD-WANSBENESESEABGP , BRE X TFXEBGPE
M, UXREHRNLZLEEBREMH , NTTAREENENEBMNZEENMIPRES B, LWEBE
BRTEFHTHAN AT ARMEXEM.

HERR

EREFORAD X[ ZEEN L EBGPHMeBGPEZN AN, A EARAREMEFIENSD-
WANFE R TS 3R — 800 BB R £ Fh K% ESKRe Ay B B2 %1,

IISPHI XX AR/ iR 5 &

= A



AS65500

OUT 1 ouT 2
203.0.113.1 203.0.113.33

HUB 11SP1 HUB 1 ISP 2

A AR
xxx xxx
Spoke 1 ISP 1 Spoke 1 ISP 2

N\

OUT 1 OuUT 2
203.0.113.3 203.0.113.35

AS65510

203.0.113.2 203.0.113.34

-

HUB 2 ISP 1HUB 2 ISP 2

AR AR,
(0 000 xxx
Spoke 2 ISP 1 Spoke 2 ISP 2

/]

ouT 1 ouT 2
203.0.113.4  203.0.113.36




WSENR RS, R TEEENABERNTENEMRESR. AR RBNIAES

, BERA RN BIR B XA EE 24 By K5 8 9 R 595 S VPNEL B SD-WAN,

CLIEZ PR AR EHEESD-WANE B[R SHTNA. T2BMNBGPHE B 5 £ 5% M iR &

BHATE R IE R

Firewall Management Center
= | Devices § VPN / She Ta Sit Overe

Analysis Paolicies Denicns Objects Integration ey O @ T @ admin - -
—
Last Updated: 0326 PM IEEET MAT Exemplions
T *
Topobogy Hame VPN Type Netwerk Topology Tennel Startus Distribution EVT IKEV2
Brual- MU - Spoke - VM- Dual-I57- 1 Route Based (V1) SD-VWAN Topology v £ u
Hub Spake
Gevice VPN Interface VTl Interface Davice PN Interface VTl Intartace
VPR-OUT-1 (0300038 Lie i ispt WPH-OUT=1_dyram_.. (168.51.100.1) Aol VPH-OUT-1 (20301133 VPR OUT-1_statie_... (196.51.100.10)
FI0 i1 VPN-OUT-1 [203.00113.1) VPM-OUT-1_dynam_. (198.51.100.1) D fdd VPN-OUT-& (203.0.113.4) VPN-OUT-4_static_.. (198.51.100.11)
R H WPH-OUT-1 (203.0.013.2) NPM-GUT-1_dyram_.. (198.51.100.3) Wb hd3 VPH-OUT-1 (20301133 VPH-OUT-1_static_... (198.51.100.40)
HUB 2 ISP 1
T VPH-OUT-1 [203.0.112.2) : VPM-OUT=1_dyram_.. (198.51.100.2) o hdd VPN-OUT-& (203.0.113.4) VEN-OUT-4_itstic_.. (198.51.100.41)
Viewing 1-4 of 4
w  Dual-HUE-Spoko-VPH- Dual-ISP- Route Baspd (VTT) SO-WAN Topalogy o Fu
Hub Spoke
Device VPN Interface VTl Interface Device WPH Interface VTl Interface
1 VPH-OUT-2 (202.0.112.33) NPM-OUT-1_dynam . (188.51.100.3) B fd3 VPN-OUT-2 (202.0.113.35) VPH-OUT-2_static_... (198.51.100.70)
0 Ml VPH-OUT=2 (303.0.113.33) VRM-OUT=1_dyram.., (198.51.100.3) MO hod VPN-OUT-2 (203.0.113.36) VPR OUT=2_static_... (196.51.100.71)
0 fed2 VPN-OUT-2  (203.00113.34) WPN-OUT-1_dynam_.  (198.51.100.4) o fdd VIPN-OUT-2 (203.0.113.35) VON-OUT-2_static ... (104.51.100.100)
HUB 2 ISP 2
i a2 VPH-OUT-2 (203.0.113.34) VPM-DUT-1_dyeam_. (198.51.100.4) M hod VPN-OUT-2 (203.0.113.26) VPH-OUT-2_static__.. (198.51.100.101)

Wil 5 EHERR

X FIRATIIEEANMEHBIR, BXFMHGRA

Viewing 1-4 of 4

. {55 ¥ Cisco Secure Firewall Management

Center Device Configuration Guide® ciscoX ¥4+t X 5 R ZF 5 o

FAERZENBEREE

<#root>

firepower# show runni ng-config conmunity-1list

community-1list standard FMC_VPN_COMMUNITY_101010 permit 101010

<LLLLL L L L LKL

community-1list standard FMC_VPN_COMMUNITY_202020 permit 202020

<LLLLL L L L LKL

FEER , SMEIE XN AWM MRARE , REFNMAIMNIEEMER , B8 MIINRENE

-, EERMNNARF , FMC_VPN_RMAP_COMMUNITY_IN_858939614 %!

FMC_VPN_RMAP_COMMUNITY_OUT_858939614FH F M , M
FMC_VPN_RMAP_COMMUNITY_IN_85894200FFMC_VPN
Rmap_COMMUNITY_OUT_858942200 8 F #i$h2,


https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/225109-configure-sd-wan-for-site-to-site-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/225109-configure-sd-wan-for-site-to-site-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/225109-configure-sd-wan-for-site-to-site-vpn.html
https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/225109-configure-sd-wan-for-site-to-site-vpn.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/objects-object-mgmt.html#task_C2465FA7157248D4977EF55BF7284F3A
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/objects-object-mgmt.html#task_C2465FA7157248D4977EF55BF7284F3A

<ffroot>

firepower# show runni ng-config route-mp

Topology 1
Inbound

route-map
FMC_VPN_RMVAP_COMMUNI TY_I N_8589939614

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match

set community 202020

route-map
FMC_VPN_RMVAP_COMMUNI TY_I N_8589939614

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match

Outbound
route-map

FMC_VPN_RMVAP_COVMMUNI TY_OUT_ 8589939614

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set metric 1

route-map
FMC_VPN_RMVAP_COMMUNI TY_OUT_8589939614

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match
set metric 100

route-map
FMC_VPN_RMVAP_COMMUNI TY_OUT_8589939614

deny 100

Topology 2
Inbound

route-map

FMC_VPN_RVAP_COMMUNI TY_I N_8589942200

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match

set community 202020

route-map
FMC_VPN_RMVAP_COMMUNI TY_I N_8589942200

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match



Outbound
route-map

FMC_VPN_RMVAP_COVMMUNI TY_OUT 8589942200

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set metric 1

route-map
FMC_VPN_RMVAP_COVMUNI TY_OUT 8589942200

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match
set metric 100

route-map
FMC_VPN_RMVAP_COVMUNI TY_OUT 8589942200

deny 100

Common Across A1l The Hubs & Spokes Wherever Redistribution Of Inside Network Is Present

route-map
FMC_VPN_CONNECTED DI ST_RVAP_ 101010

permit 10
match interface inside
set community 101010

IR IRZEAIBGPELEM TAT/R :

Spoke 112 ( £ AHUB1#IIBGPAI{ FIHUB2#YEBGP )

<ffroot>

firepower# show runni ng-config router bgp

router bgp 65500

bgp log-neighbor-changes
address-family ipv4 unicast

neighbor 198.51.100.1 remote-as 65500

<<<<< tunnel from spokes to HUB 1 via ISPl

neighbor 198.51.100.1 activate

neighbor 198.51.100.1 send-community

neighbor 198.51.100.1 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 1in
neighbor 198.51.100.1 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out
neighbor 198.51.100.2 remote-as 65510

<<<<< tunnel from spokes to HUB 2 via ISPl

neighbor 198.51.100.2 ebgp-multihop 2
neighbor 198.51.100.2 activate



neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.

<<<<< tunne

neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.

<<<<< tunne

neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.
redistribute

51.100.2
51.100.2
51.100.2
51.100.3

send-community

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 1in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out
remote-as 65500

from spokes to HUB 1 via | SP2

51.100.3
51.100.3
51.100.3
51.100.3
51.100.4

activate

send-community

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 1in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out
remote-as 65510

from spokes to HUB 2 via | SP2

51.100.4
51.100.4
51.100.4
51.100.4
51.100.4
connected route-map FMC_VPN_CONNECTED_DIST_RMAP_101010

ebgp-multihop 2

activate

send-community

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 1in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out

<<<<<<< route-map to redistribute inside network into BGP

maximum-paths 8

maximum-paths ibgp 8

no auto-summary
no synchronization
exit-address-family

HUB1 ( 535 S IBGPX % )

<{froot>

firepower# show runni ng-config router bgp

router bgp 65500

bgp log-neighbor-changes
address-family 1ipv4 unicast
neighbor 198.51.100.10 remote-as 65500

<<<<< tunne

neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.
neighbor 198.

<<<<< tunne

neighbor 198.
neighbor 198.

fromHUB 1 to Spoke 1 via ISP 1

51.
51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.
100.

10
10
10
10
10
10
11

activate

send-community

route-reflector-client

next-hop-self

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out
remote-as 65500

fromHUB 1 to Spoke 2 via ISP 1

51.100.11 activate
51.100.11 send-community



neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.

<<<<< tunne

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.
198.
198.

<<<<< tunne

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.
198.

51.100.11
51.100.11
51.100.11
51.100.11
51.100.70

route-reflector-client

next-hop-self

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out
remote-as 65500

fromHUB 1 to Spoke 1 via ISP 2

51.
51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.
100.

70
70
70
70
70
70
71

activate

send-community

route-reflector-client

next-hop-self

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out
remote-as 65500

fromHUB 1 to Spoke 2 via ISP 2

51.
51.
51.
51.
51.
51.

no auto-summary
no synchronization
exit-address-family

100.
100.
100.
100.
100.
100.

71
71
71
71
71
71

activate

send-community

route-reflector-client

next-hop-self

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out

HUB2 ( 53 &MEBGPX % )

<{froot>

firepower# show runni ng-config router bgp

router bgp 65510

bgp log-neighbor-changes
address-family 1ipv4 unicast
neighbor 198.51.100.40 remote-as 65500

<<<<< tunne

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.
198.
198.
198.

<<<<< tunne

neighbor 198.
neighbor 198.
neighbor 198.

fromHUB 2 to Spoke 1 via ISP 1

51.
51.
51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.
100.
100.

40
40
40
40
40
40
40
41

ebgp-multihop 2

activate

send-community

next-hop-self

as-override

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out
remote-as 65500

fromHUB 2 to Spoke 2 via ISP 1

51.100.41 ebgp-multihop 2
51.100.41 activate
51.100.41 send-community



neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.

<<<<< tunne

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.
198.
198.
198.

<<<<< tunne

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor

198.
198.
198.
198.
198.
198.
198.

51.100.41
51.100.41
51.100.41
51.100.41
51.100.100 remote-as 65500

next-hop-self

as-override

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out

fromHUB 2 to Spoke 1 via ISP 2

51.
51.
51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.
100.
100.

100
100
100
100
100
100
100
101

fromHUB 2

51.
51.
51.
51.
51.
51.
51.

no auto-summary
no synchronization
exit-address-family

BR R FRFH

100.
100.
100.
100.
100.
100.
100.

101
101
101
101
101
101
101

ebgp-multihop 2

activate

send-community

next-hop-self

as-override

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 1in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out
remote-as 65500

to Spoke 2 via ISP 2

ebgp-multihop 2

activate

send-community

next-hop-self

as-override

route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 1in
route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out



AS65500

|5P1ﬂ

// ISP

% ISP
I8P1\2\\

IBGP Tunnels

HUB2

192.0.2.8/29 192.0.2.8/29
101010 S N 202020
Metric 1 192:0.2.8/29 192.0.2.8/29 )00
101010 202020
Metric 1 Metric 1 ﬂ
Spoke 2
AS65500
\\:\ ISP /25:]
192.0.2.8/29 Y4 ISP
101010 192.0.2.8/29
Metric 1 202020 / /
192.0.2.8/29 Metric 100 192.0.2.8/29
101010 202020
Metric 1 Metric 100
EBGP Tunnels

- PXEAERRKELXIRIZ101010FHAEBM£5192.0.2.8/295B & FIBGP , #Mroute-map
FMC_VPN_CONNECTED_DIST_RMAP_1010FFrft &,

4

21

<ffroot>

Spokel# show bgp community 101010 exact-match <<<< to verify the exact network redistributed into BGP

BGP table version is 4, Tocal router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history,
r RIB-failure, S Stale, m multipath
Origin codes: i - IGP, e - EGP, ? - incomplete

*

valid, > best, i - internal,



https://192.0.2.8/29

Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.8/29 0.0.0.0 0 32768 7

<<<<<<<<<<< | ocal inside network

« BRAEUHATBME192.0.2.8200WEEE , FFHESERELSR , MEHRS
FMC_VPN_RMAP_COMMUNITY_OUT_858939614#
FMC_VPN_RMAP_COMMUNITY_OUT_85894200+ Fir it & .

<ffroot>
route—map
FMC_VPN_RVAP_COVMUNI TY_OUT 8589942200

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set metric 1

route—map
FMC_VPN_RMAP_COVMUNI TY_OUT 8589942200

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match
set metric 100

route—map
FMC_VPN_RMAP_COVMUNI TY_OUT 8589942200

deny 100

- HUB1EAXARIE1010103R A5 X 1M £8192.0.2.8/29 , HFHXHRIEE K} 202020 , E At
RREENRARFATNELREER , RAEFEERIEMD X,

gL R

<tfroot>

Route-Map for ISP1 DVTI
Inbound
route-map

FMC_VPN_RMVAP_COMMUNI TY_I N_8589939614

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set community 202020

route-map

FMC_VPN_RMVAP_COMMUNI TY_I N_8589939614


https://192.0.2.8/29
https://192.0.2.8/29

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match

Outbound
route-map

FMC_VPN_RMVAP_COVMUNI TY_OUT 8589939614

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set metric 1

set ip next-hop 198.51.100.1

<<<<<<<<<< only next-hop is changed in | SP2 tunnel route-map with |1SP2 DVTI

route-map
FMC_VPN_RMVAP_COVMUNI TY_OUT 8589939614

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match
set metric 100

set ip next-hop 198.51.100.1

<<<<<<<<<< only next-hop is changed in | SP2 tunnel route-map with |1SP2 DVTI

route-map
FMC_VPN_RMVAP_COVMUNI TY_OUT 8589939614

deny 100

Route-Map for ISP2 DVTI

Inbound
route-map

FMC_VPN_RMVAP_COMMUNI TY_I N_8589942200

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set community 202020

route-map
FMC_VPN_RMVAP_COMMUNI TY_I N_8589942200

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match

Outbound
route-map

FMC_VPN_RMVAP_COVMUNI TY_OUT 8589942200

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set metric 1

set ip next-hop 198.51.100.3

<<<<<<<<<< only next-hop is changed in I SP2 tunnel route-map with |1SP2 DVTI

I P

I P

I P



route-map
FMC_VPN_RMVAP_COVMMUNI TY_OUT 8589942200

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match
set metric 100

set ip next-hop 198.51.100.3

<<<<<<<<<< only next-hop is changed in |ISP2 tunnel route-map with |SP2 DVTl |P

route-map
FMC_VPN_RMVAP_COVMUNI TY_OUT 8589942200

deny 100

<{froot>

HUB1# show bgp comunity 202020 exact-match <<<< this will confirmif received prefixes have comunity t

BGP table version is 5, local router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 4192.0.2.8/29 198.51.100.70 1 100 0o 7
*>1 198.51.100.10 1 100 0 7
* 9192.0.2.16/29 198.51.100.71 1 100 0o 7
*>1 198.51.100.11 1 100 0o 7
<#root>

HUB1# show bgp 192.0.2.8 <<<< this will display available paths in BG® for the network

BGP routing table entry for 192.0.2.8/29, version 4
Paths: (2 available, best #2, table default)
Advertised to update-groups:
1 2
Local, (Received from a RR-client)
198.51.100.70 from 198.51.100.70 (203.0.113.35)

<<<<< spoke 1 ISP 2 tunnel to HUB 1

Origin incomplete, metric 1, Tocalpref 100, valid, internal
Community: 202020
Local, (Received from a RR-client)
198.51.100.10 from 198.51.100.10 (203.0.113.35)

<<<<< spoke 1 ISP 1 tunnel to HUB 1



Origin incomplete, metric 1, localpref 100, valid, internal, best
Community: 202020

<<<<< comuni ty updated as per the route-map configured on spoke side

<tfroot>

HUB1# show route 192.0.2.8

Routing entry for 192.0.2.8 255.255.255.248
Known via "bgp 65500", distance 200, metric 1, type internal
Last update from 198.51.100.10 0:09:18 ago
Routing Descriptor Blocks:

* 198.51.100.10, from 198.51.100.10, 0:09:18 ago

Route metric is 1, traffic share count is 1
AS Hops 0
MPLS Tabel: no Tabel string provided

<#root>
HUB1# show bgp i pv4 uni cast nei ghbors 198.51.100. 10 routes <<<<<< to check specific prefixes learnt via

BGP table version is 5, Tocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.10 1 100 0o 7

<<< preferred route

Total number of prefixes 1

<#root>
HUB1# show bgp ipv4 unicast neighbors 198.51. 100. 70 routes <<<<<< to check specific prefixes learnt via

BGP table version is 5, local router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 4192.0.2.8/29 198.51.100.70 1 100 0 7

Total number of prefixes 1

« HUB2iAE A4 XFRI21010103REN D £ 1M £8192.0.2.8/29 , H [t XFRIEE & 7202020 , }#


https://192.0.2.8/29

FHEEFEHR100, ASFHERFHMs X, MEENEHMHFPFIEE. LEFRERHT
eBGPX&EmMAER, X2 K HMED(Multi-Exit Discriminator) 2 — /N Al & IE(£ZEBGPE M , B
FBEIEW—NEEAODRKHEAASKEIGAERE, MEDBERRXER —ASHMNIBGPX %

Rz EEE , MRREATRBEARERNAITBGP(eBGP)X &4,

FixER2

<ttroot>

HUB2# show bgp community 202020 exact-match <<<< this will confirmif receieved prefixes have community

BGP table version 1is 5, Tocal router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.1
100
0 65500 ?

<<<<<< advertised back by spoke 2 ISP1 to HUB2 previously learnt via HUBl i BGP
¥* 198.51.100.1
100
0 65500 ?
<<<<<< advertised back by spoke 2 1SP2 to HUB2 previously learnt via HUBl i BGP
¥* 198.51.100.100 1 0 65500 7
<<<<<< advertised by spoke 2 ISP tunnel
*> 198.51.100.40 1 0 65500 7

<<<<<< advertised and preferred by spoke 1 ISP 1 tunnel

* 192.0.2.16/29 198.51.100.1 100 0 65500 ?
* 198.51.100.1 100 0 65500 ?
* 198.51.100.101 1 0 65500 ?
*> 198.51.100.41 1 0 65500 ?
<#froot>

HUB2# show bgp 192.0.2.8 <<<< this will display available paths in BG for the network

BGP routing table entry for 192.0.2.8/29, version 4
Paths: (4 available, best #4, table default)
Advertised to update-groups:
1 2
65500



198.51.100.1 (inaccessible) from 198.51.100.41 (203.0.113.36)

<<<<<< advertised back by spoke 2 I1SP1 to HUB2 previously learnt via HUBl i BGP

Origin incomplete, metric 100, localpref 100, valid, external
Community:

202020

65500
198.51.100.1 (inaccessible) from 198.51.100.101 (203.0.113.36)

<<<<<< advertised back by spoke 2 1SP2 to HUB2 previously learnt via HUBl i BGP

Origin incomplete, metric 100, localpref 100, valid, external
Community:

202020

65500
198.51.100.100 from 198.51.100.100 (203.0.113.35)

<<<<<< advertised by spoke 1 ISP 2 tunnel

Origin incomplete, metric 1, Tocalpref 100, valid, external
Community:

202020

65500
198.51.100.40 from 198.51.100.40 (203.0.113.35)

<<<<<< advertised and preferred by spoke 1 ISP 1 tunnel

Origin incomplete, metric 1, localpref 100, valid, external, best
Community:

202020

<tfroot>

HUB2# show bgp i pv4 unicast neighbors 198.51. 100.40 routes <<<<<< to check specific prefixes learnt via

BGP table version is 5, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.8/29 198.51.100.40 1 0 65500 ?

<<<< preferred

* 192.0.2.16/29 198.51.100.1 100 0 65500 7

Total number of prefixes 2

<#root>



HUB2# show bgp i pv4 uni cast nei ghbors 198.51.100.41 routes <<<<<< to check specific prefixes learnt via

BGP table version is 5, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
192.0.2.8/29 198.51.100.1 100 0 65500 7
<L LKL
*> 192.0.2.16/29 198.51.100.41 1 0 65500 ?

Total number of prefixes 2

<tfroot>

HUB2# show bgp i pv4 unicast neighbors 198.51. 100. 100 routes <<<<<< to check specific prefixes |earnt viz

BGP table version is 5, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.100 1 0 65500 ?
<L L L L L
* 192.0.2.16/29 198.51.100.1 100 0 65500 ?

Total number of prefixes 2

<#root>
HUB2# show bgp i pv4 uni cast nei ghbors 198.51.100. 101 routes <<<<<< to check specific prefixes learnt vize

BGP table version is 5, Tocal router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.1 100 0 65500 7
<L L
* 192.0.2.16/29 198.51.100.101 1 0 65500 7

Total number of prefixes 2

* 2 X2MHUB1 ISP1FHUB1 ISP2REE#E W 5 X 1M £5192.0.2.8/29 , EEH1 , EETMHUB2
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<#froot>

Spoke2# show bgp community 202020 exact-match <<<< this will confirmif receieved prefixes have communit

BGP table version is 8, local router ID 1is 203.0.113.36

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*mil92.0.2.8/29 198.51.100.3 1 100 0o 7
>
i 198.51.100.1 1 100 0o 7

<<<< HUB1 ISPl route preferred

* 198.51.100.2 100 0 65510 65510 ?
* 198.51.100.4 100 0 65510 65510 ?
* 192.0.2.16/29 198.51.100.4 100 0 65510 65510 ?
* 198.51.100.2 100 0 65510 65510 ?
<{froot>

route-map

FMC_VPN_RMAP_COMMUNI TY_I N_8589939614

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match

set community 202020

route-map

FMC_VPN_RVAP_COMMUNI TY_I N 8589956263

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match

© DR2ELEREHRNEERMHUBIIR AR B S EHUB2 ( G0HE B #Y H 35 8% H AR & AT E L
) o

<tfroot>

route-map



FMC_VPN_RVAP_COMMUNI TY_OUT 8589939614

permit 10
match community FMC_VPN_COMMUNITY_101010 exact-match
set metric 1

route-map

FMC_VPN_RVAP_COMMUNI TY_OUT 8589939614

permit 20
match community FMC_VPN_COMMUNITY_202020 exact-match
set metric 100

<L

route-map
FMC_VPN_RVAP_COMMUNI TY_OUT 8589939614

deny 100

<#root>
Spoke2# show bgp i pv4 unicast nei ghbors 198.51.100.2 advertised-routes <<<<< to check specific prefixes

BGP table version is 8, local router ID is 203.0.113.36

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7
<L L L L
*> 192.0.2.16/29 0.0.0.0 0 32768 7

Total number of prefixes 2

<#root>
Spoke2# show bgp i pv4 unicast nei ghbors 198.51.100.4 advertised-routes <<<<< to check specific prefixes

BGP table version 1is 8, Tocal router ID is 203.0.113.36

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7
<L L L L
*> 192.0.2.16/29 0.0.0.0 0 32768 7

Total number of prefixes 2
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