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AXHEPNEEHRETREXRENEFNREZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTRBELE,
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- i OERESPA)ED,



« ETRAEIZ(QFP): R7FPPE ( BUESAEEE5I1Z ) WHIETEAESS.
XEEATLUEEONBASME S B EMER, 2QFPE , TEXFTHEES,

X
BXFMECisco I0S XERZE LEFHFHNBESEF , BSRERFHENER | HREHRER
W ERER R

MAEF

BEOTEXBEHmANIITHHMAER, £A®Sshow interfacesE i ARA %I F ER“drops
counter"&p 7 A] LAE Bt i+ 2K=% ¢

---- show interfaces ----

GigabitEthernet0/0/0 is up, Tine protocol is up

Input queue: 0/375/71966/0 (size/max/drops/flushes); Total output drops: 47009277

EO L@ AZFITREIEIQDY T Mshow interface summaryin SRt AT W | Z5I5R R~M 5 ABA
FIEHENBES,

---- show interface summary ----

Interface IHQ IQD OHQ 0QD RXBS RXPS TXBS TXPS
* Te0/0/0 0 0 0 0 29544000 2830 1957000 1446
* Te0/0/1 0 0 0 0 23476000 2555 16655000 3346
* GigabitEthernet0/0/0 0 71966 0 47019440 18852000 5321 59947000 6064

EOEMNRMAZSFEEREERMARIZSEFREMNBLERNLGER, it , AIURBIEEER
RVBERA E R IR R M EFHIREE.

HIwmAZFNARERSE
« RIFRZULLEPRZEBLENERESNEREHBEES , SERARIIER


https://www.cisco.com/c/zh_cn/support/docs/ip/syslog/222539-troubleshoot-policer-surpassed-a-thresho.html
https://www.cisco.com/c/zh_cn/support/docs/ip/syslog/222539-troubleshoot-policer-surpassed-a-thresho.html

- REEAPHREIMRE
- FARE

A A3 O R 3 T s Ahold-queuetn S E = 18 in % A BA 5 K/

Router(config-if)#hold-queue ?
<0-240000> Queue Tength

EE : Hold-queuen THERLEF A L LM, RIFFEMNKIETACRRRA,



AR REZSVS B AT REEMMERIRBRETRIZRE, EREREFER (&
OMBEHAHEERRM) PERRERFNFAEER.

BEOrMmHESR

WHASFEROED LWEEESR | H o FEHshow interfacesth T EE

---- show int gi 1/0/46 ----

GigabitEthernetl/0/46 is up, line protocol is up (connected)

Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 154786



Total Output Dropsit ¥ Es#E R~ &0 O MM HRASIMER ., BRSSHRE(QoS)E LI 7 88 < in Bl X f
R, XENFTLUER B ERFREIREBRE,

BHTQoSESERREMNL LR , Hit S —MNIFEHERR D R 28 £ f 95 T service-policy output?E i
H5E LB EARREERET | WiFEE O R E EEMEAFERIAHERA R,

interface GigabitEthernet0/1
service-policy output PRIORITIZE-VOICE

ERiIIHEERRRRHTRENRSRENFIFTE , F A S show policy-map interface
<interface-name> out, FLA T RBIFFR :

---- show policy-map interface gi0/0/0 output ----
GigabitEthernet0/0/0
Service-policy output: PRIORITIZE-VOICE

queue stats for all priority classes:
Queueing
queue Tlimit 512 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

Class-map: VOICE (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: dscp ef (46)
Priority: Strict, b/w exceed drops: 0

Class-map: class-default (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

queue 1limit 4166 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

Router#

T ERAMEENRPHTRSRENHmNEAENESR



AR MREOENAHEFERBREDEINEFAEX , VERHATAEEN KSR
EMAHSREER. MRFE , BETACERS , ERAM T EFEARNRS RENH
, ASH L REM M R IR

BXRQoSITEURMMAIEENEMER , BSRBRZHAEREIER. Cisco I0S XE 17 xALEEF.

EEEHREKRE | i Ashow interfacesti T HR EHARIRE, RINBERT , HHBESLER
B& 9 SE 3t 55 (FIFO),

---- show interfaces gigabitEthernet 0/0/0 ----

Queueing strategy: Class-based queueing


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/qos/b-quality-of-service/m_qos-class-lac.html

REEIRSRERNBMEEFR
MRFOERSRER G DX AXRKARBERE |, W EGRR RS BHHEFR.
ERARSREZEONZEAN LHAMEEFOMS FRAT ¢

o R OBE T A 84 O AR D

- ETRAERQFP)EE

- FAEHERS
- FERH

%2 MR8 Quantum Flowb IBE8(QFP)E RS |, 3 — S LR M TR,
Quantum Flow Processor(QFP)EF

ERITQFPEAMER , & F Adn S show platform hardware gfp active statistics drop , #1 FFi7R

---- show platform hardware gfp active statistics drop ----

Last clearing of QFP drops statistics : never

Global Drop Stats Packets Octets
BFDoffload 23944858 1904416850
IpTtl1Exceeded 184211 28644972
IpsecIkelIndicate 175 26744
IpsecInput 686112 171458640
IpsecInvalidSa 1 80
Ipv4Martian 4 392
Ipv4NoAdj 19776 6587643
Ipv4NoRoute 75 10950
Ipv6bNoRoute 27068 1515808
ReassDrop 3489529 450382594
ReassNoFragInfo 4561070 6387610348
ReassOverlap 3 198
ReassTimeout 7408271 2631950860
TailDrop 193769387 157113756882

i 5 ERQFPEFNARRER AR SN KM MEXBTES T HER.



AR ASBQFPEFRRIFRMNEBNA SR AUSERERE. KRR ESBEHERR
B, MTEANBEIEFRKS , MRFE , TRIXIBTACESH,

BHEH
TailDropit BBREB/EANEARAXEZ — , CEZATUTREMEM :

s FAEHERS,
- QOSEH

A RR BERE

%BW_LICENSE-4-THROUGHPUT_MAX_LEVEL:F0/0:cpp_ha_top_level_server:#£1d E<period>/)»
BT , <sampling-number>X#FEHK |, FI9FR 2R EIFF AIH T <mbps> Mbps , XHEEHH
<sampling-period>#

B 5:



» show platform hardware qfp active infrastructure bgs queue output default interface
<interface>

» show plat hardware qfp active infrastructure bgs queue output default all

» show platform hardware qfp active feature lic-bw oversubscription

* show platform hardware through level

» show platform hardware throughput crypto

- JEFEA (FERH )

ETRIFZIINAEEEHER , URQFPEESEEFTFAMNBUEALLAE | B EAKESRER
INEE, BHSH Cisco |OS-XE¥E R EBIE IR BRINEEF* 1T

ERR BERE

%lOSXE_QFP-2-LOAD_EXCEED:#i#&:0, QFP:0, Load <load-percentage>%Bd 1% EHE.,

AR BEERFRFMTNFERFATHERFZNY B, FHERRTREEEF RN
BENEABER. ©E2REAQFPHEMR S (bps)MR.

2


https://www.cisco.com/c/zh_cn/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/zh_cn/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/zh_cn/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

& 0] LAfE A en © show platform hardware gfp active datapath utilization summary®& 333 =58, 19

. 55 #5600 #RNHQFPRIAZR,

---- show platform hardware gfp active datapath utilization summary ----

CPP 0: 5 secs 1 min 5 min 60 min

Input: Total (pps) 1 2 2 2

(bps) 320 1032 1032 1032

Output: Total (pps) 0 1 1 1

(bps) 0 8560 8560 8576

Processing: Load (pct) 0 0 0 0
Crypto/I10

Crypto: Load (pct) 0 0 0 0

RX: Load (pct) 0 0 0 0

TX: Load (pct) 2 2 2 2

Idle (pct) 97 97 97 97

N FQFPH M EEBRIE , & show drops { bgs | crypto| firewall| interface| ip-all| nat| punt|
qfp| qos|history}@ <3 , i5Z I Cisco Catalyst 8500F18500L R 58 & F & A B B H5F .

YR LEFWEB RN EABRE T
O LT 8Es

JEidshow interfaces [interface]l@ T & R AR TR ET. BXEMTHENE LA IRARTELLN
BEEHERR A R E,

ETCLNEWHEMEF

BRI EEOR S T EAW Thistory bps , HCLIPMEONEZANEZ L FRERAAHLIEFUEVE
FOE., KEESEED EER—NIEbpsHE .

Router(config)#interface gigabitEthernet 0/0/0
Router(config-if)#history bps

1&3& 7] LA /8 A history bps output-drops # E fth it %4858 /77 2 id .

EER—BNBEANTRERITHEER , iFEMAm S show interfaces <interface> history@i % :

---- show interfaces gigabitEthernet 0/0/0 history ? ----

60min Display 60 minute histograms only
60sec  Display 60 second histograms only
72hour Display 72 hour histograms only


https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/c/en/us/td/docs/routers/cloud_edge/c8500/software-configuration-guide/c8500-software-config-guide/packet_drops.html
https://www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1904.html
https://www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1904.html

all Display all three histogram intervals
both Display both input and output histograms
input Display input histograms only

output Display output histograms only

| Output modifiers

#show int gil history 60sec

90100 *
82100 *
74100 % e
66100
58100
50100
42100
34100
26100
18100 g
10100 EE R A i S b e R R e b A S R R S e S e S R T S R R A i St R R i S A R

GigabitEthernetl output rate(mbits/sec) (last 60 seconds)

ul>

AT EREMITHESRITER

- clear counters:J&EBR1E O R iT B LR,
« show platform hardware qfp active statistics drop clear: EEQFP ( E ¥ R4 ER ) LHNEHR
T#Es,



—BREENNEFE DL

ERIFHEERFNRERTEN , R T EEOL 56 Ahistory bps output-drops a5 T fEREAY A 2L
LR EFBERA , EATAER R I HERERRE ORI BEUREEEFN S AT K.

MRBERBHERBERITEES , BEEMA S show versionRELR AW EEIZ(THE , RNELH®
$show interfacesZ [ show interface counters{B Y L )X & BRET A
EREITHSELERNEARBERZEEZTHAEZE , TEZNEARALZENGEEENET D
o

XA ETFEMEERBEFE100 , REshow interfaces <interface>#r 5 B EIE S it #k 25
BEZENERRKRTER. ZRENERAH TZENEZNEERNGHERNE DL,

AEE : EidME |, show interfacesHlshow platform hardware qfp active statistics drop A B9 1t

B LORRERMENMERN. MREMMBTA , MBI EER,

FSHAAT RO S



---- show version ----

Hostname uptime is 51 weeks, 1 day, 14 hours, 17 minutes

---- show interface GigabitEthernet0/0/1 ----

GigabitEthernet0/0/1 is up, line protocol is up

Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 1351

219128599 packets output, 84085726336 bytes, 0 underruns

Rl ERAEONITBEMRBBR , REREERBNVNRESI1ANERESTHER , BREE
FM B2 R (1351 x 100)/ 219128599 = .0006%.

WEPENBEETER , EOLNEAEEFHAEES , MEATHITHERFEH, ER
, HEAZEIRKNIEFZITHE , “i%#%#&ﬁgfﬂﬂo

bz 8l e

Load interval 2R BEZ O FNEESH , ERBERTIHEMARAITERNNBEKE,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface gigabitEthernet 0/0/0



Router(config-if)#load-interval ?
<30-600> Load interval delay in seconds

load-intervalZ B & R & B 7R 1E 5 A F 3 R ZRE T Bshow interfacesin B 7 -

---- show interfaces gigabitEthernet 0/0/0 ----

GigabitEthernet0/0/0 is administratively down, Tine protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

FERIE Tshow interfacesii TR B M LEF R | X—RIEFEE,
WMANBERRES T 7 BEZEQSWEANEHNAE

£ A an S show interface summary Al KB 7 AT E O LM A M LR RE | HAREWEEON
REAERERE  XEBTTHEESEENASNEREREANEE, FSEILRMHEEFHRXBSH
TXBSit#hes :

---- show interfaces summary ----

*: interface 1is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts 1in output hold queue 0QD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface IHQ IQD OHQ 0oQb RXBS RXPS TXBS TXPS
* GigabitEthernet0/0/0 1 0 0 0 9000 19 0 0
GigabitEthernet0/0/1 0 0 0 0 0 0 0 0
GigabitEthernet0/0/2 0 0 0 0 0 0 0 0
* GigabitEthernet0/0/3 0 0 0 0 9000 19 0 0

IS B A BR Qo S 5% B&
ERITHEER  FERNNZEIOAEOMBRQoSKME, £ OHE B4R 5 A Sno service-policy

output <policy-name>,

- MREVERBQOSEMMER TMAFE , MEFEEQoSEX,



« WMREMERQoSKIEFFILEF , MAIRERIZRBEHNRER,

AR MRFETACED  NIREBREEZFRETHTRSREMRY , XN TERHHNBE
ROBAIELINERFEEE,



AE  EFMTEER A FipsecfE, IpsecEFBEEAERERNYEZOFILR, MR
NEFABENFEEESR , ULTETACERREEERE., XEBTERHM BRIGRA
B 0 2 48 57 Y B BA

MR XEM I

- BEBRASR 1000% 5| BR 55 X R 25 F B9 = S i



https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html
https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html
https://www.cisco.com/c/zh_cn/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html
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