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, EEHTHEE, HEEHRANDEIRRE,

XX BESDZRBRERUREASTREENKE, BT VPN ZEFHALR Internet #1TIEL £ 15 [A]

, Rt el e T ERE. RAEZREETLUER IPsec B3E 152 & LAN, AILAESE£REE
Mo EIRRE 2 RHITIER , LA VPN B im{ 5 R 4t LAN, 2 # PIX/ASA 7.x : 41 VPN
& PR ih E A i LAN B9 BB R,

FEREH
EX
AXEREEABEHER,

{E A
AXEPHEEETUTREME AR

. B&H Cisco 10S MR 12.4 B9 Cisco B H 25 3640
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. Cisco VPN Client 4.8
ANEAPEERRETEEXRRENREFNERZEEN, KRXHPFEANFEIRERIERXAR
B(RA)BRE. MREFEANREXENGE  FHRALZECLXTHRAETIHEBER N,

A

BXRIAHAN B AER , HSH Cisco BRI TRAN,

BREERE

TRRYGE VPN BE T B THEEN RS ERAOANENEE, B AP TUEAREERL PCHL

By VPN ZEF R HRHREL LS ERE, VPN EFRH2EEEEN EZXEBTRNPOUERIREER
RiEE, EARMP , POMKIRFREMAZISMBBREIEY Cisco 10S BEH 2R,

LB VPN EEBRAIEIRRER , EEAKAR[LHEE—MNARESFIR (ACL). FEARRHIF
, access-list 101 e S S H TP 2IRZEMAHRE , HE1ZFZEBE[E 10.10.10.x/24 MK, FRERZH
RINBBIER (B0 | Internet ) M ACL 101 il B B W& HHERR,

access-list 101 pernit ip 10.10.10.0 0.0.0.255 192.168.1.0 0.0.0. 255

HXABMEMA ACL,

crypto i saknp client configuration group vpngroup
key ciscol23

dns 10.10. 10. 10

wi ns 10.10.10. 20

donmai n ci sco.com

pool i ppoo

acl 101

AEEROIERT IPsec BRERE T ATERX :
- BIAE PIX ERYSNEREE O 89 N2 AR 5%
- RITFEAU S HBRIEX VPN B IRHITHT B S0 RIE (Xauth)
- MitbsibSt R VPN B PRz 2B E A IP it

. nat 0 access-list S THEE , LLIHEEAR Y LAN LW ENFEATEAFRNET A IP it | Fet{Ada
M PIX ALK G R 48 i 11 ¥ (NAT) #bit |, SUARFZEEHME,

B

A E 3 RAER R UATE B A AP S BERVIE B

AE: FRADKTERTE (XRIMAS ) ATRMBEXFIBIFRERA R THEAEE
AXHEEANUTHERE

X HEEPFEAN IP KU FEE Internet ERATEEEH, XLt EESSREREFER
B RFC 1918 b,
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[T
ANREEALTERE :

. BRHES
. Cisco VPN & /i

BEEER

VPN#show run Buil di ng configuration... Current
configuration : 2170 bytes ! version 12.4 service

ti mestanps debug datetinme nsec service tinestanps |og
datetime nsec no service password-encryption ! hostname
VPN ! boot-start-marker boot-end-marker ! ! I--- Enable
aut hentication, authorization and accounting (AAA) !---
for user authentication and group authorization. aaa
newnodel ! !--- In order to enable Xauth for user
authentication, !--- enable the aaa authentication
conmands. aaa authentication |ogin userauthen |local !---
In order to enable group authorization, enable !--- the
aaa aut horizati on conmands. aaa authorization network
groupaut hor local ! aaa session-id conmon ! resource
policy ! I !'--- For local authentication of the |IPsec
user, !--- create the user with a password. usernane
user password O cisco! I I 1--- Create an Internet
Security Association and !--- Key Management Protoco

(I SAKMP) policy for Phase 1 negotiations. crypto isaknp
policy 3 encr 3des authentication pre-share group 2 !---
Create a group that is used to specify the !'--- WNS and
DNS server addresses to the VPN Cient, !--- along with
the pre-shared key for authentication. Use ACL 101 used
for !1--- the Split tunneling in the VPN Cdinet end.
crypto isaknp client configuration group vpnclient key
ciscol23 dns 10.10.10.10 wins 10.10.10.20 domain

ci sco.com pool ippool acl 101! !--- Create the Phase 2
Policy for actual data encryption. crypto ipsec
transformset nyset esp-3des esp-nd5-hmac ! !--- Create
a dynamic map and apply !--- the transformset that was
created earlier. crypto dynam c-map dynmap 10 set
transformset nyset reverse-route ! !--- Create the
actual crypto map, !--- and apply the AAA |ists that
were created earlier. crypto map clientmap client

aut hentication |ist userauthen crypto map clientnmap

i saknmp aut horization |ist groupauthor crypto nmap
clientmap client configuration address respond crypto
map clientmap 10 ipsec-isaknp dynamic dynmap ! ! | !
interface Ethernet0/0 ip address 10.10.10.1
255.255.255.0 half-duplex ip nat inside !--- Apply the
crypto map on the outbound interface. interface
FastEthernet1/0 ip address 172.16.1.1 255.255.255.0 ip
nat outside ip virtual -reassenbly dupl ex auto speed auto
crypto map clientmap ! interface Serial2/0 no ip address
! interface Serial2/1 no ip address shutdown ! interface
Serial 2/2 no ip address shutdown ! interface Serial 2/3
no i p address shutdown !--- Create a pool of addresses
to be !--- assigned to the VPN Clients. ! ip |local pool

i ppool 192.168.1.1 192.168.1.2 ip http server no ip http
secure-server ! ip route 0.0.0.0 0.0.0.0 172.16.1.2 !---
Enabl es Network Address Translation (NAT) !--- of the

i nsi de source address that natches access list 111 !---
and gets PATed with the FastEthernet |P address. ip nat
inside source list 111 interface FastEthernetl/0
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overload ! !--- The access list is used to specify which
traffic I--- is to be translated for the outside
Internet. access-list 111 deny ip 10.10.10.0 0.0.0. 255
192.
I--- Configure the interesting traffic to be encrypted
fromthe VPN Client !--- to the central site router
(access list 101). !--- Apply this ACL in the | SAKWP
configuration. access-list 101 pernit ip 10.10.10.0

0. 0.

168.1.0 0.0.0.255 access-list 111 permit ip any any

0.255 192.168.1.0 0.0.0.255 control-plane ! line con
ne aux 0 line vty 0 4! end

VPN EFii% 4.8 BB

HATUA T HZERUELE VPN Client 4.8 :

1
2
3

o N O~

& B FF ik > BF > Cisco Systems VPN FF#% > VPN &%,

. 85 New LS5 Create New VPN Connection Entry & M,

. % A Connection Entry BN & #5488 , £ Host FE P ABREHESHUSNER IP st |, H % A VPN
Group WE&MM AT, £ Save,

BEEFEHANERE  RAEM VPN ERiEEE O F &35 Connect,

CHIRRE , @A Xauth WAFRBMOSER , RAE¥E T OK LUEEZEME,

. VPNZE P ik 5 00k S8 3% B B iE 12

. 1% % Status > Statistics LA & VPN Client FIBSE S 158

. % Z Route Details &I+ , AEE VPN BEFmZLEZFIRAFNVEH. EARREF , VPN
EFWmAI LR £6M 10.10.10.0/24 , MAIERMBBEBRFTLEME , RSB IRRE K E,
ZRIPMENER OB PEEMN ACL 101 TH.

B

AP RHENEETHEDEBAENEERE T EEET.

TR HBERER ({XREMAS ) (OIT) ZIFFEL show &5 T, £/ OIT IEEX show S5 H

HEy 4o

- show crypto isakmp sa — & R"3 F& EHIFTE X8 IKE R£ KBk (SA)o VPN#show crypto i psec

sa interface: FastEthernetl/0 Crypto map tag: clientnmap, local addr 172.16.1.1 protected
vrf: (none) local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident
(addr/ mask/ prot/port): (192.168.1.1/255.255. 255. 255/ 0/0) current_peer 10.0.0.2 port 500
PERM T, flags={} #pkts encaps: 270, #pkts encrypt: 270, #pkts digest: 270 #pkts decaps: 270
#pkts decrypt: 270, #pkts verify: 270 #pkts conpressed: 0, #pkts deconpressed: 0 #pkts not
conpressed: 0, #pkts conpr. failed: O #pkts not deconpressed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O local crypto endpt.: 172.16.1.1, renpote crypto endpt.
10.0.0.2 path ntu 1500, ip ntu 1500, ip ntu idb FastEthernetl/0 current outbound spi:
OXEF7C20EA(4017889514) inbound esp sas: spi: Ox17EO0CBEC(400608236) transform esp-3des esp-
md5- hmac , in use settings ={Tunnel, } conn id: 2001, flow.id: SW1, crypto map: clientmap
sa timng: remaining key lifetime (k/sec): (4530341/3288) |V size: 8 bytes replay detection
support: Y Status: ACTIVE inbound ah sas: inbound pcp sas: outbound esp sas: spi
OXEF7C20EA(4017889514) transform esp-3des esp-nd5-hnmac , in use settings ={Tunnel, } conn
id: 2002, flow.id: SW2, crypto map: clientmap sa timng: remaining key lifetime (k/sec):
(4530354/3287) |1V size: 8 bytes replay detection support: Y Status: ACTIVE outbound ah sas:
out bound pcp sas:

- show crypto ipsec sa — & R8I SA FFAMIZE, VPNgshow crypto isaknp sa dst src state

conn-id slot status 172.16.1.1 10.0.0.2 QVLIDLE 15 0 ACTI VE
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mOEMHBRER ({XEEMAF ) (OIT) ZHFEL show 5. F£/A OIT IEEX show R
7 #o

AR : £/ debug B8 T 2HT , HZ AKX Debug B THEEEER.

- debug crypto ipsec - £ R5E 2 B BHY IPsec i,
- debug crypto isakmp - £R5 1 B ER#Y ISAKMP 1,

HXER

. |Psec HES/IKE 1

. Cisco VPN B - =R ¥

. Cisco BRI - ¥ &

- BARFZEHRH - Cisco Systems
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