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24 . GHATACACSEMREIESS , NexusiREZFELEFERAXRM EHRI , HAKRERET
AAABR S BRHY B 1050 E o

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

2EBEENEREEBELAE,

Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule 2 permit command enable *

Nexus9000(config-role)# rule 3 permit command ssh *

Nexus9000(config-role)# rule 4 permit command ssh6 *

Nexus9000(config-role)# rule 5 permit command ping *

Nexus9000(config-role)# rule 6 permit command ping6 *

Nexus9000(config-role)# rule 7 permit command telnet *

Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

o

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21

Nexus9000(config-role-interface)# permit interface Ethernetl/22



Nexus9000(config-role-interface)# permit interface Ethernetl/25

Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHHHRBHHHRRRBHHRRRREH R H#AHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Latest Manual Natwork Scan Res... N Etwo rk Acce SS US e rS

Selected 0 Total O

Status Username .~ Description First Name Last Name Emaill Address User Identity Groups

No data available
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_ » Now Matwork Desice
Metwork Davic

Metwork Devices

Name NEXUSIK

Mexus Devica For TACACS

i IP Address
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TACACS Authentication Settings

Shared Secret Nexus3xample

[ ] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support

TACACSEL E ZB 7

B HSubmitiIZHREFEE Ko

3.7EISELEETACACS.



B EEENexus kP EIEHPSNEE B A T Device AdminikIi,

Enable Device Admin Service

PSNZZ EEIhEER T

A] LATEISE 3K # Administration > System > Deployment > Your PSN > Policy Server section >
Enable Device Admin Services T % /1 It % I .

- BIETACACSEENH , MRS BRIEKY , ©FACHEEIREFNexusik &

MISEX 25 | SfnElWorkcenters > Device Administration > Policy Elements > Results >
TACACS Profiles # S iFAddiZ 4

Work Centers - Device Administration A Evaluation

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Conditions > TACACS Profiles

Network Conditions

Results

Allowed Protocols

Name Type Description

Default Shell Profile Shell Default Shell Profile

Deny All Shell Profile Shell Deny All Shell Profile

TACACSEL & X #F
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Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Conditions

TACACS Profile

Metwork Conditions

MNama
Results Mexus Helpdesk

t If the

A TacacsBL & 4

Z W& Task Attribute ViewsB % H S EIRaw ViewE 2 o

FH % A {Eshell:roles="helpdesk",

Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements
MName

Nexus Helpdesk
Conditions

Network Conditions:

Results
Allowed Protocols
TAC, ommand Sats

TACACS Profiles
Task Attribute View Raw View
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Work Centers - Device Administration A\ Evaluation Mode 27 Days Q. @

Overview Identities User Identity Groups Ext Id Sources MNetwork Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions

Default Tacacs Default policy set

HARBERERS , @ T R3hHEIFAuthentication PolicyZB4 o
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Work Centers - Device Administration A\ Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -
Status  Rule Name Conditions Use Hits

Q

~ QOptions

If Auth fail

0 Internal Authentication = Network Access:Davice |P Address
If User not found

If Process fail

Q Default
> Options
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THRZHRIMAEER.

View

Actions
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Conditions Studio

Library Editor

Network Access-Device IP Address

EAP-MSCHAPvZ

EAP-TLS Dictionary Attribute
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DEVICE Maodel Name
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DEVICE Software Varsion
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Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits

(-] Default

> Authentication Pollcy (2)
» Authorization P
» Authorization Policy - Global Exceptions
o Authorization Pa
Results

Status  Rule Name Conditions Command Sets Shaell Profiles Hits  Actions

Authorization policyZB %
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~ Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

Default DenyAllCommands
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shell:roles="helpdesk"

{Author-Reply-Status=PassRepl;

Response
spons AVPair=shell:roles=" helpdesk”: }

SKeY B A FA1E B AL

ENexusi&#& k :

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces
show Show running system information
end Go to exec mode
exit Exit from command interpreter



Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

HUEHEER

o I®UF MNexusi® & mJ A58 ISE:

Nexus9000# ping <{&HIISE IP>
PING <Your ISE IP>(<Your ISE IP> & € 565({EF%

64F T |, RE<EBWISE IP>:icmp_seq=0 ttI=59 time=1.22 ms
64F T , RE<EHISE IP>:icmp_seq=1 ttI=59 time=0.739 ms
64F T , RE<EBMISE IP>:icmp_seq=2 ttl=59 time=0.686 ms
64F T , RE<EBWISE IP>:icmp_seq=3 ttI=59 time=0.71 ms
64F T |, RE<EBHISE IP>:icmp_seq=4 ttI=59 time=0.72 ms

o WIFISEFMNexusig & 2 BM iR 0492 B S IF -
Nexus9000# telnet <ZHIISE IP> 49
EEZRA<EBHISE IP> ...

BEEE<IEMISE IP>,
BYFRERN,
o EALUTAER :

debug tacacs+ all
Nexus9000#
Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs:event_loop(): 18 Aprocess_rd_fd_set



202454 A 19H22:50:44.199355 tacacs:process_rd_fd_set: }yfd 6FF AL [ 0L
202454 A19H22:50:44.199392 tacacs:fsrv didntf{ I 84211 4
202454 A19H22:50:44.199406 tacacs:process_implicit_cfs_session_start: IEfE# A ......
202454 A19H22:50:44.199414 tacacs:process_implicit_cfs_session_start: 1B ; FEAi14F o B
RIRAS
202454 A19H22:50:44.199424 tacacs:process_aaa_tplus_request:3i Aaaa&iFid 0
202454 A19H22:50:44.199438 tacacs:process_aaa_tplus_request : £ RS54
IsePsnServerst& &Emgmt0is O BIR S
202454 A 19H22:50:44.199451 tacacs:tacacs_global_config(4220): IEfE#i A.......
202494 A19H22:50:44.199466 tacacs:tacacs_global_config(4577):3REX_#E3K......
20244 A19H22:50:44.208027 tacacs:tacacs_global_config(4701): Bk & £ B MY E B R EHIR
{8 : SUCCESS
20244 B19H22:50:44.208045 tacacs:tacacs_global_config(4716):REQ:num server 0
20244 B19H22:50:44.208054 tacacs:tacacs_global_config:REQ:num group 1
20244 A19H22:50:44.208062 tacacs:tacacs_global_config:REQ:num timeout 5
20244 A19H22:50:44.208070 tacacs:tacacs_global_config:REQ:num deadtime 0
20244 A19H22:50:44.208078 tacacs:tacacs_global_config:REQ:num encryption_type 7
202454 A19H22:50:44.208086 tacacs:tacacs_global_config:iR Elretval 0
2024%4 A 19H22:50:44.208098 tacacs:process_aaa_tplus_request:group_infol&E 3t f£aaa_reqH

, Bt A AR 854H IsePsnServers
202454 A19H22:50:44.208108 tacacs:tacacs_servergroup_config: IE TE# A BRSSE54H |, & 5(0
202454 A19H22:50:44.208117 tacacs:tacacs_servergroup_config:GETNEXT_REQ for Protocol
server group index:0& 5 :
202454 B19H22:50:44.208148 tacacs:tacacs_pss2_move2key:rcode = 40480003 syserr2str =7¢
K pssFH4H
20244 A19H22:50:44.208160 tacacs:tacacs_pss2_move2key: i Fpss2_getkey
202454 A19H22:50:44.208171 tacacs:tacacs_servergroup_config:GETNEXT_REQIREU MY AR 55
A% : 285 : IsePsnServers
202444 A19H22:50:44.208184 tacacs:tacacs_servergroup_config: B 1k & M A R R IR BB

: SUCCESS
202494 B19H22:50:44.208194 tacacs:tacacs_servergroup_config:iR El i Bk 55 854 Kreval
0:lsePsnServers
202494 B19H22:50:44.208210 tacacs:process_aaa_tplus_request: ¥ Zl4HIsePsnServers, 185
Wvrfy BRIAE , source-intf30
20244 A19H22:50:44.208224 tacacs:process_aaa_tplus_request:# &Emgmt0 vri:management
against vrf:default of requested group
20244 B19H22:50:44.208256 tacacs:process_aaa_tplus_request:mgmt_if 83886080
20244 A19H22:50:44.208272 tacacs:process_aaa_tplus_request:global_src_intf :0 , ZRith
src_intf90,vrf_name R BAIAE
2024%4 A19H22:50:44.208286 tacacs:create_tplus_req_state_machine(902):%ii Aaaa£i&id 0
202454 A19H22:50:44.208295 tacacs R ASHLiTE0
202444 A19H22:50:44.208307 tacacs:init_tplus_req_state_machine:%ii Aaaa2i&id 0
202494 B19H22:50:44.208317 tacacs:init_tplus_req_state_machine(1298):tplus_ctxINULL , #0
REEBENMME |, MRZN
202494 A19H22:50:44.208327 tacacs:tacacs_servergroup_config: IE £ A R$528 4
IsePsnServers , &£5/0



202454 A 19H22:50:44.208339 tacacs:tacacs_servergroup_config:GET_REQ for Protocol server
group index:0 name:lsePsnServers

202494 B19H22:50:44.208357 tacacs:find_tacacs_servergroup:$ii A fR 55854 IsePsnServers
20244 B19H22:50:44.208372 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str =& Ih
2024%4 A19H22:50:44.208382 tacacs:find_tacacs_servergroup:IE1E1E H fR 5854
IsePsnServers& 5|2

20244 A19H22:50:44.208401
tacacs:tacacs_servergroup_config:GET_REQUEST:find_tacacs_servergroup error O for Protocol
server group IsePsnServers

20244 A19H22:50:44.208420 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = Ih
202454 B19H22:50:44.208433 tacacs:tacacs_servergroup_config:GET_REQIR EX MY fR 55254
5| : 28 : IsePsnServers

2024 A2024 4 H19H22:52024 4 H19H22:52024 4 H19H22:5

Nexus9000#

- ITHRIEEHR. (EEFRESFAER , XME R Wireshark TACACS+EERI , HEH
NexusHISEfE A HZ=%4A, )

| Time | Sc| De| Protocol | Length | Info
66 22:25:88.757481 w = TACACS+ 187 R: Authorization

> Transmission Control Protocoel, Src Port: 49, Dst Port: 58B63, Seq: 1, Ack: 98, Len: 41
~ TACACS+
Major version: TACACS+

Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: 8x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
+~ Decrypted Reply
Auth Status: PASS_REPL (@x@2)
Server Msg length: @
Data length: @
Arg count: 1
Arg[@e] length: 22
Arg[@] value: shell:roles="helpdesk"

TACACSENEIESZ

o WIFISEFMNexusinI X ERAREME, XA LATEWireshark i &,



54 22:25:08.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authenticatien (1)
Sequence number: 1
Flags: ©x@® (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Request
Decrypted Request
Action: Inbound Legin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port lenm: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES7

FHRRIEHES
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