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$remote_addr

127.0.0.1
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$http_x_real_ip
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$remote_user
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$time_local 202254 A078 : 20:10:59 +0000 [&b32 & R A

$request i’*ﬁgﬁi./f'aSS/f"Te”a”t'xm' Http5 3£(GET. POST. DELETE)FIURI
$status 200 HT TP R R 2R A
$body_bytes_sent|[1586 Mja) Bz 2 B K /)
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$http_user_agent |Python-urllib RIEBERNEFIHER
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top - 13:19:47 up 29 days, 2:08, 11 users, load average: 12.24, 11.79, 12.72
Tasks: 785 total, 1 running, 383 sleeping, O stopped, 0 zombie

%Cpu(s): 3.5 us, 2.0 sy, 0.0 ni, 94.2 id, 0.1 wa, 0.0 hi, 0.1 si, 0.0 st
KiB Mem : 13141363+total, 50360320 free, 31109680 used, 49943636 buff/cache
KiB Swap: 0 total, O free, 0 used. 98279904 avail Mem

PID  USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
21495 root 20 0 4393916 3.59 217624 S

2.6

2.8 759:05.78
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https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14

Yy Console [ Debugger T Network {J StyleEditer () Performance L Inspecter L Memery [E Sterage T Accessibility 332 Application @3 [J] e+
E epg [ > I = Al HTML €55 J5 XHR Fonts Images Media WS Other [ Disable Cache Mo Throttling # -)::[-
Sta.. M.. D.. File Init.: T T.. Size . = Headers Cookies Request Response Timings Stack Trac =
@ GET @ .. epg-jup-epgjsoniguery-target=childrenidarget.-subtree.class=ivf £19.. j.. T.. B7B Queusd: 112.09 min Started: 112.09 min Downloaded: 113.19 min
BB GET & .. thintsjson?subsoription=yesd do=1650484171126 £18. joe 1. 481B Request Timing
ED GET & . epg-jup-epgjsoniquery-target=childrendtarget-subtree-class=iF £19. j.. T.. 67TB . | ams
ED GET @. epgjup-epgjsoni_de=1650484171200 190 Jouo . T26E ' o
ED GET @ . fiintsjsontsubscription=yesd de=1650484171676 £19. fe 1. 4318 ”__:
8 .. epgjup-epgjsoniquery-target=childrenitarget-subtree-clas: & £19. j. 7. e
GET M@ .. epg-jup-epgjsoniguery-target=childrenidarget-subtree-class=ivE £19.. .. T.. B7B | | 110 min
GET @ .. epy-jup-epgjsoniquery-target=childrendarget-subtree-class=Mvk £19. j.. T.. 67E D
GET @ .. epy-jup-epgjsoniquery-target=childrenstarget-subtree-class=vF £19... J.. 1.. 5666 @
GET @ .. epg-up-epgjsoniquerytarget=childrendtarget-subtree-cla £19. Jo. T.. BTH
GET @ .. epy-up-epg.jsonlquerytarget=childrenddarget-subtree-class=tE £19. L. 1. 527B
ED GET @ . epg-jup-epg soniquerytarget=childrendtarget-subtree-class=ivk £19.. j.. 7.. 676
ERD GET & . epg-jup-epgjsoniquery-target=childrenddtarget-subtree-class=mF £19., j.. 7.. BTB
m GET @ ... epg-jup-epgjsoniquery-target=childrensaarget-subtree-class=ne £19.. j.. 7T.. BT B
ED GET @ . epg-jup-epgjsonTquery-target=subtreedtarget-subtree-cass=tvR £19.. .. 6.. 308 ™
(E) 18 requests 486 KB/ 16.40 KB transferred  Finish: 114.01 min
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https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
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- EFFHINGINXIANAEEXHER
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o« BRHIRR A LU E N B0 HERB(/m)REBRERE(/s).
« EREBHMKBTNGINXF 22K EREH|SSH
- X4 /api/URIBSAPIE R A A 7 E LK R HIEZE+ burst= ( BRFIFEZHRxX 2 ) + nodelay
- lapi/aaaLoginfl/api/aaaRefresh — N AT B & B9 BR #ll (X 15 aaaApiHttps) , =R
BR %19 2r/s + burst=4 + nodelay
- BT EANEFiFIPH UL IR ERE SRR &
- 3RBAPIC self-ip(Ul + CLI)BIAPIE 3K e BR
- AR AP E XK BREIR R 52 & REN F 5w ik E 4 K E 5k B APICHY 50308 R
- X503 A £ 15 ] B & H Bk
- error.log@ & RAIATBIER S ( XigihttpsClientTagZone ) SAK £ 53 BRLE & /= i EHLAY
%H


https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting

<#root>
apic#

|l ess /var/log/dne/log/error.|og

é6é3/04/17 20:19:14 [error] ...
limting requests

, excess: 40.292 by zone "

htt psd i ent TagZone

", client: h.o.s.t, ... request: "GET /api/class/...", host: "a.p.i.c"
2023/04/17 20:19:14 [error] ...

limting requests
, excess: 40.292 by zone "
htt psd i ent TagZone

", client: h.o.s.t, ... request: "GET /api/node/...", host: "a.p.i.c"
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https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-
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¥EACL.logging ) , LABS IEE S B4 EIZAPIC:

1.5 E|Fabric » Fabric Policies - Policies -~ Monitoring -~ Common Policy - Syslog Message
Policies - Default,

2 RBERRIRBUNREBEIEMRENER.

#1ENon-Essential B 453

W# (0E ) SRRERANEHREEERKERS,
ERTEMNHMKRBE4204939 | BEEMAPIC CLILFERALLHS :

bash
icurl -k -sX POST -d '<fabricInst><monCommonPol><eventSevAsnP code="E4204939" sev="squelched"/></monCom

EIOAF

bash
icurl -k -sX GET 'https://localhost/api/node/class/eventSevAsnP.xml' | xmllint --format -

HE , BIUIKRE :
Fabric > Fabric Policies > Policies > Monitoring > Common Policy > Event Severity Assignment
Policy
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