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Access.lo T
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RN BHEBRAPIC GUMALE EISHERY — iR )5 5%,

RIEA]

£FEKIN , APICGUINERIERHATREMA, ERNINAMAPIERERRSERN. APICH

access.logit kBN EAEBHIAPIER, f#HAGithub Datacentertaci-tac-scriptsI B A EY i [A] B &
S ATERMIAR |, AT AR 2 HTAPICH access.log.
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S=EER

APICENWebBRZ88 — NGINX

NGINXZAZTRENAPIC LT AMAPILIRHIDME, ENGINX<H , MFEELEAPIER, R
NGINX#ZE , WAPIHHZE, BMAPICIZTHCSHNGINX#HRE , it M REMEH X ERF[ARE XN E
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https://github.com/datacenter/aci-tac-scripts/tree/main/Access%20Log%20Analyzer
https://github.com/datacenter/aci-tac-scripts/tree/main/Access%20Log%20Analyzer
https://github.com/datacenter/aci-tac-scripts
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access.log /var/log/dme/log|APIC 30f3 SACITX , BMAPHERIEM11T
error.log /var/log/dme/log|APIC 30f3 ;ﬁ);Z:ﬁI%H'IV_{ T RnginxE& 1% (SR
nginx.bin.log /var/log/dme/log|APIC 30f3 ACIHFE , iIEXDMEES
nginx.bin.warnplus.log|/var/log/dme/log|APIC 30f3 ACIHETEBE+EMMNARE
FE
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- BRLEAPICEEIE M ; —/, ZNHFAEAPIC?
« MERLUEZRE ; 2BETUI, CLISSERERERAFHESE ?
- MEFEWUITARTHTRERIE ?

RGN R it e
c BAAPEBRAESMIERPEINXHER ?
« ZANAPEREREEREER ? ERNIREENFERF?
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K ENGINXERBERMETIRR
Access.logs B &=

access.logZNGINXH —T & , R SAPICEX. BITRRAPICKEIW1AMNHTTPER,
HELL T #RAPICHINGINXEAE IR
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ACIhRA5.2+ EHy ERikaccess.logiE =\ :

Tog_format proxy_ip '$remote_addr ($Shttp_x_real_ip) - $remote_user [$time_Tlocal]'
'""$request"” $status $body_bytes_sent '
""$http_referer"” "$http_user_agent"';

1T R R~ ITmoquery -c fvTenantft#Yaccess.logs B :

127.0.0.1 (-) - - [07/Apr/2022:20:10:59 +0000]"GET /api/class/fvTenant.xml HTTP/1.1" 200 15863 "-" "Pyt

T laccess.logsk B 51 Ellog_format:

log_formatF & |REIAR ZF
$remote_addr  [127.0.0.1 RIZBE R EHHIP

$http_x_real_ip FERARENZE—MERENIP

— MR, EHnginx.bin.log L iR R & F
RATIERBAF

$remote_user

$time_local 20224 H078 : 20:10:59 +0000 |&bIEiE KAt

¥k HY/api/class/fvTenant.xml

$request HTTP/A 1 Http 5 3%(GET, POST, DELETE)FIURI
$status 200 HT TP SR ZS A
$body_bytes_sent|1586 0ja) 87 B2 B A /)

$http_reference

$http_user_agent [Python-urllib RIEBEBRNEFimER



https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Status
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Status

Access.logfTH
EREKMBENERREAFER :

- BRASNERNBERRSBAFRAEE
- MEARERNEN
- BAOBRBEAERR , LERXR B RS EAPICIE AT E,

— B Axx L 5xx M AT
o MEHZB , FEIRBIK Bnginx.bin.logh & iREE

3£ A Github Datacenter4aci-tac-scriptsUl B A8V iR H B D MTEFHIAS | A LURIE 25 ATAPICHY
access.log.

KENGINXERERRER

A LAEFAPICH Btop @ SR ENGINX CPURMAEZEERER :

<{froot>

top - 13:19:47 up 29 days, 2:08, 11 users, load average: 12.24, 11.79, 12.72
Tasks: 785 total, 1 running, 383 sleeping, O stopped, 0 zombie

%Cpu(s): 3.5 us, 2.0 sy, 0.0 ni, 94.2 id, 0.1 wa, 0.0 hi, 0.1 si, 0.0 st
KiB Mem : 13141363+total, 50360320 free, 31109680 used, 49943636 buff/cache
KiB Swap: O total, 0 free, 0 used. 98279904 avail Mem

PID  USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
21495 root 20 0 4393916 3.59 217624 S

2.6
2.8 759:05.78

ngi nx. bin

BNGINXZ R F 3 ] W B 52 5 S A0 B R SRAB KB
RERK

NGINXER BT % A T18IRAPIC GUIRIE, B2 , MIRKEINGINXED , FREMMBITAC SRET
. AARRERONSR , FSRACIEARAXEER.

RERF in2 RS e EER

MERAFIREFER , EAFPRERINBUIRIE , NRBEAIERE, W ( MKES ) FIRSES
(APIC)EEE o

EXEBERT , RIEMNXEESFIAPICHEIER R (EBIERE, VPNZ ), MRTEE , BHBEHN
HMEAPICH FE— it B X R HFER ONBE RS [HTHER , UEE, RIIEMAFRETE


https://github.com/datacenter/aci-tac-scripts/tree/main/Access%20Log%20Analyzer
https://github.com/datacenter/aci-tac-scripts
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/214520-guide-to-collect-tech-support-and-tac-re.html#anc14
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W SEERTT R T EM LR+

P % 38 25 ZR A5 1B 33 E Browser Development ( F¥e8FF % ) TEB(EE X FNetwork ( M

) I+ ) UEHTTPIE SR A& B,

L TETATRIERE R ER[NERNENNBRAAENEE , MEAR.

o]

18 requests 4.66 KB/ 16.40 KB transferred Finigh: 114,01 min

T Accessibility 238 Application @3 []] v

Downloaded: 113.19 min

Ho Throttling = {l—

Tirnings  Stack Trac ™

| 1.0 enin

iy Console [ Debugger T Metwerk )} StyleEditer () Pedformance L3 Inspector  LF Memery [ Storage g

o] epg € || O ©® a1 HIML c55 J5 XHR Fonts Images Media WS Other  [¥) Disable Cache
Sta.. M.. D.. File Init.. T.. T. Size ™ B Headers Cookies Reguest Response
[ 200 3] @ .. epg-jup-epg.jsoniguery-target=children&target-subtree-class=fvF £19.. ju. 7.. 6TB CQueuved: 11209 min Started: 112.09 min

ED GET @ . filntsjson?subscription=yesd_de=1650454171126 19 oo . 4818 Request Timing

BB GET & .. epg-jup-epg soniquery-target=childrenddarget-subtree.class=ivE £19... j.. 7.. 676 |ms

ED GET @ . epgjup-epgjson? de=1650484171200 F19. Jue V.. T26B o

BB GET & .. ficntsjsontsubsoription=yesd_do=1650484171676 £19. Je . 4818 Jm:

2 a. Jow T ) s

GET @ .. epg-jup-epgjsoniquery-target=childrenstarget-subtree-class=hF £19.. J.. 7.. 67E |

GET @ .. epg-jup-epgjsoniquery-target=childrenitarget-subtree-class=ivF £19... .. 7.. 6TE

GET @ ... epg-jup-epg jsoniquery-target=childrenddarget-subtree-class=Ivk £19... j.. 1.. 5666 @

GET @ .. epg-jup-epgjsonlquery-target=childrenstarget-subtree-cla 19 Jue T BTE

GET @ .. epg-jup-epgjsoniquery-target=childrendtarget-subtree-class=nF £19... j.. 1. 5278

ED GET B . epyjup-epgjsoniquery-target=childrendtarget-subtree-class=nF 219, j.. T.. ETE

ED GET @ . epg-jup-epg.jsoniquerytarget=childrendtarget-subtree-class=ivF £19.. j.. 7.. 676

ED GET @ . epg-jup-epg.jsonTquerytarget=childrendtarget-subtree-class=tvC £19.. j.. 7.. 676

m GET @ .. epg-jup-epgjsoniquery-target=subtresdtarget-subtree-class=mR £19.. j.. 6. 30B
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https://tools.cisco.com/bugsearch/bug/CSCvx90048
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R — PHIE — BEBHER — APIC x — RS BRI
S

APIC APIfERE R EIN

HRM AT M ENginx#y — iR i &t

- 81APICiZ1T B 2 ®INGINX DME,

- RABAPIC 18INGINXAEB X EAPIC 18938 K. APIC 2HI3HINGINX AL EIX L3 R,
- BE , EREK—RINBASHHELI0MN L EWAPIERAENGINXRSS.

- MRFKE , MWD EROBE M,

- MBTEEREREN , FERITAPICHITNGINXIEZ PRI,

R RM A AR T &

« BOEBNMAPIER ZBIBEFEH.
c —ANBFRLENBRIANEBRA1094, B—2BAAFZMER , HORIFUERKEMET
8] o
- ESRERAPIC REST APIELESE — HRIREST APl — S RIF R4 APIS1E,
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- {#EZ#Cisco APIC REST APIELE R — S RREST APIE# — N AEHE

OBk

- MEETEFHRRTRE | B EwebsocketiT [ | TR 2 HRIEAPIER,
NGINXiE 3K PR %l
4. 2(1)+ARA S | AP AT B ST S F A R HT TPRIHTTPS iy i 3R R 21,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/cisco-aci-support-for-nginx-rate-limit.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/cisco-aci-support-for-nginx-rate-limit.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#concept_D16AC6DC9CCD4351A4A40287487F061A
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html#id_41223
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest_cfg/2_1_x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST_API_Configuration_Guide_chapter_01.html#id_41223
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/all/apic-rest-api-configuration-guide/cisco-apic-rest-api-configuration-guide-42x-and-later/m_using_the_rest_api.html#d173e2289a1635
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/rest-api-config/b_Cisco_APIC_REST_API_Configuration_Guide_3x.html#concept_71EBE2E241C3442BA326273AF1A9B617
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Inventory | Fabric Policles | Access Paolicies

Policies

Management Access - default

I v Quick Start

Name
D ptio
[ Date and Time
[— T
Admin State. Disabled
B Management Access
Part: &0

E el
B Switch
B Interface
B Giobal

= Monitoring

B Troubleshooting
o ehein Admin State: Enabled
[ Macsec i post: [

B Analytics

B Tenant Quota

B Annotations

Requests/Minute
RERGERE — RIRIERFRRE — KRBk — B E XK — BRIA

B At

- EFFHINGINXIANAEEXHER
- ¥ X g httpsClientTagZonefF B AnginxHi &
o« BRHIRR A LU E N B0 HERB(/m)REBRERE(/s).
« EREBHMKBTNGINXF 22K EREH|SSH
- X4 /api/URIBSAPIE R A A 7 E LK R HIEZE+ burst= ( BRFIFEZHRxX 2 ) + nodelay
- lapi/aaaLoginfl/api/aaaRefresh — N AT B & B9 BR #ll (X 15 aaaApiHttps) , =R
BR %19 2r/s + burst=4 + nodelay
- BT EANEFiFIPH UL IR ERE SRR &
- 3RBAPIC self-ip(Ul + CLI)BIAPIE 3K e BR
- AR AP E XK BREIR R 52 & REN F 5w ik E 4 K E 5k B APICHY 50308 R
- X503 A £ 15 ] B & H Bk
- error.log@ & RAIATBIER S ( XigihttpsClientTagZone ) SAK £ 53 BRLE & /= i EHLAY
%H


https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting

<#root>
apic#

|l ess /var/log/dne/log/error.|og

é6é3/04/17 20:19:14 [error] ...
limting requests

, excess: 40.292 by zone "

htt psd i ent TagZone

", client: h.o.s.t, ... request: "GET /api/class/...", host: "a.p.i.c"
2023/04/17 20:19:14 [error] ...

limting requests
, excess: 40.292 by zone "
htt psd i ent TagZone

", client: h.o.s.t, ... request: "GET /api/node/...", host: "a.p.i.c"

—f&3Ri% |, Request ThrottlefX B TR BRE 85 (APIC) R Z E#E# & % 5| 2 A2 CDDOSHYE
Re ERAMAZEFTHEAREERBHBEEF IR , UREBREABRAE,

=3IV,

XERWEEFBRLAPICHRBMEZEESN , AHRERBE —KEARABAPIAANERLT
o BEXBXLEREREK , BUUSKAREMBDMREFRFLENLE, BRERNEHFEK
, NTITRERGREENME, XEBWERSITHMEMILEHSHAPICEKNINEF LEER

o

ZAACLAFRIER

BRACLEZFCREEEFREBRA, NEITR4EFTEREAIZINAE , MERITHEIERS
R, EEHLBRIECRARESCERTZEEMNHEE  AHRYZARBMIAEREREEZHEN , 2180
APICTEf15,

BEXRFEAEFEE , B RARAPICELEEIEME (5.2 x5 EEE ) -
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-
configuration-quide-release-52x/security-policies-52x.html

MRS HSERBREANTESH

BERS , MENNmEMNALERTH RS BB B i NeventRecords, B RFRELSRS (2
FEACL.logging ) , LAB LR S &APIC:


https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/security-policies-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/security-policies-52x.html

1.5 ElFabric » Fabric Policies - Policies -~ Monitoring -~ Common Policy - Syslog Message
Policies - Default,

2 ABRENRBUNRSEEEERIRENER,
#2012 Non-Essential =S4t 15

W#E (E ) SRBRERANEHREEERKERS,
ERETEHNRBES204939 |, BHEETAPIC CLILERALS S :

bash
icurl -k -sX POST -d '<fabricInst><monCommonPol><eventSevAsnP code="E4204939" sev="squelched"/></monCom

EIRIF

bash
icurl -k -sX GET 'https://localhost/api/node/class/eventSevAsnP.xm1l' | xmllint --format -

HE , BEUIKRE :
Fabric > Fabric Policies > Policies > Monitoring > Common Policy > Event Severity Assignment
Policy

LAENDIT A Rl 3

N TFH3.2.2m=4.1.1gZ2 BIAINDIR AN E B R IERE | BARBE P —NMRAFESRARLIIT
BARIFE R, REERAEMOB4SHRIF —X , XHEAE L | XA~ 4300,000ZMAPICER

o EFTHIRRAFIT AR R 18 0 ZI3600% (1706t ) |, FFRIFE A B8R K£45,0000%,

B ERMEXHNES

T #FiIntersightBy R #EEFE MDCIE #2854 B E B topsystemZE i) ( B15% ) , M\ INAPICHAE,
ERAGC12RESHRAF |, EHECRICIARIEITFH,

BRI KRG R

fFeventRecord, faultRecordflhealthRecordfy{R & KEKIZIE N 1,000 , UABFILEIERTERT, HE

NEABREREETDERRIUXLEICREA , WHEBAHEBM. FHLRBEENEFENEELRER
AR RS R AR,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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