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<ffroot>

WAN_Router#

show runni ng-config | section flow exporter

flow exporter Netflow_Exporter
destination 203.0.113.10
source LoopbackO

transport udp 9996

template data timeout 60

T2 KB EEORS.

¥4iAGigabitEthernet2iz{TIE# :

o EOLFup/upRES
- BEEBEBHNIPH I
- TRZHRIER

<#froot>

WAN_Router#

show i nterface gigabitEthernet 2 | include up|error|drop

GigabitEthernet2 1is up, line protocol is up

Full Duplex, 1000Mbps, 1link type is auto, media type is Virtual

output flow-control is unsupported, input flow-control is unsupported
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0O
0 input errors, 0 CRC, O frame, O overrun, 0 ignored

0 output errors, 0 collisions, O interface resets

0 unknown protocol drops

SRIRBEWRERNIEEN.

MIREE O

<ttroot>

WAN_Router#



pi ng 203.0.113. 10 source Loopback 0

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 203.0.113.10, timeout is 2 seconds:
Packet sent with a source address of 198.51.100.10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/5 ms
WAN_Router#

WAN_Router#

traceroute 203.0.113.10 source Loopback O nuneric

Type escape sequence to abort.

Tracing the route to 203.0.113.10

VRF info: (vrf in name/id, vrf out name/id)
1 X.X.X.X 2 msec 1 msec 1 msec

2 Y.Y.Y.Y 2 msec 2 msec 1 msec

3272.Z.Z.Z 2 msec * 2 msec

WAN_Router#
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<{froot>

WAN_Router#

show fl ow exporter statistics

Flow Exporter Netflow_Exporter:
Packet send statistics:

Successfully sent: 41 (3780 bytes)



Client send statistics:
Client:

Fl ow Moni t or MONI TOR_|I NGRESS

Records added: 35
- sent: 35

Bytes added: 1750
- sent: 1750

Client:

Fl ow Moni tor MONI TOR_EGRESS

Records added: 35
- sent: 35

Bytes added: 1750
- sent: 1750
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<ttroot>

WAN_Router#

show fl ow noni tor MONI TOR_EGRESS cache

Cache type: Normal (PTatform cache)

, AR EETREE S HIRET

X



Cache size: 200000
Current entries: 14
High Watermark: 27

Flows added: 3032

Flows aged: 3018

- Active timeout ( 60 secs) 200

- Inactive timeout ( 30 secs) 2818

IPV4 SOURCE ADDRESS: 198.51.100.200
IPV4 DESTINATION ADDRESS: 192.0.2.11
TRNS SOURCE PORT: 57188

TRNS DESTINATION PORT: 1967
INTERFACE OUTPUT: Gi2

IP TOS: 0x00

IP PROTOCOL: 17

counter bytes long: 80

counter packets long: 1

timestamp abs first: 22:09:34.067
timestamp abs last: 22:09:34.067
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<ffroot>

WAN_Router#

Bd £ OGigabitEthernet2iB

show runni ng-config interface gi gabitEthernet 2

Building configuration...

Current configuration : 217 bytes
!

interface GigabitEthernet2

ip flow monitor



MONI TOR_EGRESS out put

ip address x.x.x.x 255.255.255.252
ip ospf network point-to-point

ip ospf 1 area O

negotiation auto

end

FRTRBACLE L 2K,

RIS A EEENACLEZ 2R EAETREREFREWEHZHNetFlowT HEBES

WAN_Router#show running-config | include access-group
WAN_Router#

SR8 HIRB AR LR E,

« & tHshow ip route <collector_IP>@r SR T U ER MR HE R, WMERMSAXREXR
NetFlowS HREM H O8O,

- BlE—/NACL , AP RIPH#bit 5 O & B A NetFlowS H 25RO [T B B fRIPH# it S UK S5 T
ELRYUDPEIE E. FUHACLE A THIESHIR , SUTEEXTRE.

<ttroot>

WAN_Router#

show runni ng-config | sec flow exporter

flow exporter Netflow_Exporter

destination 203.0.113.10

source LoopbackO



transport udp 9996
template data timeout 60

<{froot>

WAN_Router#

show i p route 203.0.113.10

Routing entry for 203.0.113.10/32

Known via "ospf 1", distance 110, metric 22, type intra area
Last update from x.x.x.x on GigabitEthernet2, 02:12:27 ago
Routing Descriptor Blocks:

* X.X.X.x, from 203.0.113.10, 02:12:27 ago, via GigabitEthernet2
Route metric is 22, traffic share count is 1

WAN_Router#

show runni ng-config interface LoopbackO

Building configuration...
Current configuration : 87 bytes

interface Loopback0

ip address 198.51.100.10 255.255.255.255
ip ospf 1 area O

end

WAN_Router(config)#

ip access-list extended netfl ow

WAN_Router(config-ext-nacl)#

permt udp host 198.51.100.10 host 203.0.113.10

WAN_Router(config-ext-nacl)#end
|

WAN_Router#

moni tor capture netflow interface gigabitEthernet 2 out access-list netflow buffer size 10

WAN_Router#monitor capture netflow start
Started capture point : netflow

WAN_Router#show monitor capture netflow buffer brief



0 166 0.000000 198.51.100.10 -> 203.0.113.10 0 BE UDP
1 166 0.055997 198.51.100.10 -> 203.0.113.10 0 BE UDP
2 166 7.562019 198.51.100.10 -> 203.0.113.10 0 BE UDP
3 166 7.617024 198.51.100.10 -> 203.0.113.10 0 BE UDP
4 166 9.719009 198.51.100.10 -> 203.0.113.10 0 BE UDP
5 166 9.776013 198.51.100.10 -> 203.0.113.10 0 BE UDP

EE  BIROBIE T LMER pcap X FAE TEbootflash A | 8 B] BAER + 7538 i #5 6 1IR BN
AR | REAUSABEE ST TE ( Wireshark ) #HITHARE,
ER4 LRBEHBERBARKES

<tfroot>

WAN_Router#

show nonitor capture netflow buffer dunmp

0000: AABBCCOO0 18005254 00B62209 08004500 ...... RT.."...E.
0010: 009863EA 0000FF11 F121C633 640ACBO0O ..c......!.3d...
0020: 710AC027 270C0084 F2E70009 0002086E g..''.......... n
0030: 9B7A6A2F 2ED40000 07CE0000 01000102 .zj/............
0040: 0068C000 020BC633 64C80011 O7AFDCAL .h..... 3d.......
0050: 00000002 00000000 00000034 00000000 ........... 4....
0060: 00000001 0000019E C84E6CDC 0000019E ......... NT.....
0070: C84E6CDC C000020B C63364C8 0011007B .N1...... 3d....{
0080: DCA10000 00020000 00000000 002CO000 ............. .
0090: 00000000 00010000 019EC84E 6CFO0000 ........... NT...
00AO: 019EC84E 6CFO ...N1.

BIEBIRESTHIRD T , NetFlow S HEITE I (cflow)FFMER B 2RE M B E B BRI UK EERR,


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
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| Time: Dedta Source Destination alial Length seq
1 2026-86-14 17:06:25. 900001800 154,51, 184918 2008.8.113.18 0 166 total: 2 (v3) records Obs-Oomain-I0= 256 [Data:Z58]
2 _TRI6-a5-14 1 - BRAETABE B 200BB18AG: 198.51. 184,18 Z83.8.113.18 166 total: 2 [vB] records Obs-Desain-TO= 512 [Dota:253]
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<{froot>

WAN_Router#s

how fl ow nonitor MONI TOR | NGRESS cache

Cache type: Normal (PTatform cache)
Cache size: 200000
Current entries: 7
High Watermark: 9

Flows added: 65

Flows aged: 58

- Active timeout ( 60 secs) 4

- Inactive timeout ( 30 secs) 54

IPV4 SOURCE ADDRESS: x.x.X.x

IPV4 DESTINATION ADDRESS: 224.0.0.5
TRNS SOURCE PORT: 0

TRNS DESTINATION PORT: O
INTERFACE INPUT: Gi2

IP TOS: 0xCO

IP PROTOCOL: 89

counter bytes long: 100

counter packets long: 1

timestamp abs first: 01:54:53.144
timestamp abs last: 01:54:53.144

KES HRERE.

<tfroot>

WAN_Router#

show fl ow exporter statistics

Flow Exporter Netflow_Exporter:
Packet send statistics

Successfully sent: 0 (0 bytes)

Client send statistics:
Client: Flow Monitor MONITOR_INGRESS

%8B,



Records added: 0
Bytes added: 0

i H RIS IR BEMONITOR_INGRESSIEEE NN EMBEZREIE  BR , RS HES
Netflow_Exporter £ [a] Y £ 25 4% M E 18 Ko

HIR3 AL I B B R SR BR RV ALE

WIS EERIPH IV RAREFETHNNEERD, XAEELRKREREK , hAREVRFEE
RUBREH TR , BEABURTMEHAN

<tfroot>

WAN_Router#

show i p route 203.0.113.10

% Network not in table

WAN_Router#

show i p cef 203.0.113.10

0.0.0.0/0
no route

<{froot>

WAN_Router#

show ip vrf

Name Default RD Interfaces
A <not set> LoO

Gil

Gi2

WAN_Router#

show ip route vrf A 203.0.113.10



Routing Table: A

Routing entry for 203.0.113.10/32

Known via "ospf 1", distance 110, metric 22, type intra area
Last update from x.x.x.x on GigabitEthernet2, 00:37:34 ago
Routing Descriptor Blocks:

* X.X.X.x, from 203.0.113.10, 00:37:34 ago,

via G gabitEthernet2

Route metric is 22, traffic share count is 1

WAN_Router#

ping vrf A 203.0.113.10 source | oopback0

Type escape sequence to abort.

Sendi ng 5, 100-byte | CWP Echos to 203.0.113.10, tineout is 2 seconds:

Packet sent with a source address of 198.51.100.10

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/3 ns

WAN_Rout er

SRAKRB RS HEBREE.

RESHBEEUBIAEE T ESMNVRF , BRS HB[TRAVRF,

<tfroot>

WAN_Rout er #

show runni ng-config | sec flow exporter



fl ow exporter Netflow Exporter
destination 203.0.113.10
source LoopbackO

transport udp 9996

tenpl ate data timeout 60
WAN_Rout er #

SHAMHBEARRRRS HBRETXBVRFEN ., ERAVRFHIMEH , RAFERAELHH
VRFEABE ER S sk , NARSHBIRESET EBN A RERFIRESR,

HAERTATRASHSEREEMBEITWEEREENRIES R,

<#root>

WAN_Rout er #

show runni ng-config | section flow exporter

fl ow exporter Netflow Exporter

destination 203.0.113.10 vrf A

source LoopbackO
transport udp 9996
tenpl ate data tineout 60

SRR S HBEEREEENKARIEE,

EHOED ERRABEIHIR , HEABEXHshowin S HIAERE I NetFlowS HBE I K IABIWE
o

<{froot>

WAN_Rout er #

show nonitor capture netfl ow paraneter

moni tor capture netflow interface G gabitEthernet2 OUT
moni tor capture netflow access-list netfl ow

moni tor capture netflow buffer size 10

moni tor capture netflow limt pps 1000



<tfroot>

WAN_Rout er #

show fl ow exporter statistics

Fl ow Exporter Netfl ow Exporter:
Packet send statistics
Successfully sent: 7 (576 bytes)

Cient send statistics:

Client: Flow Mnitor MONI TOR | NGRESS
Records added: 9

- sent: 9

Byt es added: 450

- sent: 450

WAN_Rout er #

show nonitor capture netflow buffer brief

# size ti mestanmp sour ce destination dscp protoco
0 114 0. 000000 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
1 118 31. 873947 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
2 166 32. 955004 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
3 166 43.580963 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
4 166 53. 061993 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP
5 114 62. 480978 198. 51. 100. 10 -> 203.0.113.10 0 BE UDP

HERR BRI 2R L WINetFlow i f&E
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WAN_Switch
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Flow Exporter out
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<#froot>

WAN_Swi t ch(config-if)#

interface TwentyFi veG gE1/0/1

WAN_Swi t ch(config-if)#

ip flow monitor MONI TOR_|I NGRESS i nput



% Flow Monitor: Failed to add nonitor to interface

FTRIRRGIEREE,

<tfroot>

WAN_Swi t ch#

show runni ng-config | section flow nonitor

fl ow nmonitor MONI TOR | NGRESS
exporter Netfl ow Exporter
cache timeout inactive 30
cache tinmeout active 60
record | NGRESS

Invalid set

of fields in nonitor

record for wired ir

SR2HRERETHAONFRNRCKEE. SBURABNKRELFTRE : CENARFE.

<{froot>

WAN_Swi t ch#

show runni ng-config | section flow record

flow record | NGRESS
mat ch i pv4 version
mat ch i pv4 protocol

mat ch applicati on nane

mat ch i pv4 destination address
mat ch i pv4 source address

mat ch transport destination-port
mat ch transport source-port

mat ch interface input

match flow direction

collect timestanp absolute first
collect timestanp absol ute | ast
col l ect counter bytes |ong
col l ect counter packets |ong



Flexible NetFlow(FNF)3# 12 % BYmatch application name=E T B A Al 14 5 =4 (AVC)H B
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<tfroot>

WAN_Swi t ch(confi g) #

interface twentyFiveG gE 1/0/1

WAN_Swi t ch(config-if)#

no ip flow nonitor MONI TOR_INGRESS in

WAN_Swi t ch(confi g) #

no fl ow nmonitor MONI TOR_| NGRESS
WAN_Swi t ch(confi g) #

flow record | NGRESS

WAN_Swi t ch(confi g-fl owrecord)#
no match flow direction

<sni p>



AR BRRIERE  EFNARY

o

SRAENARBEERE , BINRKEERSRBEITER,

<tfroot>

WAN_Swi t ch#s

how fl ow nmoni tor MONI TOR | NGRESS st ati stics

Cache type: Normal (Pl atform cache)
Cache size: 10000
Current entries: 1

Fl ows added: 1
Fl ows aged: O

WAN_Swi t ch#

show fl ow noni tor MONI TOR_I NGRESS cache

Cache type: Normal (Pl atform cache)
Cache size: 10000
Current entries: 1

Fl ows added: 1
Fl ows aged: O

| PVv4 SOURCE ADDRESS: X. X. X. X

| Pv4 DESTI NATI ON ADDRESS: y.y.y.y
TRNS SOURCE PORT: O

TRNS DESTI NATI ON PORT: 0

| NTERFACE | NPUT: Twel/0/1

FLOW DI RECTI ON: | nput

IP VERSION: 4

I P PROTOCOL: 89

counter bytes long: 708

counter packets long: 7

timestanp abs first: 20:38:23.408
timestanp abs last: 20:39:12.408
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