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$SPLUNK_HOME/etc/system/local/web.conf

[settings]

enableSplunkWebSSL = 1

httpport = 8080
privKeyPath=/opt/splunk/etc/auth/bscicerts/privatekey.key
serverCert=/opt/splunk/etc/auth/bscicerts/cert.pem
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This site can’t be reached

10.140. 9% ¥ refused to connect.

Try:
* (Checking the connection
* Checking the proxy and the firewall
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mv /etc/system/local/web.conf /etc/system/local/web.bkp

Restart Splunk
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splunk>enterprise

SplunkFERATHREIAWEIR :

/1og/splunkd.Tog.1:11-02-2019 14:36:48.859 +0000 ERROR HTTPServer - SSL context could no
be created - error in cert or password is wrong

/1og/splunkd.Tog.1:11-02-2019 14:36:48.859 +0000 ERROR HTTPServer - SSL will not be enab
/1og/splunkd.log.5:10-21-2019 10:55:40.000 +0000 ERROR SSLCommon - Can't read certificat
file /opt/splunk/etc/auth/bscicerts/cert.pem errno=33558530 error:02001002:system
Tibrary:fopen:No such file or directory
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$SPLUNK_HOME /bin/splunk cmd openss1 rsa -in mySplunkWebPrivateKey.key -text

EWindowsH :

$SPLUNK_HOME\bin\splunk cmd openss1 rsa -in mySplunkWebPrivateKey.key -text
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E nixH :

$SPLUNK_HOME/bin/splunk cmd openssT rsa -in mySplunkWebPrivateKey.key -out mySplunkWebPr

EWindowsH :

$SPLUNK_HOME\bin\splunk cmd openssT rsa -in mySplunkWebPrivateKey.key -out mySplunkWebPr
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https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/SecureSplunkWebusingasignedcertificate
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/SecureSplunkWebusingasignedcertificate
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/TroubleshootyourSplunkWebauthentication
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/TroubleshootyourSplunkWebauthentication
https://docs.splunk.com/Documentation/Splunk/8.0.0/Security/TroubleshootyourSplunkWebauthentication
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