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STP XM HESITHERT T RERE, U TRESAXHENEREERS :

« MNP ENSFERBENCN, XBKE , WRAEKEETB , WAZKBE RENA
&, BERABRIENANE , REEM 2B AVEEL TEERS.

« BMNEITSTPRMFTERREE AR, L EENE B STPR B IEE 7T (BPDU) , BN
STPHIEE.
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STP &, VLAN FFRX LI EEM I ARMIRDS, BRI FE , BRI BFRE TR
FEMNEE,

MRRFHREF—HRIR , —PRSPORFRTTEZR AL EBPDU, XEREMG ( SR
) REDME A MRFMEEBOAI , IRIVFTEEERE. Bt | ZAREEREH
L&, HERATR , HPHRE,

TR T L WBPDUN R R Rl S IE W R 222 T K IE O R 2[(GBIC)ME, BARBRIKO. R
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EXMERT , — I NM#HKE BPDU , BT ERFNRKEIEI]. STPAE B ATEEECPUSE
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WABE R 2 A E P B, B 2R MU (HSRP) & 3 BE B 2R 1 3
- EERFARRE (EEEE 100% ) o
- RENERMNARES (FELAARMELL ) .
« RERFHEE  RIMEPHWBESREN (FIMHSRPEEIPHIIEE ) o
- BRESEFFI AN Syslog HEH MAC it BI3hH &
- WEEOLNEEEFRELM,.

HPEA—RERPARKSARNEAE (RBARATEFERR ) . AW, MRENURIHPSH
RE , MRAMEZPRAEBER T HERFEK, RIEX-SHNERAXAEZRERRIERRER AR

<tfroot>
cat#

show cat al yst 6000 traffic-neter

traffic neter = 13%

Never cleared

peak = 14%

reached at 12:08:57 CET Fri Oct 4 2002

N 5% - #MCisco I0SH A Catalyst 4000 B R LB G S,

MRIFREBRII S ARELRFIRA , FREFJFEZEBRE TIRERS , URIZRFIREEIY
BIRERA . Bl , MRBERERSIN15% , FERERSHEREZE , MATRERSN
14% , WEREXBRIEARESHAE. NRREANBLTEER , WARKRBFAFERER
WP ARSRIERE, AW, LRZEDARISE—MEEREF,

2. ROHEM I (BE )

—BlEMNZPNRRZR RN , B EXRDNVEERRE LR A REMZIZIT,

BEEITE  SXAANEBRLEFOSETHER  EEERERARESNED ( SVBREEH) .
show interface Cisco IOSE M4 TS A UE REMEONT AR,

ENERFAREGENEORN (A TRESH ) , BEMACisco IOSHMATEEMNFTRAEXHEH, &
Hshow interface | include line|\V'seccommandX & RENHFELRKITEEMEORF



<tfroot>
cat#

show interface | include line|\/sec

GigabitEthernet2/1 is up, line protocol is down
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
GigabitEthernet2/2 1is up, line protocol is down
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

G gabitEthernet2/3 is up, line protocol is up
5 mnute input rate 99765230 bits/sec, 24912 packets/sec

5 minute output rate O bits/sec, 0 packets/sec

G gabitEthernet2/4 is up, line protocol is up

5 minute input rate 1000 bits/sec, 27 packets/sec

5 mnute output rate 101002134 bits/sec, 25043 packets/sec

GigabitEthernet2/5 is administratively down, 1line protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
GigabitEthernet2/6 is administratively down, 1line protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate O bits/sec, 0 packets/sec
GigabitEthernet2/7 1is up, line protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate O bits/sec, 0 packets/sec

G gabitEthernet2/8 is up, line protocol is up

5 minute input rate 2000 bits/sec, 41 packets/sec

5 mnute output rate 99552940 bits/sec, 24892 packets/sec

ARERANAREENED, EAFFS , XERARENQ2/3, g2/4Mg2/8 ; ENRSEHATR
I:Io
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N E, BARGTFEMNROE  BARE RN ERAAELERE S ERRI,
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WEEBERANAR , MAREREFL.
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EXAXFRASE , EHRAARBEZEREE, EFREHNEB N OXAEERFAER (MHE MK
AMRAR ) KFEEKTE, e, RER2EFLE  NERELLNE ; B2, ATHBRNRKERER
HAREE , RitiEFEHEMRE,

4. ERFEEHRRHRE

—BHEREFL  EEEBERRTHNER. SRUESENER , RARRTERE. SEEEM
BERTEERNBEYSREREE,

EE

- RERPEUARIITRER, XFL-SHPRIVELFE -RINZFKRA (EHERH
A STHB B RBIES ) o EL—NROIFHIND | ERER AD-DB-BA.

- T RRBELHNEAEBRY , REZXRIZEHEEBNSTPR,



L2 48 R Y PTE SRR ATE E — MBERAKISTPR, MRMHFIT4EE VLAN 5 STP K5I+ STP
B—HERTE ID, MABRAXR—NMRBEIR. &K Hishow spanning-tree vlan vian-id i
, LB RATEVLANKI R MHBFID :

<ffroot>
cat#

show spanni ng-tree vlan 333

MSTO3
Spanning tree enabled protocol mstp

Root 1D Priority 32771

Addr ess 0050. 14bb. 6000
Cost 20000
Port 136 (GigabitEthernet3/8)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)
Address 00d0.003f.8800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface RoTe Sts Cost Prio.Nbr Status
Gi3/8 Root FWD 20000 128.136 P2p
Pol Desg FWD 20000 128.833 P2p

HTEESRIEETHRBPSRNIED , BT SAMNROFKRE VLAN £S5, MREXKOR
kim0 MBEESS P EWFTE VLAN, MREFRER T 2X#E (Fla0 , 2AVLANLELSUFH
MTEREE ) , WA Bt % Hshow interfaces | include L2|line|broadcastcommand ( {X #£Catalyst
6500/6000 K 5l X ¥ 4/l £ By Supervisor 2ME EIRASIZ £ , B ) Supervisor 1R HENVLANKI R
BRETER ). BNXEE VLAN 0, REBFESHRERZHVLANEE Z HIHFEEAIVLAN

<#root>

cat#

show i nterface | include L2|1ine|broadcast
Vianl is up, line protocol is up

L2 Switched: ucast: 653704527 pkt, 124614363025 bytes - ntast:
23036247 pkt, 1748707536 bytes
Recei ved 23201637 broadcasts, O runts, 0 giants, O throttles

V1anl0 is up, Tine protocol 1is up
L2 Switched: ucast: 2510912 pkt, 137067402 bytes - mcast:
41608705 pkt, 1931758378 bytes
Received 1321246 broadcasts, 0 runts, 0 giants, 0 throttles
Vlanll is up, Tine protocol 1is up
L2 Switched: ucast: 73125 pkt, 2242976 bytes - mcast:



3191097 pkt, 173652249 bytes
Received 1440503 broadcasts, 0 runts, 0 giants, 0 throttles
V1anl100 is up, line protocol is up
L2 Switched: ucast: 458110 pkt, 21858256 bytes - mcast:
64534391 pkt, 2977052824 bytes
Received 1176671 broadcasts, 0 runts, 0 giants, 0 throttles
V1anl01l is up, line protocol is up
L2 Switched: ucast: 70649 pkt, 2124024 bytes - mcast:
2175964 pkt, 108413700 bytes
Received 1104890 broadcasts, 0 runts, 0 giants, O throttles

EARFIH , VLAN 1 SERN BN L2 RRRENKER S, BARRKOEERIRZ,

WRim O ERMFH A EANRE (BN —FBREBORBEE , EREAEK , A EERROHRAE
). EWEMNEOMINSEVLANBIRE O , 5K Hshow spanning-tree vian a4 :

<#root>
cat#

show spanni ng-tree vl an 333

MSTO3
Spanning tree enabled protocol mstp
Root ID Priority 32771

Address 0050.14bb.6000
Cost 20000
Por t 136 (G gabit Et hernet 3/ 8)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)
Address 00d0.003f.8800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Status
Gi3/8 Root FWD 20000 128.136 P2p
Pol Desg FWD 20000 128.833 P2p

HRERR O M MEZEN RO £ E&ZEWBPDU,

BPDUHR R M#FLeveryhellointerval ( BRIANER T REH ) KiK. IERMEFFERKR, 4B, Sk
MR M FFEUWE BPDU, 5 & Hshow spanning-tree interface interface detailis 5 , AEBRR®
WE TBPDU :

<{froot>

cat#



show spanning-tree interface g3/2 detai

Port 130 (GigabitEthernet3/2) of MST00 is backup blocking
Port path cost 20000, Port priority 128, Port Identifier 128.130.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 4, forward delay 0, hold 0

Nunmber of transitions to forwarding state: O

Link type 1is point-to-point by default, Internal
Loop guard 1is enabled by default on the port
BPDU: sent 3,

received 53

cat#

show spanning-tree interface g3/2 detai

Port 130 (GigabitEthernet3/2) of MST00 is backup blocking
Port path cost 20000, Port priority 128, Port Identifier 128.130.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 5, forward delay 0, hold 0
Number of transitions to forwarding state: 0
Link type 1is point-to-point by default, Internal
Loop guard 1is enabled by default on the port
BPDU: sent 3,

recei ved 54

N s ESSHFEAE L2 EKE —BPDU ( HHEM53EH54 )

ERETTEESERR L2 STP #HERFEF VIt XEWE , WRERITHREREMN , T{XYEiR
H#W TBPDU , STP#EtHhiZW TBPDU, #1 R received BPDUITEESE N Z 2R AHZ RN IHAMN
WOLEZERMN, IREZFORETLZEWSE (BPDUERSZHERE ) . Kishow interface
interface counterscommand :

<tfroot>
cat#

show i nterface g3/2 counters

Port InOctets InUcastPkts

| nMcast Pkt s

InBcastPkts
Gi3/2 14873036 2



89387

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi3/2 114365997 83776 732086 19

cat#

show i nterface g3/2 counters

Port InOctets InUcastPkts
| nMcast Pkt s

InBcastPkts
Gi3/2 14873677 2
89391

0

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi3/2 114366106 83776 732087 19

STPif% O & &N E Al /£ 8 A IR R B FIBPDUSE #5460 5 Th A 89 4 B 113 38 38 Th B2 Y 43 F SR BR B
P HABPDURFEK N BESTPE » H ik El, MERWEMEMBPDU , BREIROREXEIRFIFITIT
., & & Hshow interface interface counters errorscommand :

<tfroot>
cat#

show i nterface g4/ 3 counters errors

Port Align-Err FCS-Err  Xmit-Err Rcv-Err UnderSize OutDiscards
Gi4/3 0 0 0 0 0 0

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen  Runts Giants
Gi4/3 0 0 0 0 0 0 0

B R EiHOUE T BPDU , 83X L BPDU AAREIX STP #iE, MR EFHNROIPEANGS
ERKE—E2E  HATITEEIR , WIREEBESTPHELRSIEH TBPDU, fECatalyst
6500 % Hremote command switch test spanning-tree process-statscommand :

<tfroot>
cat#

renote command switch test spanning-tree process-stats

transmission rate/sec =2
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5011226

paks transmitted

paks transmitted (opt) =0

opt chunk alloc failures =0

max opt chunk allocated =0
------------------ RX STATS---mmmmmmmmommmem
receive rate/sec =1

paks received at stp isr = 3947627

paks queued at stp isr = 3947627
paks dropped at stp isr =0
drop rate/sec =0

paks dequeued at stp proc = 3947627
paks waiting in queue =0
queue depth = 7(max) 12288(total)

gueue wait time (in ms) 0(avg) 540(max)
processing time (in ms) 0(avg) 4(max)
proc switch count = 100

add vlan ports = 20

time since last clearing 2087269 sec

AROIFEANGTERSTPHENSRITER. REEFITHERSTEMUARKENHBEIR
REMETEE, NRRINBIETXEEMN , BYREOBWSSBEWR T S8 | BRIERITHE
O (CPUEN ) RREBWTHIEE, & HHremote command switch show ibc | i

rx_inputcommand ( #£Catalyst 6500/6000.L ) :

<ttroot>

cat#

renote command switch show ibc | i rx_input

rx_inputs=
5626468
, rx_cumbytes=859971138

cat#

renote command switch show ibc | i rx_input

rx_inputs=
5626471

, rx_cumbytes=859971539

ARGIR AT Nim O ERR A H 2 RIKRET 23 MEES.



N B XM BESTFNEBPDUKIES | RSMEOIKINFERESNSBITRE,

MREEIERBPDUEA RN HiH O LW EFR , BUAB R S —im i KIRYLHRIEZ R %R
HREAKETBPDU, WEBPDURBEMEIREE RO LRIE, MRIFOABEE , WwOFRIE
BPDU , BESETF&WEITI]. REREB KX TBPDU, iFA Hshow spanning-tree interface
interface detailcommand :

<tfroot>
cat#

show spanning-tree interface g3/1 detai

Port 129 (GigabitEthernet3/1) of MSTO0 is
desi gnat ed

forwarding
Port path cost 20000, Port priority 128, Port Identifier 128.129.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 0
Link type 1is point-to-point by default, Internal
Loop guard 1is enabled by default on the port

BPDU. sent 1774

, received 1

cat#

show spanning-tree interface g3/1 detai

Port 129 (GigabitEthernet3/1) of MSTOO0 is
desi gnat ed

forwarding
Port path cost 20000, Port priority 128, Port Identifier 128.129.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 0
Link type 1is point-to-point by default, Internal
Loop guard 1is enabled by default on the port

BPDU:. sent 1776

, received 1

EARHIR | 5 H 2B &R IEFABPDU,



% 5i§ . STPiﬁ*EéE?FBPDUI sentcountero ﬁﬁ%%i+§&%§2‘%ﬂ?BPDUEﬁﬁ§UWIEﬁ%D#ﬁﬁﬂj
%, REAHNZBHFESNIHOITTHEREE M, & Hshow interface interface

counterscommand. XEBFHEBPDURE.,

<tfroot>
cat#

show i nterface g3/1 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi3/1 127985312 83776 812319 19
Port OutOctets OutUcastPkts

Qut Mcast Pkt s

OutBcastPkts
Gi3/1 131825915 3442
872342
386
cat#

show i nterface g3/1 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi3/1 127985312 83776 812319 19
Port OutOctets OutUcastPkts

Qut Mcast Pkts

OutBcastPkts
Gi3/1 131826447 3442
872346
386

NTAREXESR  HERBRERRFER. KAWL E BPDU WAL S, STPAEITE
HTwmOMERRS , EHTESFERE , TEEEREF LIREIRE, 0RO ERAHR 5
RFEZE | NAgE 2RI, MRENNXZEMEFRIEIE |, 155 Ciscorh AR 3 #55k R LAIREU#H
— 58,

5. IRETTR

RESBABNRZIRERE , YOG ZERZENERE , FUATRREOBE, (HlMERKTS
GBIC ) » ZIIREELS IR 3 PMTFF B T REER

EEZENETERFSEFENRZIER , BNSBFENTSHERBEB5A, BBENTREN
o XEME , WREREPRFERBRZER , WZBERENATLHN  HEREFTSHI, &
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ML FKZER |, UECisSCoORRXFAIU#M —FFE, FHEEEIBRINZHTREEXRZIFANES
o MRBEX , WEEFHEFXRIEHNBARRE., NRKEEFR , FRRLABETL2BRSHH
. BXIFMEE , BRI R4 BRI,

BERIPEN

AINERTOWAINEARERINEREEEL2E AR, XRBAEZEPMAMMSEN , RAZ8iT
MBS HFEROERAOMACH It TgE2E RN HBEFEWOER,. TCHEE T KETCHVLANFRE
TN ERREE, Hit , MBEFEHRF I 4 |, it , FRREZTHUBERIESIE
B AYMACHE 31t .

im O W STPIRAS 5 STPforwardingstate Z B Y i 2t K TC, ETCZ/G , BIE4FE B ARMACHE 1E
BEl , ZHERSBERKINE, KBEH ( HEMACHUEZH ) WE - MNBESHEHIRIZ
ik, HTCEREMBIRBANESERER , A HIBET, RRIFEHREEBCEZ LK, @it
2RV FAURSGEE,

) EE  EARESTPHZSTP ( IEEE 802.1wHIIEEE 802.1s ) , TCH I AR M forwardingZE
LA A € Mdesignatedtoroot T ILAR R . X FHRIE STP , L2 A KL BIRIF ( & 802.1d
M) , NmgEEELetEl. VERFERRAIERMIREERE , BARL2SRESZH

EREERFHMES  TCR—MZINEMN. MK O LNERERZERMITE , — Bz
AMSTPIRAHE forwardingBl 1R , ELZRLERETC, HiwAHFE , FEFHEER TC MizH,

B 7 STP portfastThRERY i O TE #5 /%% Hi forwardingRSES |, BZSHTC, EAFIELXIRRR RO
( TAITERHL. PCHIARS 28 ) LELEportfast ] A TCRRHFIEERKEBTEN , FHtEZBRNH TR E

o

WMRME EREE TC , MEXAFFRRIXLE TC BYRIRH REAEMIRERB D EAMN , N2 RS
=3 ig

X TF 802.1d , HX TC EHHY STP EEEMHFHET TC BH (TCN) £#& , TCN B —ip4FHRRE
#y BPDU, fNRREREZFUWTCN BPDURIRE , W AT AR B~ ETCHY R &

BEHRZANERER

BRLBEFERMERETMSHEZE, TNZAENSERE ENBESEF , URBES D
/T\thﬁﬂ]’f'ﬁzlxi&ﬂﬁﬁtﬁ’]ﬂ BERN S ERBREE. AREBZANFAER  FSAX

f£121T7 Cisco 10S ###9 Catalyst 6500/6000 L , SR AI LA &3 & 512 1T 8kES ( {N4T5T Supervisor
2 5|12 ) M2 EE, & tHremote command switch show earl statistics | i
MISS_DA|ST_FR#& % :

<{froot>

cat#


https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-protocol/28943-170.html#secure_loops
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/23563-143.html
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renote conmmand switch show earl statistics | i MSS_DAl ST_FR

ST_MISS_DA = 18 530308834
ST_FRMS = 97 969084354
cat#
renote conmmand switch show earl statistics | i MSS_DAl ST_FR
ST_MISS_DA = 4 530308838
ST_FRMS = 23 969084377

EARHP  F-FERE EXPTHGTURNESR , FZIERE LREHBHURNRITE
o HB— ﬁJJ_/T\;i/ I HE , F-TESCAENMNKE, MREXFHMEMEET , HEE—ME
REREREN , MARKRIEEZARE, A3, ATIHRSEHTHEA , REXREERIERZ
HWHEHMEX—BFEA. S8AKMN (EBMNKROH VLAN ) B—NMIHEE. BI—LZ4%ES
RREEN , RAMREFRMACHIFAERART , KRS RALUZH, SRRIIZKEE R
I 1 RIR A BRI EE , ATREHIXFER

BHKTC

MREARELEZHRNVLANBVLANGS |, BRESTPIHHHENEEFETCHRERSERENEit
#®in, % Hshow spanning-tree vlan vian-id detailcommand ( EAREIF |, fEAVLAN 1)

<ffroot>
cat#

show spanni ng-tree vlan 1 det ai

VLANOOO1 1is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 1, address 0007.0e8f.04c0
Configured hello time 2, max age 20, forward delay 15
Current root has priority 0, address 0007.4flc.e847
Root port is 65 (GigabitEthernet2/1), cost of root path is 119
Topology change flag not set, detected flag not set

Nurmber of topol ogy changes 1 | ast change occurred 00: 00: 35 ago
from G gabitEthernet1/1

Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

MRTFHE VLAN R5 , BRUERABESZ S MEFIREMA VLAN B9 TC T8,
KELSERKLE TC IS
B G2 BERITHEN 12 LEBTCREEHE M, RE , BEEZEIA SR O , #ER



BE— TC ( ERI —NRHIFAIK A GigabitEthernet1/1 ) H&EE TC MNZMFHALA L H, “M
BEENNRE , BEIKRFIKRBS A STP portfast WA RmEHD , BB XINEZEENR K. W
BTCKRBEHMKE K NEEESRNIRE, NRERETLXRIFHEN , WA LUE BportfastZhBE LR
IE#ERTC,

N 5EE - #Cisco IOSHMSTPIIMEA |, TCH T3S RAEEVLAN R #93% O IR EITCN BPDURY %
W, MBEKIEARETCHENESEEBPDU , NTCIHRETARNE, XEHKE N8
SFBTCRTANERR | MM ZVLANSEHSTPERFRETCH R, ©aLREax
TCHEB BB B EBEL,

PEBR W 84 Bt (18] 4 >k [0] &R

AR AHT STP WSFRIBESTST AT CERNER. U TRAE MRS NIEE
- STP Uek S Y o4 L HUEA PR 2 B 1] £
- HINER ST R TR,

BE WTRNRERENT
- SEERAHNAIB RN 2 B R ITE.
- WEBHE , FIMSTPITHSEER—H. STPEZMMRportfast® B4R,
o WS EKRSHAR R CPU T #.
- U,

WHI TR , BT ARER N STP WEBAE M | Bt A REER M A T FEBEBRM — AR5,
E TR R LETBAEKNER , EEESTPEHMNIRRF , L THREAENERFMIRFE. BT Cisco
IOSHHFHSTPERTFRXIEERER (WOF—RERBEEHRIN ) , HLBALEACisco IOSH
HRASTPLUABREFEESER, XN TFSTP, £AIE1TCisco IOSFH#YCatalyst 6500/6000 , 47
IR EEER(SP) ( HSupervisor ) LA , AHEERESPLEARBIR, X FCisco IOSE M #Hr
B, NEBERBLESRRP) LR , AEFEEERP (MSFC)LEAAER.

EASTPREHG T

¥ %STPdebugcommandsZA T X IR, X TF&EFH T ## Cisco 10S B STP L FE
LA XEBTESTF2REETAEENNH L, BoBEaSTRMAMATENEE | Flak iR
SER. ABER. EH (Hlwn TC ) UK EEWFNERE BPDU MN¥kiE. KB &ETENAMN
EREGD , MERFENETREFANELGS,
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EFRAmEEQDR BEMIFRF A RTelnetiF , BEEBEEER T & Hlogging console
informationaland no logging monitorcommands, BE&EE—REH AL , BXNBVLANE K
(PVST)FMMRIEPVST % Hdebug spanning-tree eventcommand, X 2IiR2MHAEXRSTPRI A EIE RN E
— MR, EZERMBMSTERT , & Hdebug spanning-tree eventcommand R E/EA . Fit

, & & Hdebug spanning-tree mstp rolescommand AEB R OACENR, EEFROSTPRESE
2% , ¥ debug spanning-tree switch statecommand&debug pm vpcommand—#2 % H :

<#root>
cat-sp#

debug spanning-tree switch state

Spanning Tree Port state changes debugging is on

cat-sp#

debug pm vp

Virtual port events debugging is on
Nov 19 14:03:37: SP: pm_vp 3/1(333): during state forwarding, got event 4(remove)

Nov 19 14:03:37: SP

dda

pmvp 3/1(333):
f orwar di ng -> notforwardi ng

port 3/1 (was forwardi ng) goes down in vlan 333

Nov 19 14:03:37: SP: *** vp_fwdchange: single: notfwd: 3/1(333)
Nov 19 14:03:37: SP: @@@ pm_vp 3/1(333): notforwarding -> present
Nov 19 14:03:37: SP: *** vp_Tlinkchange: single: down: 3/1(333)
Nov 19 14:03:37: SP: @@@ pm_vp 3/1(333): present -> not_present
Nov 19 14:03:37: SP: *** yp_statechange: single: remove: 3/1(333)

Nov 19 14:03:37: SP: pmvp 3/2(333): during state notforwarding,
got event 4(renove)
Nov 19 14:03:37: SP

dda

pmvp 3/2(333): notforwarding -> present
Nov 19 14:03:37: SP: *** yp_linkchange: single: down: 3/2(333)

Port 3/2 (was not forwarding) in vlan 333 goes down

Nov 19 14:03:37: SP: @@@ pm_vp 3/2(333): present -> not_present
Nov 19 14:03:37: SP: *** yp_statechange: single: remove: 3/2(333)

Nov 19 14:03:53: SP: pm_vp 3/1(333): during state not_present,
got event 0(Cadd)

Nov 19 14:03:53: SP: @@@ pm_vp 3/1(333): not_present -> present

Nov 19 14:03:53: SP: *** vyp_statechange: single: added: 3/1(333)

Nov 19 14:03:53: SP: pmvp 3/1(333): during state present,



got event 8(linkup)
Nov 19 14:03:53: SP

@ea

pmvp 3/1(333): present ->

not f or war di ng
Nov 19 14:03:53: SP: STP SW G 3/1 new blocking req for 0 vlans
Nov 19 14:03:53: SP: *** vp_linkchange: single: up: 3/1(333)

Port 3/1 link goes up and bl ocking in vlan 333

Nov 19 14:03:53: SP: pm_vp 3/2(333): during state not_present,
got event 0(add)

Nov 19 14:03:53: SP: @@@ pm_vp 3/2(333): not_present -> present

Nov 19 14:03:53: SP: *** yp_statechange: single: added: 3/2(333)

Nov 19 14:03:53: SP: pmvp 3/2(333): during state present,
got event 8(linkup)
Nov 19 14:03:53: SP

@ea

pmyvp 3/2(333): present ->

not f or war di ng
Nov 19 14:03:53: SP: STP SW G 3/2 new blocking req for 0 vlans
Nov 19 14:03:53: SP: *** vp_linkchange: single: up: 3/2(333)

Port 3/2 goes up and bl ocking in vlan 333

Nov 19 14:04:08: SP: STP SW G 3/1 new |learning req for 1 vlans

Nov 19 14:04:23: SP: STP SW G 3/1 new forwarding req for 0 vlans

Nov 19 14:04:23: SP: STP SW G 3/1 new forwarding req for 1 vlans

Nov 19 14:04:23: SP: pmvp 3/1(333): during state notforwarding,
got event 14(forward_notnotify)

Nov 19 14:04:23: SP

@@ pm vp 3/1(333): notforwarding ->
f orwar di ng
Nov 19 14:04:23: SP: *** yp_list_fwdchange: forward: 3/1(333)

Port 3/1 goes via learning to forwarding in vlan 333

ET#HSTP UEMAXETHNERERE , EF BT XRIZWNRIEK BPDU BEREH !

<#root>
cat-sp#

debug spanni ng-tree bpdu receive

Spanning Tree BPDU Received debugging is on
Nov 6 11:44:27: SP: STP: VLAN1 rx BPDU: config protocol = ieee,
packet from GigabitEthernet2/1 , Tinktype IEEE_SPANNING ,
enctype 2, encsize 17
Nov 6 11:44:27: SP: STP: enc 01 80 C2 00 00 00 00 06 52 5F OE 50 00 26 42 42 03
Nov 6 11:44:27: SP: STP: Data 0000000000000000074F1CE8470000001380480006525F0E4



080100100140002000F00
Nov 6 11:44:27: SP: STP: VLAN1 Gi2/1:0000 00 00 00 000000074F1CE847 00000013
80480006525F0E40 8010 0100 1400 0200 OF00

HRHEAFPVST, REPVSTHMMSTE ; EEF2EBBPDUNAR. A , BALUEATX
¥R ZE BPDU, EEEBPDUMAZR , iBXPVSTHIRIEPVSTRdebug spanning-tree switch rx
decodecommand&debug spanning-tree switch rx processcommand—i#2 % ., & Hdebug
spanning-tree mstp bpdu-rxcommand J AZEEMSTHBPDURN A A :

<#root>
cat-sp#

debug spanni ng-tree switch rx decode

Spanning Tree Switch Shim decode received packets debugging is on

cat-sp#

debug spanning-tree switch rx process

Spanning Tree Switch Shim process receive bpdu debugging is on

Nov 6 12:23:20: SP: STP SW: PROC RX: 0180.c200.0000<-0006.525f.0e50 type/len 0026
Nov 6 12:23:20: SP: encap SAP Tinktype ieee-st vlan 1 len 52 on vl Gi2/1

Nov 6 12:23:20: SP: 42 42 03 SPAN

Nov 6 12:23:20: SP: CFG P:0000 V:00 T:00 F:00 R:0000 0007.4flc.e847 00000013
Nov 6 12:23:20: SP: B:8048 0006.525f.0e40 80.10 A:0100 M:1400 H:0200 F:0F00
Nov 6 12:23:22: SP: STP SW: PROC RX: 0180.c200.0000<-0006.525f.0e50 type/len 0026
Nov 6 12:23:22: SP: encap SAP Tinktype ieee-st vlan 1 len 52 on vl Gi2/1

Nov 6 12:23:22: SP: 42 42 03 SPAN

Nov 6 12:23:22: SP: CFG P:0000 V:00 T:00 F:00 R:0000 0007.4flc.e847 00000013
Nov 6 12:23:22: SP: B:8048 0006.525f.0e40 80.10 A:0100 M:1400 H:0200 F:0F00

X FMSTER , &7 LAE Athisdebugcommand :

<#root>
cat-sp#

debug spanni ng-tree nstp bpdu-rx

Multiple Spanning Tree Received BPDUs debugging is on
Nov 19 14:37:43: SP: MST:BPDU DUMP [

rcvd_bpdu G 3/2

Repeated]
Nov 19 14:37:43: SP: MST: Proto:0 Version:3 Type:2 Role: DesgFlags[ F ]
Nov 19 14:37:43: SP: MST: Port_id:32897 cost:2000019
Nov 19 14:37:43: SP: MST: root_id :0007.4fl1lc.e847 Prio:0
Nov 19 14:37:43: SP: MST: br_id :00d0.003f.8800 Prio:32768



Nov 19 14:37:43: SP: MST: age:2 max_age:20 hello:2 fwdelay:15

Nov 19 14:37:43: SP: MST: V3_1en:90 PathCost:30000 region:STATIC rev:1l
Nov 19 14:37:43: SP: MST: ist_m_id :0005.74

Nov 19 14:37:43: SP: MST:BPDU DUMP [

rcvd_bpdu G 3/2

Repeated]

Nov 19 14:37:43: SP: MST: Proto:0 Version:3 Type:2 Role: DesgFlags[ F ]

Nov 19 14:37:43: SP: MST: Port_id:32897 cost:2000019

Nov 19 14:37:43: SP: MST: root_id :0007.4flc.e847 Prio:0

Nov 19 14:37:43: SP: MST: br_id :00d0.003f.8800 Prio:32768

Nov 19 14:37:43: SP: MST: age:2 max_age:20 hello:2 fwdelay:15

Nov 19 14:37:43: SP: MST: V3_1en:90 PathCost:30000 region:STATIC rev:1l

Nov 19 14:37:43: SP: MST: ist_m_id :0005.7428.1440 Prio:32768 Hops:18
Num Mrec: 1

Nov 19 14:37:43: SP: MST: stci=3 Flags[ F ] Hop:19 Role:Desg [Repeated]

Nov 19 14:37:43: SP: MST: br_id:00d0.003f.8800 Prio:32771 Port_id:32897
Cost:2000028.1440 Prio:32768 Hops:18 Num Mrec: 1

Nov 19 14:37:43: SP: MST: stci=3 Flags[ F ] Hop:19 Role:Desg [Repeated]

Nov 19 14:37:43: SP: MST: br_id:00d0.003f.8800 Prio:32771 Port_id:32897
Cost:20000
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