T #%802.1x DACL., A FACL, TiE=7IDMKR
BIRERETH

Y4 [VX H
R T AL FIARPYS O

12.2. 559 1P1; R — REGT

RS 15 xBY P& % BR IR
Cisco |I0S-XE®HIPig % IR ER

802.1xM P& =H15.%, DACL
BEACLEXE
2HTTE

802.1xH) 1P = 15.xHY ACL
EDACLERINHZR

MRA15 XM EOACLEE
FT802.1x# BRIAACL
TFER

Z 3 OACL N A IET A
4500/6500.E FYDACL
802. 1xH)MACH#E I IRZS
BUEHERR

i
bm

fan
RN BIPRZIRERINEE, ANINFIM BRI HLAY fih & 35 LA N 1% % IR BR X4 802.1x DACLAY &0,
REZIREREIL

RN E IPRBBRERNEN IEAR , @S BEATHAMABBREV LS.
A EEFER T IREBERX802.1x 7] T & i 735 4 51 =R (DACL) W 21,



TAERENFEEZRER,

AXHENE-RBIESNBAHSORIE, BXAIZIKAAA)RS2RRE H KA T802.1x2FEH ]
#HZIR(ACL),

DACL. Per-User ACLFFilter-ID ACLZ [al3## 4T 7 3t L,
A, BT TACLEEMERIAACLEY — I ZE BN,
BRERFEUTERTHRMEZE :

« ©ENDHCPYWIREUH%H .
- TEN i EITIML(ARP)ER ( MARPEIE EiRELA X HMACHEHE R A& X T IP# st ) SREUET

%*B.
LEThEE BRI AARPIN | BE 531Z5ARPK M (DANTRE,

ZUEERRIAE A , TeEEA., BHEMIARPKEYT , {B7E)3 A“debug arp snooping”/a , FIHFRXE TR

To
ARPYMWTERIAB A , TREZARIEH,

RERFLEARPERZ AWM MERSEZE ( BRIABI0WNRBBRERFHE A EHRE RN
) o

R IRERELE

ip dhcp excluded-address 192.168.0.1 192.168.0.240
ip dhcp pool POOL
network 192.168.0.0 255.255.255.0

|
ip dhcp snooping vian 1
ip dhcp snooping
ip device tracking
!
interface Vlanl

ip address 192.168.0.2 255.255.255.0
ip route 0.0.0.0 0.0.0.0 10.48.66.1
|
interface FastEthernet0/1

description PC

IR BRERA 15

<{froot>
BSNS-3560-1#

show i p dhcp binding



IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 02:31 AM Automatic

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

192.168.0.241 0050.5699.4eal FastEthernet0/1 ACTIVE

12.2.33k PRI , DHCPM T E# 7 IPRZ IR ER

DHCP&ITIEFZRHER !

<tfroot>
BSNS-3560-1#

show debuggi ng

DHCP Snooping packet debugging is on

DHCP Snooping event debugging is on

DHCP server packet debugging is on.

DHCP server event debugging is on.

track:
IP device-tracking redundancy events debugging is on
IP device-tracking cache entry Creation debugging is on
IP device-tracking cache entry Destroy debugging is on
IP device-tracking cache events debugging is on

02:30:57: DHCP_SNOOPING: checking expired snoop binding entries

02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to V11 for pak. Was Fa0/1
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface

(FastEthernet0/1)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST, i nput
interface: FaO/1, MAC da: 001f.27e6.cfc0, MAC sa: 0050.5699.4eal, |P da: 192.168.0.2
I P sa: 192.168.0.241, DHCP ci addr:

192.168.0.241, DHCP yiaddr: 0.0.0.0,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add relay information option

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 CID in vlan-mod-port format



02:31:12: DHCP_SNOOPING_SW: Encoding opt82 RID in MAC address format

02:31:12: DHCP_SNOOPING: binary dump of relay info option, length: 20 data&colon;

0x52 0x12 0x1 Ox6 O0x0 Ox4 O0x0 Ox1 Ox1 Ox3 Ox2 O0x8 Ox0 Ox6 O0x0 Ox1F 0x27 OxE6 OxCF 0x80

02:31:12: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: 001F.27E6.CFCO,
packet is flooded to ingress VLAN: (1)

02:31:12: DHCP_SNOOPING_SW: bridge packet send packet to cpu port: Vlanl.

02:31:12:

DHCPD: DHCPREQUEST received fromclient 0100.5056.994e. al

02:31:12:

DHCPD: Sendi ng DHCPACK to client 0100.5056.994e.al (192.168. 0. 241)

02:31:12: DHCPD: unicasting BOOTREPLY to client 0050.5699.4eal (192.168.0.241).
02:31:12: DHCP_SNOOPING: received new DHCP packet from input interface (Vlanl)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPACK

, input interface:

V11, MAC da: 0050.5699.4eal, MAC sa: 001f.27e6.cfcO, IP da: 192.168.0.241,
IP sa: 192.168.0.2, DHCP ciaddr: 192.168.0.241, DHCP yiaddr: 192.168.0.241,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add bi nding on port FastEthernet0/1

02:31:12: DHCP_SNOOPING: added entry to table (index 189)
02:31:12: DHCP_SNOOPING: dump binding entry: Mac=00:50:56:99:4E:A1 Ip=192.168.0.241
Lease=86400 1d Type=dhcp-snooping Vlan=1 If=FastEthernet0/1

FDHCPHERMEIBIEES , EoaMRIRFREE

<#root>
02:31:12:

sw_host _track-ev: host _track_notification: Add event for host 0050.5699. 4eal
192.168. 0. 241 on interface FastEthernet0/1

02:31:12: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241

on interface FastEthernet0/1

02:31:12: sw_host_track-ev:MSG = 2

02:31:12: DHCP_SNOOPING_SW no entry found for 0050.5699.4eal 0.0.0.1 FastEthernet0/1
02:31:12:

DHCP_SNOOPI NG_SW host tracki ng not found for update add dynam c
(192.168.0.241, 0.0.0.0, 0050.5699.4eal) vlan 1

02:31:12: DHCP_SNOOPING: direct forward dhcp reply to output port: FastEthernet0/1.
02:31:12:

sw_host _track-ev: Add event: 0050.5699. 4eal, 192.168.0.241, FastEthernet0/1

02:31:12: sw_host_track-obj_create:0050.5699.4eal1(192.168.0.241) Cache entry created



02:31:12:

sw_host _track-ev: Activating host 0050.5699. 4eal

interface FastEthernet0/1

192.168. 0. 241 on

02:31:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

BUBRT , 8308 KiE—IRARPEHN :

<{froot>

02:41:12: sw_host_track-ev:0050.5699.
02:41:12: sw_host_track-ev:0050.5699.

Send Host probe (0)

02:41:12: sw_host_track-ev:0050.5699

02:41:42: sw_host_track-ev:0050.5699.
02:41:42: sw_host_track-ev:0050.5699.

Send Host probe (1)

02:41:42: sw_host_track-ev:0050.5699.

02:42:12: sw_host_track-ev:0050.5699

02:42:12: sw_host_track-ev:0050.5699.

Send Host probe (2)

02:42:12: sw_host_track-ev:0050.5699.

02:42:42: sw_host_track-ev:0050.5699
02:42:42:

sw_host _track- obj _destroy: 0050. 5699. 4eal(192. 168. 0.

02:42:42: sw_host_track-ev:0050.5699

4eal Stopping
4eal:

.4eal Starting
4eal Stopping
4eal:

4eal Starting
.4eal Stopping
4eal:

4eal Starting
.4eal Stopping

.4eal Stopping

3 30, 0110700 Clisco_es:cf 83 Viwara _9ode:al
4 30, 0111260 Vvmware_ 998241 Clisco_e6:cf 83
5 60, 0235090 Cisco_e6:cf:83 VMware_99:ie:al
G 60, 0235250 vmware_99:4a:al Clisco_e6;cf 183
7 o0, 0230090 Cisco_eaaf 83 Wmware_S99:4g: 3]
8 G0, 0230250 vmwara_99 43l Cisco_shrcf 83

cache

cache
cache

cache
cache

cache
cache

241)

cache

ARF
AR
ARP
ARF
ARP
ARP

timer

timer: 30 seconds

timer

timer: 30 seconds

timer

timer: 30 seconds

timer

Cache entry del eted

timer

60 who
42 192
a0 who
42 192
Al who
42 142

MERBRIRRPMERZB G , MERIDHCPHESR B NFE :

<#froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

has 1%2.168.0.2417
LG8, 0,241 s at Q0
has 1%2.168.0.2417
LG8, 0, 241 s at 00
has 192.168.0. 2417
JAEE, 0L 241 s 2t 00

Tall
L5056
Tell
L 5]
Tell
05

0.0,.0,.0
(94 eal
0.0,0,0
90nderal
oL, 0,0
(hbideral



BSNS-3560-1#

show i p dhcp binding

IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 03:06 AM Automatic

HEBARPIGRET |, FHERA |, BIRZIRERF B MARASHMIBR,
ZBugll F HIMEMRA12.2.335% , RHIEMA12.2.55515. x B
B, EEALKO (#EARD ) ML3KA ( EXEHIRD ) 4, tEE—EER,

N ThBE FARP ¥ I

£ FAAARPY T T BE IR ER IR %

<{froot>
BSNS-3560-1#

show debuggi ng

ARP:

ARP packet debugging is on
Arp Snoop:

Arp Snooping debugging is on

03:43:36: sw_host_track-ev:0050.5699.4eal Stopping cache timer
03:43:36: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
03:43:36:

IP ARP: sent req src 0.0.0.0 001f. 27e6. cf 83,

dst 192.168. 0. 241 0050. 5699. 4eal FastEthernet0/1

03:43:36: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
03:43:36: IP ARP: rcvd rep src 192.168.0.241 0050.5699.4eal, dst 0.0.0.0 Vlanl

hxZ512.2 550 IPIRZ IRER — RS
S F A RIARA12.2 | B ARG ST EEGE



<tfroot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE

Total number interfaces enabled: 1
Enabled interfaces:

Fa0/ 1

BSNS-3560-1#

ip device tracking interface fa0O/48

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
10.48.67.87 000c.2978.825d 1006 FastEthernet0/48 ACTIVE
10.48.67.31 020a.dada.dada 1006 FastEthernet0/48 ACTIVE
10.48.66.245 acf2.c5ed.8171 1006 FastEthernet0/48 ACTIVE
192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE
10.48.66.193 000c.2997.4cal 1006 FastEthernet0/48 ACTIVE
10.48.66.186 0050.5699.3431 1006 FastEthernet0/48 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

Fa0/ 1, FaO/ 48

W 2x12.2. 55 IPIX R R IR — B2 IP R A

EATHIT  PCERE TBAIPHIL, BiXKE , FREBARPHE(MSG=2)F , RERBRALE
.

<ttroot>

01:03:16: sw_host_track-ev:0050.5699.4eal Stopping cache timer



01:03:16: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
01:03:16: sw_host_track-ev:host_track_notification: Add event for host 0050.5699.4eal,
192.168.0.241 on interface FastEthernet0/1, vlan 1
01:03:16: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241
on interface FastEthernet0/1
01:03:16: sw_host_track-ev:

MSG = 2

01:03:16: sw_host_track-ev:Add event: 0050.5699.4eal, 192.168.0.241, FastEthernet0/1
01:03:16: sw_host_track-ev:

0050. 5699. 4eal: Cache entry refreshed

01:03:16: sw_host_track-ev:Activating host 0050.5699.4eal, 192.168.0.241 on
interface FastEthernet0/1
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

Hit , RKEPCHEBNMNARPEREBLEFMEIFZIRER ( REARPHIE B K ix HFMACHE 1t Fl & 3% 5
Pt ) o

IR 715 B IPR & R ER

BESAIEME , LAN Lite lRATFT X FE L ThaE |, Hlan A TF802.1x#IDACL ( &7 E — Cisco Feature
Navigator ¥ T E R EREBHNER ) -

AT BARATRRAR12. 2R BRI S , B XN, ERHRA15.xF | IPRFRIER(IPDT)RIAMXBRAT
802.1xWEOBA :

<#root>
bsns-3750-5#

show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

G1/0/1, G1/0/2

bsns-3750-5#



show run int g1/0/3

Building configuration...

Current configuration : 38 bytes
!

interface GigabitEthernetl/0/3

bsns-3750-5(config)#

int g1/0/3

bsns-3750-5(config-if)#

swi tchport nopde access

bsns-3750-5(config-if)#

aut hentication port-control auto

bsns-3750-5(config-if)#

do show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number interfaces enabled: 3
Enabled interfaces:
Gil/o0/1, Gil/0/2,

G 1/0/3

Mimw O ER802.1xE B J5 , B2 MiZim OMIERIPDT,

i RS ATEER“DOWN” |, & Itk 2470 B B “switchport mode access”#l“authentication port-control
auto”’= BETE iZ3m O L BUEIPI& % R ER.

BRAEORZRFNREN10:

<#root>
bsns-3750-5(config-if)#
ip device tracki ng maxi mum

?
<1-10> Maximum devices



Cisco IOS-XE®WIPiX & IR iR

E# , 5Cisco IOSKRA~15.x48Lt , Cisco IOS-XE 3.3 LM {THB AL T,

RA1220 M BREG T ER R |, EMERE U THIR

<{froot>
3850-1#

no ip device tracking int gl/0/48

% Command accepted but obsolete, unreleased or unsupported; see documentation.

f£Cisco IOS-XEH , 2WFEEO ( EEREES02.1xHEND ) BUERFRER :

<#root>
3850-1#

show i p device tracking al

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface Probe-Timeout
State Source

10.48.39.29 000c.29bd.3cfa 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.28 0016.9dca.eda7 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.76.117 0021.a0ff.5540 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.21 00c0.9f87.7471 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.16 0050.5699.1093 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.76.191.247 0024.9769.58cf 20 GigabitEthernetl1/0/48 30
ACTIVE ARP

192.168.99.4 d48c.b52f.4ale 99 GigabitEthernetl/0/12 30
INACTIVE ARP

10.48.39.13 000c.296e.8dbc 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.15 0050.5699.128d 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.9 0012.da20.8c00 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.8 6c20.560e.1b64 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.11 000c.29e9.db25 1 GigabitEthernetl1/0/48 30



ACTIVE ARP

10.48.39.5 0014.f15f.f7ca 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.4 000c.2972.57bc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.7 5475.d029.74cf 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.108 001c.58de.9340 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.1 0006.f62a.c4a3 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.3 0050.5699.1bee 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.84 0015.58c5.e8b7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.56 0015.fal3.9a40 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.59 0050.5699.1bf4 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.58 000c.2957.c7ad 1 GigabitEthernetl/0/48 30
ACTIVE ARP

Total number interfaces enabled: 57

Enabled interfaces:
Gii/o/1, Gi1i/o/2, Gii/o/3, Gil/o/4, Gi1/0/5, Gil1/0/6, Gil/0/7,
Gii/o/8, Gi1/o/9, Gii/o/10, Gil/0/11, Gil/0/12, Gil/0/13, Gil/0/14,
Gii/o/15, Gi1/o/16, Gili/o/17, Gil/0/18, Gil1l/0/19, Gil/0/20, Gil/0/21,
Gi1/0/22, Gi1/0/23, Gil/0/24, Gil/0/25, Gil/0/26, Gil/0/27, Gil/0/28,
Gi1i/o0/29, Gii/o/30, Gil/0/31, Gil/0/32, Gil/0/33, Gil/0/34, Gil/0/35,
Gii/o/36, Gi1/0/37, Gil/0/38, Gil/0/39, Gil/0/40, Gil/0/41, Gil/0/42,
Gil/0/43, Gil/0/44, Gil/0/45, Gil/0/46, Gil/0/47,

G 1/ 0/ 48,

Gil/1/1,
Gi1/1/2, Gi1/1/3, Gil/1/4, Tel/1/1, Tel/1l/2, Tel/1/3, Tel/1l/4
3850-1#$

3850-1#sh run 1int

gl/ 0/ 48

Building configuration...

Current configuration : 39 bytes
|

interface GigabitEthernetl/0/48
end

3850-1(config-if)#
i p device tracki ng maxi mum

?
<0-65535> Maximum devices (0 means disabled)

A, BMRANEAFZBHRERS (ORTEEM ) .



802.1xMYIPig & BRER M 12.2.55hM A DACL

MR 7802.1xELE T DACL , MIE A RZE RERS B RKIEFTIRZRIIPH#EL,
EE R AR RS B A E B AV IPIAT VIR B IR R

<#froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168. 0. 244

0050.5699.4eal 2 FastEthernet0/1 ACTIVE

Total number interfaces enabled: 1
Enabled interfaces:
Fa0/1

X 2 i F “permit icmp any any’DACLIZE#I802.1x 2 1F :

<#root>
BSNS-3560-1#

sh authentication sessions interface faO/1

Interface: FastEthernet0/1
MAC Address: 0050.5699.4eal

| P Address: 192.168.0.244

User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 2

ACS ACL: xACSACLx-|P-DACL-516c2694



Session timeout: N/A
IdTe timeout: N/A
Common Session ID: 0A3042A900000008008900C5
Acct Session ID: 0x0000000D
Handle: 0x19000008

Runnable methods Tist:
Method State
dotlx Authc Success

<{froot>
BSNS-3560-1#

show epm sessi on sunmary

EPM Session Information

Total sessions seen so far : 1

Total active sessions 1
Interface IP Address MAC Address Audit Session Id:
FastEthernet0/1 192.168.0.244 0050.5699.4eal  0A3042A900000008008900C5

THERT —MNAACL:

<ttroot>
BSNS-3560-1#

show i p access-lists

Extended IP access 1ist Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny ip any any (8 matches)

Extended | P access |ist xACSACLx-|P-DACL-516¢c2694 (per-user)

10 permit icmp any any (6 matches)

A | fa0/1E O WACLEAERE :

<#root>
BSNS-3560-1#

show i p access-lists interface fa0O/1



permit icmp any any

EN{E2RIA B dot1x ACL:
<ftroot>

BSNS-3560-1+#

show ip interface fa0/1

FastEthernet0/1 is up, line protocol is up
Inbound access 1list is Auth-Default-ACL

ACLNfEA“any’¥EN192.168.0.244, N T EHRIERE , kAFRXNE2ELH , EXF802.1x DACL
src "any" , FeEHNRMEIBIPC IP,

NFEHHRIERE , KEACSH —NRIBACLFE I show ip access-listin TEFHER , HEFEH
show ip access-list interface fa0/15 5 1E 3% 0O £ B A —MNFE (Per-User with specific IP)ACL, B2
, SRR ERERRZIPRIER,

WMRAREBRNFIPHI , ZEALD ? BARERER :

<{froot>
BSNS-3560-1#

show aut henti cation sessions interface fa0O/1

Interface:
MAC Address:

FastEthernet0/1
0050.5699.4eal

| P Address: Unknown
User-Name: cisco

Status: Authz Success

Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host

Oper control dir: both

Authorized By:
Vlan Policy:

Authentication Server
2

ACS ACL: xACSACLx-| P- DACL-516c2694

Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3042A9000000000000C775



Acct Session ID: 0x00000001
Handle: 0xB0000000

Runnable methods Tist:
Method State
dotlx Authc Success

Rt , =B IPH#EiE , (EDACLIARER :

<{froot>
BSNS-3560-1#

show i p access-lists

Extended IP access 1list Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny 1ip any any (4 matches)

Extended IP access list

XACSACLX- | P- DACL- 516¢2694 ( per-user)

10 permit icmp any any

ElZEH , FEEN802. 1xHTRERER, M—HWX3R , BEXAMNER M wNIPHUATAT
RADIUSTHB]ER. MtNE 48 :

radius-server attribute 8 include-in-access-req

T TAccess-Request® , FEFACS E AT A ERBAVRINAN

00:17:44: RADIUS(00000001): Send Access-Request to 10.48.66.185:1645 id 1645/27, len 257
00:17:44: RADIUS: authenticator F8 17 06 CE C1 85 E8 E8 - CB 5B 57 96 6C 07 CE CA

00:17:44: RADIUS: User-Name [1] 7 "cisco"
00:17:44: RADIUS: Service-Type [6] 6 Framed [2]
00:17:44: RADIUS: Framed-IP-Address [8] 6 192.168.0.244

B1EME | TrustSecE FEIPIRZRIER , LISRIMIPEISGTHLSE,
802.1xHIPiR & IR ERFN15.xiRKYDACL
FEDACLH |, FRZAR15.x MR A12.2.55B X 5l ? B MR A15.xF , ©Fauth-proxyfy TEHF X HHE

o



L% Ashow ip access-listin & ( SREAAAMEFIGR ) I AT LB ZIBAACL , {E R fEshow ip
access-list interface fa0/ 1@ B2 Jg , src "any" @ EHHRIPHEut Fi ( BEIPIRZBRERRA ) -

BT R—NEFMPCE—NHmHA(g1/0/1), 4R ZA15.0.2SE2(3750X) L # Rl -

<ffroot>

bsns- 3750- 5#sh aut henticati on sessions interface g1/0/1

Interface:
MAC Address:

0007. 5032. 6941

IP Address:

192.168. 10. 12

User-Name:
Status:
Domain:

VO CE

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

100

ACS ACL:

GigabitEthernetl/0/1

00-07-50-32-69-41
Authz Success

Should Secure
Unsecure

multi-auth

both

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:
Method State
dotlx

mab

Aut hc Success

Interface:
MAC Address:

N/A

N/A
COA80001000001012B680D23
0x0000017B

0x99000102

Failed over

GigabitEthernetl/0/1



0050. 5699. 4eal

IP Address:

192.168. 2. 200

User-Name:
ci sco
Status: Authz Success
Domain:
DATA

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy:

20

ACS ACL:

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000001BD336EC4D6
Acct Session ID: 0x000002F9
Handle: OxF80001BE

Runnable methods Tist:
Method State

dot 1x Aut hc Success

mab Not run

BiEEIMAC & A RIESEIT(MAB)RITHHBRKIUE , MPCAEEAdot1x. BFMPCHEAMERIACL:

<#root>
bsns-3750-5#

show i p access-lists xACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (

per - user



10

pernmit ip any any

BR 6 AEOLRIRIEE , Fiti BHIRERIPH I B,
IPIRZRESMRENR , HETCHREENRE (ZZERTHORIESFEMACLTE )

<#root>
bsns-3750-5#

show i p access-lists interface gl1/0/1

permit ip
host 192. 168. 2. 200

any (5 matches)
permit ip

host 192. 168. 10. 12

any

PMAMACHE 1 IFFRIC A B

<#root>
bsns-3750-5#

sh mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports

20 0050.5699.4eal

STATIC

Gil/0/1
100 0007.5032.6941

STATIC

Gil/0/1

HEACL%HE



DACLHH R any™ @it B EHIPH#sE ? NHE —iwm O L EDFERN2TE ( W4 Supplicant® /2
U ) B,

MRABF-—A2EF , WEFEHRFR any’,

SFEESZSINEN , HERSEI , MAHFEMERXENIPRERERBAEEVAIPHEL, FXM
BRT , REZB NI ER

HEFA FRTHERRR. S, EERA15.0Q2)EXH2960X L | BMESAE O RE —A & B KT
%lﬁ ACL'&#& IEEﬁ}EEIJo

BR , 3 TF3560XH3750XMR415.0(2)SE , ELFZEM N X FEUEZACLEABFEN
EHTm

ZIAERT |, control-directiony both:

<#root>
bsns-3750-5(config)#

int g1/0/1

bsns-3750-5(config-if)#

aut hentication control-direction ?

both Control traffic in BOTH directions
in Control inbound traffic only

bsns-3750-5(config-if)#

aut hentication control -direction both

REREEXNFRAHTEORIEZH , uiiﬁii‘“ﬂﬁi_iiMuiﬁ‘aDﬁi_umio XTFin"#=X | R
EFREEMRARERIERA , MARMNBERGRIEEHO ( TEEXSLANREEDIBER A ) »

, RIHHACLN A T in" B @, ERABMEXATEE,

| ¢

<#root>
bsns-3750-5#

sh ip access-lists interface g1/0/1 out

bsns-3750-5#

sh ip access-lists interface g1/0/1 in



permit ip host 192.168.2.200 any
permit ip host 192.168.10.12 any

XEXERWE  EHORIECE , ACLREATRAKAONARE (HE ) , FEAWMBERBR
ARRE (F@ )

802.1xHV IPIR & IR ER A AR AN 15.xB9F A P ACL

8] LAfE F #E cisco-av-pair "ip:inacl"#"ip:outacl"F &% K & A FACL.
WRAEBRLF <HNEE | BiXXBEFHADACL , MPCEASHAFACL, PCHISER &S

¥ Attributes Details

Access Type = ACCESS ACCEPT
Tunnel-Private-Group-D = 1: 20

Tunnel-Type=1:13

Tunnel-Medium-Type=1:6

cisco-av-pair = ip:inacl#l=permit icmp any any log
cisco-av-pair = ip:outacl#l=permit icmp any any

BN A T DACL:

<#root>
bsns-3750-5#

show aut hentication sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0007.5032.6941
IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VA CE

Security Policy: Should Secure

Security Status: Unsecure

Oper host mode: multi-auth
Oper control dir: both



Authorized By: Authentication Server
Vlan Policy: 100
ACS ACL:

XACSACLX- | P- PERM T_ALL_TRAFFI C- 51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000568431143D8
Acct Session ID: 0x000006D2
Handle: 0x84000569

Runnable methods Tist:
Method State
dotlx Failed over
mab Authc Success

bsns-3750-5#

sh ip access-lists XACSACLx-|P-PERM T_ALL_TRAFFI C-51134bbh2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (per-user)
10

pernmit ip any any

B2, BA—w0 EWPCEMREMAFACL:

<tfroot>

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address:

192. 168. 2. 200

User-Name: cisco
Status: Authz Success
Domain:

DATA

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20

Per-User ACL: permt icnp any any |og

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000005674311400B
Acct Session ID: 0x000006D1



Handle: 0x9D000568

ERF A fEgig1/0/1 A L& HE

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tlog
permit ip host 192.168.10.12 any

F—IMREBNBSBAFACL (EElogx®EF ) , F=1%EHWADACL,
elHEHEFEIPHUNIPRZEREEERN,

A LAfE Fdebug epm allin S RIESE A FACL:

<#root>
Apr 12 02:30:13.489: EPM_SESS_EVENT:

I P Per-User ACE: permt icnp any any |og received

Apr 12 02:30:13.489: EPM_SESS_EVENT:Recieved string

G gabi t Et her net 1/ 0/ 1#1 P#7844C6C

Apr 12 02:30:13.489: EPM_SESS_EVENT:Add ACE [permit icmp any any log] to ACL
[GigabitEthernetl/0/1#IP#7844C6(]

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [ip access-Tist extended
GigabitEthernetl/0/1#IP#7844C6C] command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [permit icmp any any log]
command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [end] command through
parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:

Noti fying PD regarding Policy (NAMED ACL)
application on the interface G gabitEthernet1/0/1

i AT LAB I show ip access-lists@i T :

<#root>
bsns-3750-5#

show i p access-lists



Extended IP access list GigabitEthernetl/0/1#IP#7844C6C (per-user)
10 permit icmp any any log

ip:outacl/® 207 ? lRA15. xR T2 ERE T ZThEE. BREIZEY , BTN AL EZE L,
5SDACLLERBIRYE R

fNCisco Bug ID CSCut257028 Ffiidt , 8 B FACLEY4TH SDACLFR[E,

REE—1%H (“permit ip any any”)F —MEZFim O M ER A HIDACLE LAER B AIPIR R RERMN
BRTEEIE,

‘any'ZBA W ER , HEATMERE. B2 , ¥ TEAFACL , 498 AIPIRE RER.
MEECHER , FER B permitip any any’%& B fM—NMEKRA , NAMERERSHFE L,

802.1xHIIPi% & IR ER M1 15.xhx B Filter-ID ACL

WAL | BT LAGE R IETFE tHfilter-id [11]e AAABRSEFIREIACLEF , ZBHE YA E Lo
ISEELE XA BEM R AR -

ommon Tasks
(] DACL Name

VLAN TagiD 1 Edit Tag |IDMame| 20

L] voice Domain Permission
L] web Authentication

L] Auto Smart Port

Filter-1D | Filter-ACL | in

FER , BREEERE (WASRE ). Akt , FEFIHHFMEL

Radius:FilterlD = |Filter-ACL. out

H|

R, HAER :

<ffroot>


https://tools.cisco.com/bugsearch/bug/CSCut25702

debug epm al |

Apr 12 23:41:05.170: EPM_SESS_EVENT:Filter-Id :

Filter-ACL received

Apr 12 23:41:05.170: EPM_SESS_EVENT:Notifying PD regarding Policy (NAMED ACL)
application on the interface GigabitEthernetl/0/1

XTEBYSHRIENSE , &R RZACL:

<#root>
bsns-3750-5#

show aut henti cati on sessions interface gl1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20

Filter-1d: Filter-ACL

Session timeout: N/A
IdTle timeout: N/A
Common Session ID: COA800010000059E47B77481
Acct Session ID: 0x00000733
Handle: Ox5EQ00059F

Runnable methods Tist:
Method State
dotlx

Aut hc Success

mab Not run

HAB , HACLHEREOR :



<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog

BFEE , MACLA SR —#EN LN EMEBACLEH., flm , EE—®HiHO LES —MN
ISEZRERDACLEYERF : “permitip any any” , BRI LLEF :

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog
permit ip host 192.168.10.12 any

FER , IPRFRESEESNMR (1FXRA ) WRIP,

“‘out’ T IERRFIRMMAALIE ? E# (EREBAFACL) , KIRHLFAERZE,

IPiRERE — FMINENRERXEK

X TFRETF15.2(1)ENMRA , EAMEREMIPDTYREZE , FEEAEALCLIGTERERIZY

ab
Be .

<tfroot>
(config)#

i p device tracking

S FRA15.2(1)ERESMRA , FBEEIip device tracking@i &, IPDTREKB CHITHEERS A Ert
B,

ME&EFHIPDTHIIhEE , MEAIPDT, “no ip device tracking’® S T EEA. $$EIIEERH
I RIPDTHY I,

BHIPDTH , #MicE LN EEIPHuRE, BEXFMAEE , BTSSR EEIP##0.0.0.0°4 1%
SHEE,

BWHETRUNKIR O ERAIPDT:



http://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3

<#root>
(config-if)#

no i p device tracking

EESRAEAMCisco IOSLE , ERTENG S :

<#root>
(config-if)#

i p device tracking maxi mum 0

BWEEARD LEAIPDTHIEREARPEHRN LUk % B S IP#h it "R &R

<tfroot>
(config-if)#

i p device tracking probe delay 10

FRA15.xHV# OACLEE

FNFEOACL , e ESHRIEZATE/ER :

<tfroot>

interface GigabitEthernetl/0/2
description windows?7
switchport mode access

ip access-group testl in

authentication order mab dotlx
authentication port-control auto
mab

dotlx pae authenticator

end

bsns-3750-5#

show i p access-lists testl

Extended IP access list testl
10 permit tcp any any log-input



B2 , BHRIERINGE , ©NHAAARSSRIREIWACLEE (BE ) ( KR EREDACL, ipinacht
afilteridBLTXREE )

ZACL(test)ATLABHIERE ( BEEFBRERXNTATIZRE ) , BESHRIECE , TBEE,
ENER B MAAARRS ZRIREIACL , B EEOACLHEMRTELFA,
EXERIRS  RR=ZEART I U EE(TCAM)R RACLI ARG EEE ORI,

LAUR R3750X kR 215.2. 209 — N Rl

<#root>
bsns-3750-6#

show pl atform acl portlabels interface gl/0/2

Port based ACL: (asic 1)

Input Label: 5 Op Select Index: 255
Interface(s): Gil/0/2
Access Group:

testl

, 4 VMRs
Ip Portal: 0 VMRs
IP Source Guard: 0 VMRs
LPIP: 0 VMRs
AUTH: 0 VMRs
C3PLACL: 0 VMRs
MAC Access Group: (none), 0 VMRs

ZESRANEORINER , W2BERFIEH. TUMUTRARERE - LESEE (RTRES
ACL) :

<{froot>
bsns-3750-6#

show i p access-lists interface gl1/0/2

permt ip host 192.168.1.203 any

Extended IP access list

testl



10 permit icnp host Xx.X.X.x host n.n.n.n

BE—1N%H I permit ip any any” , DACLA R HHBRIEIRE ( H B ‘any"#iR & RIRFKFHIF
BE®R).

BoANFBEREOACLHER  NRATHREFNSORIE (ERNZH ) .
BRNZ , (EHFERTTEE ) RPMACLER SRR, XRAEEI750X EMN15.2.20R L,
XEWE , NTERN&E , MEYER. BEEDACL , RAEREAOACL,

3

Hit , HEARME X deny ip any any’Bt , DACLF&ZE#Z OACL,
DACLHEE & BHAMdenyiE A , RENAEOACL,

3750X _EhRA<15.0.2891T7 8 2MEREH , {Bsh ip access-list interfacei S T B E RFEOACL (1BE1D
REEOACLEE , BRIEDACLFFEBHBEMN deny ) -

FAT802.1xH BRIAACL

AIAACLEF PR

« auth-default-ACL-OPEN — AT F#iER
« auth-default-ACL — BT A4 A

B A FARBLURASHE | ’FE 6t Aauth-default-ACLFlauth-default-ACL-OPEN, ZRIAERT
, FEREHE A,

XEWRE , EHBRIEZE , BRauth-default- ACLAFHIREN , FTEREHLWESR,
iX#¥ , DHCPREERNA Y 2B B E L1,

£ EIP#aE , 3 B EWER AT EMDACL,

ZACLZ BZIBIEN , EEREPKRTE,

<#froot>
bsns-3750-5#

sh run | i Auth-Default

bsns-3750-5#

sh ip access-1ists Auth-Default-ACL

Extended IP access list

Aut h- Def aul t - ACL



10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (12 matches)
30 deny 1ip any any

ERAF-XREHRIE (ESHRIENRNMER ) SI5CEN , AENRRRE —M2ERRER.
Auth-Default-ACLAX St FDHCPRE, #EHMRIEKINH FEFMHIDACLEE , EFNATZLE,

248 = B % Hopen auth-default-ACL-OPENHH BT , E A 5 = 5Auth-Default-ACLE 24 :

<#root>

bsns-3750-5(config)#int g1/0/2
bsns-3750-5(config-if)#authentication open

bsns-3750-5#

show i p access-lists

Extended IP access Tist

Aut h- Def aul t - ACL- OPEN

10 permit ip any any

FAMACLERAIBLEE S , BEREBHFMNAREIT,

<#root>
bsns-3750-5(config)#

ip access-list extended Auth-Default-ACL

bsns-3750-5(config-ext-nacl)#permit udp any any

bsns-3750-5#

sh ip access-lists

Extended IP access 1ist Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (16 matches)
30 deny ip any any
40 permit udp any any

bsns-3750-5#

sh run | i Auth- Def



bsns-3750-5#

TR

E—TH#RTACLEYTH ( BFEMIAMER TR THABRERNIACL ) . HIFEXNITHE

o HRFELTREDRSN , EATMERE ( RIEER IAauth-default-ACL-OPEN ) ,

s REEFHRIU/FRARL TARBELRSER T NBEREESEPXE) 5| SAR)HELTRE
AMZERFRBEIRS (ERTHRAREEERNNER) .

« HoFHASNEENRIRSE , 2EZACLHFERE —1DACL , AFEREOACL,

s NTFZE5HRIUHZE , THERNFES M TFFRRRESHLIE ( f’?i TRIMNACLEEERT
BNEE) .

MIEOACLN A IEI A

3 F %/ 6500/4500F & B OACLF BEEHR ADACL,

LA RBIEE4500 sup2 12.2.53SG6 , T OACL:

<ffroot>
brisk#

show run int g2/3

|
interface GigabitEthernet2/3
switchport mode access

switchport voice vlan 10
authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

RE , EENBLEHRIERE , THRDACL, KNA , B#RKM,

<#root>
*Apr 25 04:38:05.239: RADIUS: Received from id 1645/19 10.48.66.74:1645,

Access- Accept,

Ten 209

*Apr 25 04:38:05.239: RADIUS: authenticator 35 8E 59 E4 D5 CF 8F 9A -
EE 1C FC 5A 9F 67 99 B2

*Apr 25 04:38:05.239: RADIUS: User-Name [1] 41



#ACSACL#- | P- PERM T_ALL_TRAFFI G- 51ef 7db1l

*Apr 25 04:38:05.239: RADIUS: State [24] 40

*Apr 25 04:38:05.239: RADIUS: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A 30 61
[ReauthSession:0a]

*Apr 25 04:38:05.239: RADIUS: 33 30 34 32 34 61 30 30 30 45 46 35 30 46 35 33
[30424a000EF50F53]

*Apr 25 04:38:05.239: RADIUS: 35 41 36 36 39 33 [ 5A6693]

*Apr 25 04:38:05.239: RADIUS: C(lass [25] 54

*Apr 25 04:38:05.239: RADIUS: 43 41 43 53 3A 30 61 33 30 34 32 34 61 30 30 30
[CACS:0a30424a000]

*Apr 25 04:38:05.239: RADIUS: 45 46 35 30 46 35 33 35 41 36 36 39 33 3A 69 73
[EF50F535A6693:1s]

*Apr 25 04:38:05.239: RADIUS: 65 32 2F 31 38 30 32 36 39 35 33 38 2F 31 32 38
[e2/180269538/128]

*Apr 25 04:38:05.239: RADIUS: 36 35 35 33 [ 6553]

*Apr 25 04:38:05.239: RADIUS: Message-Authenticato[80] 18

*Apr 25 04:38:05.239: RADIUS: AF 47 E2 20 65 2F 59 39 72 9A 61 5C C5 8B ED F5

[ G e/Y9ra\]
*Apr 25 04:38:05.239: RADIUS: Vendor, Cisco [26] 36
*Apr 25 04:38:05.239: RADIUS: Cisco AVpair [1] 30

i p:inacl #l=permt ip any any

*Apr 25 04:38:05.239: RADIUS(00000000): Received from id 1645/19
*Apr 25 04:38:05.247:

EPM SESS ERR Failed to apply ACL to interface

*Apr 25 04:38:05.247: EPM_API:In function epm_send_message_to_client

*Apr 25 04:38:05.247: EPM_SESS_EVENT:Sending response message to process
AUTH POLICY Framework

*Apr 25 04:38:05.247: EPM_SESS_EVENT:Returning feature config

*Apr 25 04:38:05.247: EPM_API:In function epm_acl_feature_free

*Apr 25 04:38:05.247: EPM_API:In function epm_policy_aaa_response

*Apr 25 04:38:05.247: EPM_FSM_EVENT:Event epm_ip_wait_event state changed from
policy-apply to ip-wait

*Apr 25 04:38:05.247: EPM_API:In function epm_session_action_ip_wait

*Apr 25 04:38:05.247: EPM_API:In function epm_send_ipwait_message_to_client
*Apr 25 04:38:05.247: EPM_SESS_ERR:NULL feature Tist for client ctx 1B2694B0
for type DOT1X

*Apr 25 04:38:05.247:

Y%AUTHMGR- 5- FAI L: Authorization failed for client
(0007.5032.6941) on Interface G 2/3
Audi t Sessi onl D 0A304345000000060012C050

brisk#

show aut henti cati on sessions

Interface MAC Address Method Domain Status Session ID
Gi2/3 0007.5032.6941 mab VOICE

Aut hz Fail ed



0A304345000000060012C050

WINEOACLSE :

<{froot>
brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (63 matches)

brisk#sh run int g2/3

!

interface GigabitEthernet2/3
switchport mode access
switchport voice vlan 10

ip access-group all in

authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

SOWUENMENK , DACLN A EH :

<ttroot>
brisk#

show aut henti cati on sessions

Domain
VOICE

MAC Address Method
0007.5032.6941 mab

Interface
Gi2/3

Aut hz Success

0A30434500000008001A2CE4

Status Session ID

ZITATERB T S HRIEFTTT . N TEZDACL , BFETF/RARANEOACL,

4500/6500_EWIDACL

1£4500/6500 L , DACLEacl_snoop DACL—#R A, L ERT —NE2E4500 sup2



12.2.53SG6 ( Hi%+ PC ) H9RHl. B (10)FEIE(100)VLANE 23 EACL:

<{froot>
brisk#

show i p access-lists

Extended IP access list

acl _snoop_G 2/3_10

10 permit ip host

192. 168. 2. 200

any
20 deny ip any any
Extended IP access list

acl _snoop_G 2/3_100

10 permit ip host

192. 168. 10. 12

any
20 deny ip any any

ACLR%BEN , ENIPDTEEEWMRKE :

<ttroot>
brisk#

show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192. 168. 10. 12

0007.5032.6941
100

GigabitEthernet2/3 ACTIVE
192. 168. 2. 200

000c.29d7.0617



10

GigabitEthernet2/3

ACTIVE

Z23 5 HRIENSEFEIAbIL

<tfroot>

brisk#

show aut henti cation sessions int g2/3

Interface:
MAC Address:
IP Address:

192. 168. 2. 200

GigabitEthernet2/3
000c.29d7.0617

User-Name: 00-0C-29-D7-06-17
Status: Authz Success
Domain: VOICE
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: N/A
IdTle timeout: N/A
Common Session ID: 0A3043450000003003258E0C
Acct Session ID: 0x00000034
Handle: 0x54000030
Runnable methods Tist:
Method State
mab Authc Success
dotlx Not run
Interface: GigabitEthernet2/3
MAC Address: 0007.5032.6941
IP Address:
192.168. 10. 12
User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: N/A
IdTle timeout: N/A
Common Session ID: 0A3043450000002E031D1DB8
Acct Session ID: 0x00000032
Handle: 0x4A00002E

Runnable methods Tist:



Method State
mab Authc Success
dotlx Not run

FEHMER , PCA S FEEAICMPIGR. , BIZEOACLINE R :

<{froot>

brisk#show ip access-1lists interface g2/3
permit ip host

192.168. 10. 12

any

A ? BADACLRAHEEF81%(192.168.10.12)e N FPC , EAFMEXHEOACL:

<#root>
interface GigabitEthernet2/3

ip access-group all 1in
authentication open

brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (73 matches)

Ez , APCH B ESIZacl_snoop , B{XFEIEREDACL, Rt , ZACLEMAHAEREQ,

802.1xHYMACHE HEIRZS

1802.1x B M RIEF AT , MACHEUEI#E M ADYNAMIC |, BXZEIEEHE/ERDROP:

<#root>
bsns-3750-5#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Gil/0/1

0007. 5032. 6941

dotlx UNKNOWN



Runni ng

COA8000100000596479F4DCE

bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007.5032. 6941 DYNAM C Dr op

Total Mac Addresses for this criterion: 1

BORIERIE , MACHIE R N ERSi , HFERHKOS

<#root>
bsns-3750-5#

show aut henti cati on sessions

Interface MAC Address Method Domain Status
Gil/0/1

0007.5032. 6941
mab VOICE
Aut hz Success

COA8000100000596479F4DCE

bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports

100

0007. 5032. 6941 STATIC G1/0/1

Session ID



X FHANE(VOICE/DATA)KI A & mab/dot 1 x & iFEB 2 AN itk .

HUEHEER

FIiCBRRBERFRANF ER802.1xE B,
MRITFTACRS , FRUUATH AR L -

» show tech
« show authentication session interface <xx> detail
+ show mac address-table interface <xx>

W EESPANIR A B FEZHARMUATHAtBREA :

» debug radius verbose

* debug epm all

» debug authentication all

* debug dot1x all

» debug authentication feature <yy> all
» debug aaa authentication

» debug aaa authorization
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