Mk

Xt Catalyst 9K RMSSHZ B[ 2 K TCPIE)
o) Bt 1T PR HE R

B =%

i/\
TCP MSSEZEHELE

a5
b

72

LB ERITH

TCP MSSEZFHITH

AR FA 4B Catalyst KR AL I AR ITTCP MSSIER |, LAk TCP1E E ] 5 itk ThAEAH < BX
ERTCP MSSIAZEMEA

B ARSI I(TCP)&R R BRAR/NMSS)BE A , LB BB HHERN G HEENRAD
BA/N, LHRRE TSYNIUNTCPH R, iptpadusmsin S HEFZOBREREX TER , ATEE
SYN#ZIE SR PR AR EAMSSIE , BUR R BT,

HEN (BERPC ) ERFSH|REBTCPLIER , E2EMTCP SYNBIEEFHMSSIED X 1)
IPZERARDN EHEHMTUEERE TMSSFERHNE. PCRFHIMINMTUER1500FF , TCP
MSS{E 11460 ( 1500F - 20F T IP#i k- 20F T TCPHRk )

BUAFIPPP (PPPOE)#R#AX 351492 F T HIMTU,

FEHMPPPoE MTUR/NZ BN ZRSSHENMARS R AN AR EF 15007 THHRESH L
1E B PPPoEM X TCP&iE,

BIEEHNEEATREMTU (TRAUBETHEBMTU ) , 2ERAUEERF , RARSEERE
B =25 B AU E AL AP AR AY BB W42 6 5H B M (ICMP) SR IR B B S B R EMTULE R T,

ip tcp adjust-mssiF TIENT AETCP SYNKIESHMSSERBEIPF IETCPSEHER. ip tcp
adjust-mssip ST BEI BB HBHTCPEEE R, EAZHIERT | ip tcp adjust-mssin T HImax-
segment-sizeS B REE R 1452F 75,

LEEMN E20F T HIPIRE, 20F T TCPIRLMB8F T HIPPPoER:L , ¥ — N 500F 11 I BiET
, SRR EERAIMTU K/ T,



AR ETTCP MSSHERREE Catalyst OKIRHL R F T HRH MR, A ARIRE
TTCP MSSHEMNRERXRARHMNZ R, FEHAERERER , UBINGERGT/RHERE
PIREFTCP MSSAEMNRE.

1ThA

WEIFTER , ETTCP MSSIHZRRE AL R A B,
XEREWREZHHAMITTCPER | MR TCPRERIEFICPULLEITMSSIE X,

Hlan | mBRESIEND LWTCP MSSE |, MZEO ERBINFIBTCPRER S #HMEZIERICPU,
ARE , CPUEHRIMSSE , N REBA AR ZTCPHRIEEX EMAIEED,

Rt , NRMSSHEFEXRENTCPRE , MESEHRCPURS,
HCPUBAFI At , 2% PHKER(COPP) X EFIREBHAEZFHIER , URIFAFIMLRF[ER,
X2SHTCPEEIHEF



it , I BE G EEERE., SSHAEREMCitrixAEE ( MRFEHTCP ) ERE
XEE RH R ARt R ENE SRR,

wih

4—— OSPF >4 OSPF ————»

192.168.1.1/30 192.168.2.1/30
Tel/0/9 | : |Tel/0/2
Tel/0/9 Gil/0/3
192.168.1.2/30 192.168.2.2/30
C9500-1 C9500-2 C9200
int vl 10 : 10.10.10.1/24 int vl 10 : 10.10.20.1/24

=

#8454 MC9500-13833 SSHi# A C9200,

{# F§C9500-1HIVLAN 10 (10.10.10.1)#EH RAISSH.

SSH#Y B 89 it £ C920089VLAN 20 (10.10.20.1/24),

SSHEETTCPH , AL TCPHFHEMEEE LS L SSHAFEN A,

C9500-1F1C9200 8] H — /N # L3R ¥ #1(C9500-2),

BRANFE/B0EIEHER , —NECI500-1F1C9500-22 8 , B —HEC9500-2F1C92002 8,
OSPFATRIUIFIE=A XMz AWM , HBFRE/S30NFRAMSVIEESZEIOSPFH,
BIES ~WAEIPEEMZEE R FR,

#£C9500-2 Te1/0/9% , X¥TCP MSSIE#t 1T T &K,
MC9500-1 % #SSHEY , A?iETCP:}JdE?
SYNHEZENIXCI500-2 Te1/0/9 ( AR ) , HZAHITTCP MSSTRE,

IR ECIEF 1T

x$C9500-2 Te1/0/9 ( XA ) HATEPCHZK , 3BE3) T MC9500-1FCI2008ISSH.

LU —REPCELE

C9500-2#show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: TenGigabitEthernetl/0/9, Direction: BOTH
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80



File Details:
File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)
C9500-2#

B3IEPC :

C9500-2#monitor capture mycap start
Started capture point :
C9500-2#

mycap

J& 31 AC9500-1ZIC9200#ISSH :

C9500-1#ssh -1 admin 10.10.20.1

Password:

Z1LEPC :

C9500-2#monitor capture mycap stop

Capture statistics collected at software:

Capture duration - 6 seconds

Packets received - 47
Packets dropped - 0
Packets oversized - 0
Bytes dropped in asic - 0
Capture buffer will exists till exported or cleared

Stopped capture point : mycap
C9500-2#
THREPCHIRHNEESD !

C9500-2#show monitor capture mycap buffer brief
Starting the packet

1

oV WN

0.000000
0.001307
0.001564
0.003099
0.003341
0.003419

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

10.
20.
10.
20.
10.
10.

display

PR R R R

->

10.
10.
10.
10.
10.
10.

Press Ctrl + Shift + 6 to exit
.1 TCP
.1 TCP
.1 TCP
.1 SSH
.1 SSH
.1 TCP

60 44274 -> 22 [SYN] Seq=0 Win=4128 Len=0 MSS=536

60 22 -> 44274 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=536
60 44274 -> 22 [ACK] Seq=1 Ack=1 Win=4128 Len=0

73 Server: Protocol (SSH-2.0-Cisco-1.25)

73 Client: Protocol (SSH-2.0-Cisco-1.25)

118 [TCP segment of a reassembled PDU]



7 0.003465 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=84 Ack=20 Win=4109 Len=64 [TCP segmen
8 0.003482 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=148 Ack=20 Win=4109 Len=64 [TCP segme
9 0.003496 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=212 Ack=20 Win=4109 Len=64 [TCP segme
10 0.003510 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segm
11 0.003525 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=340 Ack=20 Win=4109 Len=64 [TCP segm
12 0.004719 10.10.20.1 -> 10.10.10.1 TCP 60 22 -> 44274 [ACK] Seq=20 Ack=84 Win=4045 Len=0

~ Qutput Cut ~

BRLLERIE, 2, 3SEBBEBEPRETCPEF,

BIEZ1RSYNBIES,

IR LAE B E M RIMSSE N 536,

& E FI5REC9200RISYN, ACK¥IEE ( HiE24%=2) , MSS{EN536,
teAl , MSSERFAE , ERXMHLKRER,

TCP MSSIEZEFRITTH

LAR R C9500-2 Te1/0/9 LI TCP MSSREFLE :

C9500-2#sh run int tel/0/9

Building configuration...

Current configuration : 119 bytes

|

interface TenGigabitEthernetl/0/9

no switchport

ip address 192.168.1.2 255.255.255.252

ip tcp adjust-mss 512 ----—-----————-———- > Here we are changing the MSS value to 512.

BE , X¥C9500-2 Te1/0/9 ( BNFE ) HATEPCHIR , ABMCI500-1FIC9200/531SSH,

LA REPCELE :

C9500-2#show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: TenGigabitEthernetl/0/9, Direction: BOTH
Status : Inactive

FiTter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)

Packet Capture duration: 0 (no T1imit)

Packet Size to capture: 0 (no 1limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

C9500-2#



FraaHE3R , MCO500-1 B SSHIEEEFIC200 , ARRF IR,
THRCPUHRNHES

C9500-2#show m
Starting the p
1 0.000000 b8
.636138 10.
.637980 10.
.638214 10.
.639997 10.
.640208 10.
.640286 10.
.640341 10.
.640360 10.
10 0.640375 10
11 0.640390 10
12 0.640410 10
~ Qutput Cut ~

O ooONOOUUVIEA WN
[eNeNelelNoloNoNel

&R A E F2,

onitor capture mycap buffer brief
acket display ........ Press Ctrl + Shift + 6 to exit

:a3:77:ec:ba:f7 -> 01:00:0c:cc:cc:cc CDP 398 Device ID: C9500-1.cisco.com Port ID: TenGiga

10.10.1 -> 10.10.20.1 TCP 60 53865 -> 22 [SYN] Seq=0 Win=4128 Len=0 MSS=536

10.20.1 -> 10.10.10.1 TCP 60 22 -> 53865 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=512
10.10.1 -> 10.10.20.1 TCP 60 53865 -> 22 [ACK] Seq=1 Ack=1 Win=4128 Len=0

10.20.1 -> 10.10.10.1 SSH 73 Server: Protocol (SSH-2.0-Cisco-1.25)

10.10.1 -> 10.10.20.1 SSH 73 Client: Protocol (SSH-2.0-Cisco-1.25)

10.10.1 -> 10.10.20.1 TCP 118 [TCP segment of a reassembled PDU]

10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=84 Ack=20 Win=4109 Len=64 [TCP segmen
10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=148 Ack=20 Win=4109 Len=64 [TCP segme

.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=212 Ack=20 Win=4109 Len=64 [TCP segm
.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segm
.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=340 Ack=20 Win=4109 Len=64 [TCP segm

3. 45 HBEEFRETTCPEF,

B I2RSYNEIEZ,

R LE e M RIMSSIE 536,

B2 , AILEZISYN, ACKBIER ( HIEB4HS3 ) KEC9200 , MSSIEHN512,

XRRRN , HSYNKIEIENECI500-2 Te1/0/98¢ , 2FFH K IEFICI500-209CPU , LAIFTCP
MSSM5364E L N512,

C9500-2#YCPURMSSE X 7512 , FHRFSYNEIE B MTe1/0/283%FIC9200,

RJa , ATArETCPES R MR EHRMSSE.

ME , ERITRALRRITSYNE S B MAEE XA H K EMSSE K,
— B IESYNBE S ERCI500- 2091 0 , B AKX EICPULL#TMSSIE X,
T HABEIFED (ERIMERNMVE ) , REHEACPU ( AT LUBERNVVE ) o

BB TXKREFFECIS00-2 LHIRFEDF B .

C9500-2#debug
Punt PCAP buff

LUT RFEDARIEIHIRELE

platform software fed switch 1 punt packet-capture buffer 1imit 16384
er configure: one-time with buffer size 16384...done

EFHFEDEIEIR

C9500-2#debug
Punt packet ca

platform software fed switch 1 punt packet-capture start
pturing started.



J5 31 AC9500-1%|C9200#ISSH :

C9500-1#ssh -1 admin 10.10.20.1
Password:

1% 1E SEBR i FF UMK -

C9500-2#debug platform software fed switch 1 punt packet-capture stop
Punt packet capturing stopped. Captured 3 packet(s)

THRFEDZEHRNKES

C9500-2#show platform software fed switch active punt packet-capture brief
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 3 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2024/07/31 01:29:46.373 ------

interface : physical: TenGigabitEthernetl/0/9[if-id: 0x00000040], pal: TenGigabitEthernetl/0/9 [if-id:
metadata : cause: 55 [For-us control], sub-cause: 0, g-no: 4, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0100.5e00.0005, src mac: b8a3.77ec.baf7

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 224.0.0.5, src ip: 192.168.1.1

ipv4 hdr : packet len: 100, ttl: 1, protocol: 89

—————— Punt Packet Number: 2, Timestamp: 2024/07/31 01:29:47.432 --—----

interface : physical: TenGigabitEthernetl/0/9[if-id: 0x00000040], pal: TenGigabitEthernetl/0/9 [if-id:
metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, Tinktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 00a3.d144.4bf7, src mac: b8a3.77ec.baf7

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 10.10.20.1, src ip: 10.10.10.1

ipv4 hdr : packet len: 44, ttl: 254, protocol: 6 (TCP)

tcp hdr : dest port: 22, src port: 35916

—————— Punt Packet Number: 3, Timestamp: 2024/07/31 01:29:48.143 ------

interface : physical: TenGigabitEthernetl/0/1[if-id: 0x00000009], pal: TenGigabitEthernetl/0/1 [if-id:
metadata : cause: 96 [Layer2 control protocols], sub-cause: 0, g-no: 1, Tinktype: MCP_LINK_TYPE_LAYER2
ether hdr : dest mac: 0100.0ccc.cccc, src mac: 78bc.1la27.c203

ether hdr : Tlength: 443

B L EFSIES22KETe1/0/989M10.10.10.1F10.10.20. 189 TCP SYNEIE S,
LAt AAEE Q-n0”s WA LLEER , BiEERAFI14 \NFEDH# ACPU,

EXE , BULEIFEREMFEDEZ BICPUNFTE321EAT



C9500-2#show platform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
11 DOT1X Auth Yes 1000 1000 0 O
1 L2 Control Yes 2000 2000 0 O
14 Forus traffic Yes 4000 4000 0 O
0 ICMP GEN Yes 600 600 0 O
2 Routing Control Yes 5400 5400 0 O
14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 0 O
16 Inter FED Traffic Yes 2000 2000 0 O
4 L2 LVX Cont Pack Yes 1000 1000 0 O
19 EWLC Control Yes 13000 13000 0 O
16 EWLC Data Yes 2000 2000 0 O
13 L2 LVX Data Pack Yes 1000 1000 0 O
0 BROADCAST Yes 600 600 0 O
10 Openflow Yes 200 200 0 O
13 Sw forwarding Yes 1000 1000 0 O
8 Topology Control Yes 13000 13000 0 O
12 Proto Snooping Yes 2000 2000 0 O
6 DHCP Snooping Yes 400 400 0 O
13 Transit Traffic Yes 1000 1000 0 O
10 RPF Failed Yes 200 200 0 O
15 MCAST END STATION Yes 2000 2000 0 O
13 LOGGING Yes 1000 1000 0 O
7 Punt Webauth Yes 1000 1000 0 O
18 High Rate App Yes 13000 13000 0 O
10 Exception Yes 200 200 0 0
3 System Critical Yes 1000 1000
10 NFL SAMPLED DATA Yes 200 200
2 Low Latency Yes 5400 5400 0 O
10 EGR Exception Yes 200 200 0 O
29 5 Stackwise Virtual OOB Yes 8000 8000 0 O
30 9 MCAST Data Yes 400 400 0 O
31 3 Gold Pkt Yes 1000 1000 0 O

coNOYUVI A WN = O

NNNNNNRRRBRRBRRERRREO
NBEWNROWOLONOOUAWRNRO

00
00

N NN
o N O

BT LAE RTFFE |, BAFI142“Sw forwarding”BA %,
FEXFERT , TCPREEF LA 55k & X EICPU,

A , EIRAIXICI500-21TCPU ( 2 HIFH ) 3K,
CPUMRECEMT :

C9500-2#sh mon cap test

Status Information for Capture test
Target Type:

Interface: Control Plane, Direction: BOTH
Status : Inactive

FiTter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80



File Details:
File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no Timit)
Packet sampling rate: 0 (no sampling)
C9500-2#

FrEa#3R , MCO500-1 B SSHIE#FICI200 , A= LLHHIR.

THRCPUHRNHES

C9500-2#show monitor capture
Starting the packet

1

O NOYuUvT D WN
O OO OO OO

10

12
13
14
15

BIET122H ACPU (1512 ) NTCP SYNHIEE , BRIAMSS{E 536,

0.

000000
.000010
.000013
.000016
.000019
.000022
.055470
.220331

00:
00:
00:
00:
00:
00:
cO0:
28:
0.327316 192.168.
11 0.442986 cO
1.714121 10
1.714375 10
2.000302 00
2.000310 00
~ Qutput Cut ~

a3:

a3

a3:
a3:
a3:
a3:
8b:
63:

:a3:d1:44:4b:81 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost

di:
:dl:
di:
di:
di:
di:
2a:
29:

display

44:

44

44:
44:
44:
44:
04:
20:

4b:
14b:
4b:
4b:
4b:
4b:
f0:
31:

81
a3
a4
a6
a7
a8
6¢C
39

test buffer brief
Press Ctrl +

00:
1.1 -> 224.0.0.

01:

1c2:
1c2:
1c2:
1c2:
1c2:
1c2:
1c2:
22:

00:
00:
00:
00:
00:
00:
00:
53:

00:
00:
00:
00:
00:
00:
00:
74:

00
00
00
00
00
00
Oe
20

Shift + 6 to exit

STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
LLDP 117 TTL = 120
0x3836 30 Ethernet

5 OSPF 114 Hello Packet
:8b:2a:04:f0:68 -> 01:80:c2:00:00:0e LLDP 117 TTL = 120 SysName =
.10.10.1 -> 10.10.20.1 TCP 60 23098 -> 22 [SYN] Seqg=0 Win=4128 Len=0 MSS=536
.10.10.1 -> 10.10.20.1 TCP 60 [TCP Out-Of-Order] 23098 -> 22 [SYN] Seq=0 Win=4128 Len=0 M

32768/1/00:
32768/1/00:
32768/1/00:
32768/1/00:
32768/1/00:
32768/1/00:
SysName = bgl118-cx-amx-b02-2.ci

IT

a3:

a3

a3:
a3:
a3:
a3:

dl:44:
:d1l:44:
dl:44:
dl:44:
dl:44:
dl:44:

4b:
4b:
4b:
4b:
4b:
4b:

80
80
80
80
80
80

Cost
Cost
Cost
Cost
Cost

Cost =

O O O O O o

ScCo

bg118-cx-amx-b02-2.cisc

:a3:d1:44:4b:a3 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost =

IR L13RCPUERMSSEB R NG122a R HIITCP SYNBHEE (EA ) .

R

ZCh

C9500-2#debug ip tcp adjust-mss
TCP Adjust Mss debugging is on

J5 31 AC9500-1FIC9200#ISSH :

C9500-1#ssh

Password:

-1 admin 10.10.20.1

WA BURENITCPUE , LEEFLERNRERR.

CPURHEENT :



Z1ECPURIR :

C9500-2#undebug all
Al11 possible debugging has been turned off

EFREHAE

C9500-2#show logging

Syslog logging: enabled (0 messages dropped, 2 messages rate-limited, 0O flushes, 0 overruns, xml disabl
No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: level debugging, O messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 230 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

File logging: disabled

Persistent logging: disabled

No active filter modules.

Trap Togging: level informational, 210 message Tines logged
Logging Source-Interface: VRF Name:

TLS Profiles:

Log Buffer (102400 bytes):

*Jul 31 01:46:32.052: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:32.893: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:36.136: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:41.318: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:42.412: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:43.254: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:43.638: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:45.783: TCPADIMSS: Input (process)

*Jul 31 01:46:45.783: TCPADIMSS: orig_mss = 536 adj mss = 512 src_ip = 10.10.10.1 dest_ip = 10.10.20.1
*Jul 31 01:46:45.783: TCPADIMSS: paktype = Ox7F83C7BCBF78

*Jul 31 01:46:50.456: TCPADIMSS: process_enqueue_feature

*Jul 31 01:46:51.985: TCPADIMSS: process_enqueue_feature

C9500-2#

&7 AR B R #8MSSIES361H E N 5120 T 45

&fa , BALAEC9200 Gi1/0/3 LHIREPCHIZR , LABEIATCP SYNBIE SHLHHEMSS 512,

LU REPCELE :

C9200#sh mon cap mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: BOTH



Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no Timit)
Packet sampling rate: 0 (no sampling)
C9200#

FraaHE3R | MCO500-1 B SSHIEEEFIC200 , ARRF IR,
THRCPUHRNHES

C9200#sh mon cap mycap buff br

0 118 0.000000 192.168.2.1 -> 224.0.0.5 48 CS6 OSPF
164 0.721023 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
2 64 0.722015 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
3 77 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
4 122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
5 122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
6 122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
7 122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
8 122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
9 122 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP

10 122 0.730025 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
~ Qutput Cut ~

£C9200% , BT EREWireshark P EFHESTHFMAELR , REEFERMEMN+HFFHER
Rt , BRI ERBELS HBNFFBpcapX .

C9200#mon cap mycap export flash : Gi1-0-3-Both.pcapng

ERNSH

ARE , BRI UBETFTPR L X4 E S ZIAR#PC , FHEWireshark P $TFiZ 34,

X EWiresharkifiik,



e e M Gi1-0-3-Both.pcapng

d m AN | R ] «==3F & _ q | @

[] ay filter .« =K
Mo, Time Dhestination Pratocal  Lemgth D Message type  Info
1 20824-87-31 05 46915937 224.8.8. 5 0SPF 118 Hello Packet
2 : B t size limited during capture]
3 2324—1]? 31 47.637952 18, 13.1& 1 19.18.28. 1 TCP G4 37885 = 22 [ACK] Seq=1 Ack=1 Wi 28 Len=@[Packet size Limited during capture]
4 2024-97-31 47643963 18.18.18.1 10.18.28.1 SSHWZ 7 Client: Protocol (55H-Z.8-Cisce-1.25)
5 2024-07-31 47, 643963 10,19.16.1 18.10.26.1 TER 122 37085 - 22 [ACK] Seqe2@ Acks28 Win=4189 Lens64 [TCP segment of a reassembled POU
& 2024-47-31 47643063 18.19.18.1 18.18.28.1 TP 122 37885 - 22 [ACK] Seq=84 Ack=28 Win=4183 Len=64 [TCP segment of a reassembled POU]
7 2024-97-31 47.643983 18.18.18.1 18.18.28.1 TP 122 37885 - 22 [ACK] Seq=148 Ack=22 Win=d180 Len=64 [TCP segment of a reassesbled POU]
B 2024-97-31 47. 643963 18.18.18.1 19.18.26.1 TP 122 37885 - 22 [ACK] Seq=212 Ac Win=418% Len=64 ITCP segment of a reassesbled POU]
9 2024-97-31 47643963 18.19.18.1 12.10.28.1 TP 122 ITRR5 - 22 [ACK] Seq=276 Ack=20 Win=4100 Len=64 [TCP segment of & reassesbled POU
12 2024-97-31 1:47.643963 .1 10.10.28.1 TP 112 37085 - 12 [ACK] Seqe34@ Acke2d Winsdldd Lenséd [TCP segment of a reasseshled POU
11 2024-97-31 1:47. 645962 .1 19.10.28.1 TP 122 37085 - 22 [ACK] Seq=4@4 Ack=20 Win=4120 Len=64 [TCP segment of a reassesbled POUJ
12 2024-97-31 85:21:47.645962 .1 10.18.28.1 TP 122 37885 = 22 [ACK] Seq=d468 Ack=20 Win=4120 Len=64 [TCP segment of a reassesbled POU)
13 2034-97-31 05:21:47.645962 -1 10.18.28.1 S5Mw2 114 Client: Key Exchamge Init
14 2024-87-31 05:21:47.648953 .1 10,19,2&-.1 TCP 64 ITRB5 - 12 llEKI Seq 588 lu:t 521 Win=4128 Len slPacker size lmuled durlnq :ap{urel

Frame 2: 64 bytes on wire (512 bits), 68 by!es cap(ureﬂ (480 bits)
Ethernet II, Src: Cisco_44:4b:d6 (B@:a3:dl:44:4b:d6), Dst: Cisco_fd:72:dB (Sc:Sa:c7:fd:72:48)
Internet Protocol Version 4, Sre: 10.10.18.1, Dst: 18.18.29.1
Transmission Comtrol Protecol, Sre Port: 37085, Dst Port: 22, Seq: @, Len: @

Source Fort: 37885

Destination Port: 22

[Stream index: @]

[TCP Segment Len: 8]

Sequence Nusber: @ (relative sequence nusber)

Sequence Number (rowb: 3239154205

[Next Sequence Humber: 1 [relative sequence nusber)]

Acknowledgment Husber: @

Acknowledgment nusber (rawl: @

0118 .... = Header Length: 24 bytes [6)

Flags: 2x@e2 (SYN)

Wirdow: 4128

[Calculated window size: 4128)

Checksum: Bu7582 [unverified)

[Checksum Status: Unverified]

Urgent Pointer: @

Options: (4 bytes), Moximum segment size

TCP Option - Maximum segment size: 512 bytes
Kind: Maximum Segment Size (2)

Len 4
M55 Value: 512
[Timestamps

|Packet sizre limited during capture: Ethertype truncated]

&R LB BISYNBIREHTCP MSS{E 512,

TCP MSSTAZS M KETCPRELMEIS

WE , UBNBRR—INEEZEEATCPREN RS,
Bl e ERNX S, HBRETTCPHNARER ( MCitrixARS5 2% )

HATLUBTFIXIA (FBEREE ) EETICI500-2 Tel1/0/37 , B L IETCP SYNSIRGREL S

Jtt|X|A1§z§m1’EHEQ HpZA NAFRERAETTCPHR A,
,D\E',ééTj':Te1/O/37J:EE?§ Tip tcp adjust-mss CLl,

X255 HTe1/0/37 LBEWHIFTBETCPREME X EICI500-289CPU,
X ISR APEECI500-209 COPP IS ERESHI B35 & "BA %I |, TN SCAS I E PR,
H it , MC9500-1EIC9200KISSHATER M 2 Z FIF M,
SSHAEARTR AR , REFEERFEI,

I T AR



4—— OSPF P < OSPF ——»

192.168.1.1/30 192.168.2.1/30
Wl Te1/0/9 mTel/0/2
Tel/r}/sm Gil/0/3
192.168.1.2/30 192.168.2.2/30
C9500-1 C9500-2 C9200

int v1 10 : 10.10.10.1/24 Tel/0/37 int vl 10 : 10.10.20.1/24
10.10.40.1/24

TCP Traffic

=

Traffic Generator

EEARE BRERRE

BT 2C9500-2 Te1/0/37HMIELE :

C9500-2#sh run 1int tel/0/37
Building configuration...

Current configuration : 135 bytes
interface TenGigabitEthernetl/0/37
no switchport

ip address 10.10.40.1 255.255.255.0
ip tcp adjust-mss 500

Toad-interval 30

end

WMELFFRMIXIAETe1/0/37# O RERERE
BIIRBEBEEARERR

C9500-2#sh int tel/0/37 | in rate

Queueing strategy: fifo

30 second input rate 6425812000 bits/sec, 12550415 packets/sec - We can see the enormous Input rate.
30 second output rate 0 bits/sec, 0 packets/sec

ME , LEMNZHMCI500-1&E 12 SSHIE#EFIC9200 :

C9500-1#ssh -1 admin 10.10.20.1
% Connection timed out; remote host not responding
C9500-1#



BT LUE i B B C9500-1 7 & B SSHIE £ FIC9200,
X2 HEHC9500-1 & EMTCP SYNBIEE#H“Sw forwarding’BAFIEH , MiZRAFIEZZIRKE
Te1/0/37HVRENFZIE,

EEAREBEAS

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer
CPU Queue Statistics

(default) (set) Queue Queue
QId P1cIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
11 DOT1X Auth Yes 1000 1000 0 O
1 L2 Control Yes 2000 2000 0 O
14 Forus traffic Yes 4000 4000 0 O
0 ICMP GEN Yes 600 600 0 O
2 Routing Control Yes 5400 5400 0 O
14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 0 O
16 Inter FED Traffic Yes 2000 2000 0 O
4 L2 LVX Cont Pack Yes 1000 1000 0 O
19 EWLC Control Yes 13000 13000 0 O
16 EWLC Data Yes 2000 2000 0 O
13 L2 LVX Data Pack Yes 1000 1000 0 O
0 BROADCAST Yes 600 600 0 O
10 Openflow Yes 200 200 0 O
13 Sw forwarding Yes 1000 1000 39683368064 620052629 - We can see the huge number of dropped packets in t
8 Topology Control Yes 13000 13000 0 O
12 Proto Snooping Yes 2000 2000 0 O
6 DHCP Snooping Yes 400 400 0 O
13 Transit Traffic Yes 1000 1000 0 O
10 RPF Failed Yes 200 200 0 O
15 MCAST END STATION Yes 2000 2000 0 O
13 LOGGING Yes 1000 1000 0 O
7 Punt Webauth Yes 1000 1000 0 O
18 High Rate App Yes 13000 13000 0 O
10 Exception Yes 200 200 0 O
3 System Critical Yes 1000 1000 0 O
10 NFL SAMPLED DATA Yes 200 200 0 O
2 Low Latency Yes 5400 5400 0 O
10 EGR Exception Yes 200 200 0 O
29 5 Stackwise Virtual OOB Yes 8000 8000 0 O
30 9 MCAST Data Yes 400 400 0 O
31 3 Gold Pkt Yes 1000 1000 0 O

O ooNOOUVIDA WN RO

NNNNNNNNNRERERRRRRRRR R
PNOUBEWNROOLNOUAWNRO

UERMNZBRKERE | BKREFHOIHEIEREHEE M

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47046906560 735107915

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#



C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47335535936 739617752

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

|

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47666441088 744788145

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

WEFRIL , EFMITHIE M , F ASSHRE ( TCP SYNBIER ) EHLBEEF.

WE  MRETAEBI P MEO/SVEIRERXWRERA |, BH - MEIERT I AR EHFREE,

C9500-2#show platform software fed switch active punt rates interfaces
Punt Rate on Interfaces Statistics
Packets per second averaged over 10 seconds, 1 min and 5 mins

| | Recv | Recv | Recv | Drop | Drop | Drop
Interface Name | IF_ID | 10s | 1min | 5min | 10s | 1min | 5min

TenGigabitEthernetl/0/37 0x00000042 1000 1000 1000 0 0 O

C9500-2#

show platform software fed switch active punt rates interfaces@ T2t 7 SR EW A IEZ BICPUMI K
ERENEOIIXK,
BERA T LUER M E EITe1/0/37 , ERATRENTCPHRERNEDO,

#xE , MREEFIAAMBECOPPEERNS (ERHEA LR ) IREE | B LUER !

show platform software fed switch active punt rates interfaces <IF_ID from the above output>

BIIREE :

C9500-2#show platform software fed switch active punt rates interfaces 0x42
Punt Rate on Single Interfaces Statistics
Interface : TenGigabitEthernetl/0/37 [if_id: 0x42]

Received Dropped

Total : 2048742 Total : O

10 sec average : 1000 10 sec average : O
1 min average : 1000 1 min average : O

5 min average : 1000 5 min average : 0O

Per CPUQ punt stats on the interface (rate averaged over 10s interval)



Q

no

| Queue | Recv | Recv | Drop | Drop |
| Name | Total | Rate | Total | Rate |

coNOYUVI A WN = O

CPU_Q_DOT1X_AUTH 0 0 0 O
CPU_Q_L2_CONTROL 7392 0
CPU_Q_FORUS_TRAFFIC 0 O
CPU_Q_ICMP_GEN 0 0 O O

o o
o o

CPU_Q_ROUTING_CONTROL 0 0 0 O
CPU_Q_FORUS_ADDR_RESOLUTION 0 O O O
CPU_Q_ICMP_REDIRECT 0 0 0 O
CPU_Q_INTER_FED_TRAFFIC 0 0 0 O
CPU_Q_L2LVX_CONTROL_PKT 0 0 0 O

CPU_Q_EWLC_CONTROL 0 0 0 O
CPU_Q_EWLC_DATA 0 0 0 O
CPU_Q_L2LVX_DATA_PKT 0 0 0 O
CPU_Q_BROADCAST 0 0 0 O
CPU_Q_CONTROLLER_PUNT 0 0 0 O

CPU_Q_SW_FORWARDING 2006390 1000 0 0 ----

CPU_Q_TOPOLOGY_CONTROL 0 0 0 O
CPU_Q_PROTO_SNOOPING 0 0 0 O
CPU_Q_DHCP_SNOOPING 0 0 0 O
CPU_Q_TRANSIT_TRAFFIC 0 0 O
CPU_Q_RPF_FAILED 0 0 0 O
CPU_Q_MCAST_END_STATION_SERVICE 0 0 0 O
CPU_Q_LOGGING 34960 0 0 O
CPU_Q_PUNT_WEBAUTH 0 0 0 O
CPU_Q_HIGH_RATE_APP 0 0 0 O
CPU_Q_EXCEPTION 0 0 O O
CPU_Q_SYSTEM_CRITICAL 0 0 0 O
CPU_Q_NFL_SAMPLED_DATA 0 0 0 O
CPU_Q_LOW_LATENCY 0 0 0 O
CPU_Q_EGR_EXCEPTION 0 0 O
CPU_Q_FSS 0000
CPU_Q_MCAST_DATA
CPU_Q_GOLD_PKT 0

0

0

> We can see high amount of traffic hitting the Sw forward

EIFEENRRBAZ NSRS

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING

14
9

CPU_Q_SW_FORWARDING 2126315 1000 0 O
500-2#

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING

14
)

CPU_Q_SW_FORWARDING 2128390 1000 0 O
500-2#

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING

14
9

CPU_Q_SW_FORWARDING 2132295 1000 0 O
500-2#

XER bR ASWHE R BA S PEZE,
B A& MTe1/0/37 11 BRip tep adjust-mssii T, B & MR EZ L L TCPEIER , MC9500-1ZFIC920089
SSHIFR &M ENE#HEI,



R EFFEXACIS00-2 Te1/0/37 2 FHISSHAE :

C9500-1#ssh -1 admin 10.10.20.1
Password:

&R LAE BSSHIE R BRI E
Hitt | BRI TCPEE ( SSHIFRIMKME L ) EMEFHREWTCPREMXE , FH#HITTCP
MSSEZ,

ER

1. AREHMEHRBTCPRE (Sl MFEmEE, TCPHAXNARFNATRAMESE ) , FAR
# CatalystX#4l LELE TTCP MSSIRE , FHARKECOPPEREREFR , UREMEZHRE
FHEXETCPRE,

2. tNRFECatalyst3H LB E TTCP MSSIHE | EHAMETHNTCPRET2BITACOPPYE
HERER BN, MEFSHIATCPHEXHE (&8, Z€).



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



