E=IFMLE FEESNMP
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TERFAF
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BWERBUTER

- BEFLTE

- BEAKARNBEAFREGU)RZFHIFRMEZT OB TRIREE
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« SNMP ( SNMPv2cFISNMPV3 )

« Snmpwalkst EtZ AR R/ T ENEE R RS (INMS) N SNMPEL &
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o PREPOALR

» Cisco Room Kit Pro

» Cisco Room Bar Pro

+ LinuxfR 288 EMsnmpwalk=BAEF , AFNASNMPEE,

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANARERZRAERAR
(BN ) BEE., MREHMELTEIRES , FHRRETHEAARTHBELE,

F AR SNMP

SNMPRERFENEFER PN, ZHNATFRENEBERANENIRZENEE, KB RRRARE
WEE, XERZTURKARS., V. BESHR. TONREMEMRBNIER. TRZGRX
BigREALDE TIPH#Ut, SNMPE=/NMA, ERRERSZEZIFSNMPV2cFHISNMPY3, R
SNMPv1,

AXERNBETAEAMPSWNERERSE ( AMEAEMIRE I Webex Edge ) BITMEL % L/
SNMPEL & M FEHERR o




BS AN LIRARKRIISNMPE B, EMSRTREEMEEUR A TER/EHRL
ﬁﬁ”ﬁJ:E’\JSNMPﬁ?E{.:,ME’JIEi’:]TFQZZIKSZEI’JﬁLb,EEIO

TACH ZFEXt M 48 1 I SNMP#ETH R BERR |, tB N BEM 4R 8 XY SNMP AR IZTRHIIZTHY R
RR T HERT. SRR B EH SIS 51 — S HEBRIX LR &

SNMPEEABEZMAEMNTEXI, TACAXFHXLETE, MRXETENLIKKERN
EEFFEEZR , WNEHANLIE THRZAE , MIRFEEBEEIEARXRE - MK
FMXRFIE , WAETACH £

A ERBLEER

EFASNMP |, B UL IRERERBLEMNEE ., ENetworkService SNMP Modetn i3 BB #Y ¥ 4
FEET , A EIEEEDE I FHNOIDFIMIB:

Crsco RoomOb

Wallpapers  Support

2 Devices

smmp Ay product - Command Cofig  Statws  Event MR Anyrole v Aoy backend v
B
Ffussings " vems: 8 (of 2887)

(Top Lewvel)
hanwork Shik

AdrPiay

ApDs EE) nietwork SNMP USM User Add

A m Network SNMP LSM User Delate

BYOD ﬂ Network SNMP LSM User List

Bluatoath

Bookings NatworkSen

Call B0 MetworkSarvices SNMP CommunityName

CaillHistory | ] NetworkServices SNMP Mode

Calllog - NetworkSonvices SNMP SysternContact

CallTransfer - NetworkServices SNMP SysterLocation

Camera

Cameras sty Fig

Capabilities - Security Fips Moda

Confarence

Diagnostics

NetworkService SNMP Mode@s G #iBH , f£Room OS xAPIX &

Kim2E B SNMPV2FHISNMPV3E REL T OID:

SNMPv2-MIB::sysDescr ( i2H ) ,

« SNMPv2 -MIB::sysObjectID ( #EHY ) |,

« DISMAN-EVENT-MIB::sysUpTimelnstance ( £E ) ,
+ SNMPv2 -MIB::sysContact ( /5 ) |,

« SNMPv2 -MIB::sysName ( &/E )

« SNMPv2 -MIB::sysLocation ( i£/E ) ,

« SNMPv2 -MIB::sysServices ( i£H ) o



SEE . MR REMASNMPY3,NetworkServices SNMP CommunityName ] A& B 7 28 # 4
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BE , An EWEEERATEL MM RESD AT

1. AT B Webex API

2. ZiRGUI

3. IO

4. BEBISSHIEZETIL iR



AR BERLERGUl, FHFTRNESE , RAREURLEPBALKNIPHEL, EFEESL R
UTE-MEF , ARLEEERALKIESTRER

HIFMBEGEBTUBLFAENM AN HET. N FAXENGR , IURAMENTTAXE A
SNMPEZ |, B2 , ECIZAEBEISNMPEIERBEHNSNMPARF | "‘%EEJISSH EERIL R

, EFAWebex API , = %&£ CustomizationZf 5 T KIDeveloper APIfE AL IHIIGUI, ToiE ML in
WEE R OB EREI S IZEUSMARF,



(7 Home

S Call

s
£ Settings
& Usais

& Security

CUSTOUATON
3 Porsonalization

& Wl Extensions Editor
B Macro Editor

€ Developer AP

R ———
(& Soltware

< lssues and Diagnostics

2 Backup and Recovery

Developer API

WML AP| Cverview  The XML les below are a part of the dévice's AP, snd can be used by sxtermal sendces 1o inspect the state and configuration of the device. The Rles
are protécted using Basic Authentication, thus you may be prompled for a user name and

File Mame Description
Leondguration uml ‘Configuration settings
Is1aiys wmil Encipoint status paramelers
Igemmane] xmi Aorailabie AP| commands
halesspace.aml Valye spaces of the XML files
Execute Irs the Hiald below you can enter AP| commands (sCommand and xConhguration) directhy.
Command.sand Exampie command:
Canfgurations

wiosmang Disl Musber: “sersonfiexamsle.con™ Protecel: Sip

Comenand Netwark SNMP LISM User List I

-

7 1of 1 applied successhly

£imGUI LK Developer APIEB%



BLE  EHORSHRE NAETRENGTTIRREAEMNER, ZRBEIRTRECHK
BIT. BFRERATALAIHUSMAFRHRTARRE E-—MREBRPNEMER, X=
K& SR AL R EIGUIRI L BR 5 B Zh I ZUSMAI |, BR A T HFARERBRIET A/

, BEEBTSSHEETRRZ

N FBEESNMPv2c , TECEAF., SHRIEFALKIKLEENEXEN (ALK FZRFE ) #
7. RIFHWSNMPRE (EFETRE L ) MNERZLEENHXBHTENER, MRRKAE
BREMNSNMPERTEECENERER (KOKNE ) | HENHEER , HEUWRIRE DN
SNMPRREFR & KX R,

ER , SNMPV3EER BEUSMAF FER I ITHEHRIE, Ntk , EEFEHMLSNMP USMA F s
T XA BN EEEISSHEZINREREAT XA RAPIZES THIREGUIRET, HE , AT
1 FiWebex API,



BL  BAEERERERASNMPv2, SNMPv3it 2RI EH. BRIALHTZFSNMPY1,
A fE FAASNMPV 1Y = 1 #B 4 K ML

EARZRF | SNMPV2HISNMPV3HYFF#E Control Hub® 8 B MELE , ESNMP3 &R RIEFFEN
USMAF RESSHLEEEMN,

EEH O E ASNMPY2ciE T
SfnEladmin.webex.com , HEALHNEEBRZRE SR, BEUNTLEER, SMBIAFRZEEN

BRI D TIRE, EDevicesiEMFT , RBREREN RS, EARHIF , f£HCisco Room Kit
Pro,



= webeX Contral Hub

Devices
- ! & Devices [=] Templates & XOD Devices ¥ Settings 1l Software @ = Resources
MONITORING Q d N ' 1 . I ' : ﬁf

Filter by  Online (39) Expired (5] Offline (9) Issues (7) Offline (Deep S...

Sedect one or more devices for bulk actions

Type Product Status Platform Belongs to
MARAGEMENT
o Users Rooms & Dasks D Cisco Wabex DX80 * Offline E—
’ Rooms & Desks == Cisco Room Kit ® Issues i
@ Wa | Rooms & Desks Cisco Room Kit Pro ® Online t=

= Devices
| Rooms & Desks - Cisco Desk ® Issues et

ais
Rooms & Desks e Cisco Room Kit Mini ® Online ats
Rooms & Desks === Cisco Room Bar Pro ® Issues £
. R & Dask: : Ci 10 b1 onl L
ooms & Dasks isco Wabex Share & Onling £
m

Control Hub DevicesZB %

EITFHF Control HUDR AR R FAEFEET , SMEBEERN s H LT EEE:

= webex Control Hub

¢ Cisco Room ... Action:

SIF
MONITORMNG
) MNone
Reports
Software &
@‘ All configurations 1195
MANAGEMENT Cisco Stable
Platfari CRBRN
| E] Configuration templates
) Digital signage Disabled
m Mavigator persistent web app Disabled
L Workspace
i
Alerts 85 Macros 1
l = Devices ents
1 Account Mot Maonitorad Support
No alert rules set for this d
Device Logs (@ Manage
& Create Rule
Remaote access (O ® Available (D = Open
e ) Local Device Controls (3 Launch

Tags

Room Kit Profy &l RO Z 1 AE R

EERED | B Asnmp , ARFiEENetworkServices > SNMP > Mode:




Device configurations = ciscorcom kitero « [ T -

© Configure — O Review — O Summary

Select configurations

Select one or more configurations to apply to the selected device,

“ Q snmp ® } 1196 configurations @
MetworkServices > SNMP > Community Name
MetwarkServices > SNMP > Mode
MetworkServices > SNMP > SystemContact
MetworkServices > SNMP > SystemLocation fal

EETTIp e

Audio DefaultVolume S0 (Device) W
Input >
Micraphones >
Cutput ConnectorSetup: Auto (Device) >
SoundsAndAlerts RingVolume: 50 (Device) >
USE > VolumeControl »
Ultrasound > MaxVolume 70 (Device) %

Next

LA EREED
ERFBRERRFEANER, B=MEH T HIERE

1. XA ZHSNMPME RS -
2. Rig : N A LB ASNMPRE RS .
3. EE : AEWMGSEHASNMPRE RS .

EAXRHIF | ReadWritekh Fik RS, RfE , BHRE SME D PHISNMP |, MBFFR, XFHE
FBREZNEEFRH— NS , HEBULEEFFE T LUEN Control HUbTE 1R % LB E Y SNMPAE X<
BB :



Device configurations

© Configure — O Review — O Summary

Select configurations

Select one of mere configurations 1o apply to the selected device.

Al MetworkServices SNMP Mode
Mode Supported device lypes Configuration value Default (O Undo
Gisco Room Kit Pro [ Off (Default) " ] (} Factory @
aff
o]
ReadOnly

Nt

ZHPOPFEERE THSNMPERIRE

#ESNMPSE |, BERAAE THANSNMPIET , AR, ERINIZEESNMPV2 , EERBHX S
Ho HXBHATESNMPRERELXRE LEEHNSNMPREZBHITENRIUE, EAXTRHIF | #
XZ iR E Ntest123, REHH T HRNext,

Select configurations

Sabect o or more configurstion 33 spp i the Lekecied Sevice

= CommunityMame
[ | 1o o
* Mode focite: ceske npes Detrt
nce fooat i o I L v I I Factory & 4]
SystemContact Oeiet
&) Factoy ©
Empay
SystemLocation Defasht
&) Facioy &
e

Control HubH FrE Bl E T HISNMPIZE

EEREEE , REATETHEHADY:



Device configurations

® Configure — © Review — O Summary

Review configurations
Review selected configurations.
Configuration Value Actions
MetworkServices > SNMP > CommunityMame test1234 - test123 g0
NetworkServices > SNMP > Mode Off =+ ReadWrite &0
 Previous |

ENAER AR ERE

BWABREERSKNNA, RE , £HClose.

Device configurations 3 (it Pro  » +  Onling

O Configure — @ Review — O Summary

Configurations applied " Actions |
The fallowing configurations are applied to the selected device,

All configurations

2 2@ De

Success Errar

Caonfiguration Walue Status (1)
MetworkServices > SNMP > CommunityMamea test123 &S]
MetworkServices > SNMP > Mode ReadWrite &

TR B AN SR T8
ELB R |, EL IR ERZHE ASNMPv2e , HIREH XA,
FE42 %) 0B FISNMPV3RE



5SNMPv2ciitt , SNMPV3TT iRt ESM L 4eM , HEEEEL R LHTTRANEE, SME
Control Hub# #yManagementEB 2 T #9Devices, FEIRZ R+ T HiEF EFEHASNMPVIE B AL
WZ—. EARGIF , FRAENEREZ LR,

FRZFAGET , SMEREB s HAIGAERE. REFITFRRBEE (Device
Configurations) W, EEREZHE Asnmp , ARE1EENetworkServices > SNMP > Mode, EAR
flsh , SNMP#E 1% B HReadWrite, £ HSNMPEEF&Z LWFTAE B ESNMPIRE,

EE B —NTROIPEESNMPY2cE , EENE T ESEIWSNMPVINFE SR, X
It , RRESBEHNER, NRENMAHEEGH D ORESEEETALER |, FSREEG G
O B ASNMPv2ciE R 245

ENZHSNMPV3 , BEBFHXEMRENBSISHENEFZTE,



Device configurations

0O Configure —— O Review - O Summary
. CommunityName Supported device types Configuration value Default @ Undo
Cisco Room Bar Pra 5 \: _/ Factory @ O
Empty
0 - 50 characters
* Mode Supported device types Configuration valug Deafault @O Unda
Cisco Room Bar Pro ReadWrite - (1) Factory @ )
off
SystemContact Supported device types Configuration value Default & Undo
Cisco Room Bar Pro Empty (Default] c Factory (0]
Empty
@ - 50 characters
S‘}' stemLocation Supported device types Configuration valug Default & Unido
Cisco Room Bar Pro Empty (Default) ‘D Factory ©
Empty

Control HubFFTEELE T BVSNMPi% E

BHT—%  RREFBREENR, AEREEHNA, £HClosexAREFRERH.
AEREH P OHRITHRESIE R, FHHE , XUS ASNMPY3,

KiEGUIHRISNMPEL & fn4a

ALMIEZRGUIIRITHREMNEE, JTFMNKSEMFHEALREN P ( BEESLKKNTE—
&S ), LladminAF B EF , EARGUIR , SMEISETUPEBD T Y Settings, £ BB 1%
Lt , HEREBEREFEAsnmp, WERERT WS R —I2HIRoom Bar Pro L TR HY
SNMPv3EL EHFISNMPiZ E :



Cisco \Webex

Local Device Controls

=== Room Bar Pro Settings
& Configurations Statuses & Room Types @ Audio and Video
( Home
% Call Conﬁguyation Collapse All Expand Al
Apps - .

sETum - CNetworkServices | SNMP -
CommaunityName (6] (0 to 50 characters)

8 Users Hueiood =

£ User Bluetooth Mode @  ReadWrite o

& Security Bookings SystemContact (6] (0 to 50 characters)
SystemLocation (0] (0 to 50 characters)

CUSTOMIZATION ks

B8 Paersonalization Cameras

£ Ul Extensions Editor Conference

Macro Editor

FacilityService
# Developer AP|

Files
SYSTEM MAINTENANCE HitpClient

@ Software HitpFeedback

~ Issues and Diagnostics Logging

) Backup and Recovery
Macros

MicroseftTeams

KixGUI L BISNMPV3EL B
JISNMPV3ELEUSMA F

T BB EASNMPYS , BFEQRUSMAF . HATHREN AR S A ELLLERoom OSX14E
BEREE, EASSHEEZIREZ. At FEERFZLAEAEERK, . MRFR , WFEEQR
EEAKS, FWTHTEBRIIE.

£/ E Control Hub#F #iManagement&B2 F #Devices, RBERBIRTFT , HERERHGE
EEAAFPNAIRZ—. EAHIH , FHCisco Room Bar Pro,

FiRRFMERT , S EISupportEf4 H S diLocal Device Controls ( BEESK KNV T E—ME
R REFEAILIhEE ) o IRBGUIITH. SMEISETUPERD THUsers , fAJG % tCreate Users


https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp

Q) Find page () @

=== oom Bor Pro Users

¢y Home Usemame Status Admin(@) AuditT) RoomControkD) IntegratorT) UsenD)
% Call min Inactive " ~/ e
TP Active v o ") » v
& Settings touchpanel Active ) o v o .

& Security

Remote Support The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to

log into the device to troubleshoot system issues, such as problems with the device's operating system,
CUSTOMIZATION

This remote support user on this system is managed by Cisco Webex Gontrol Hub.
& Personalization

& Ul Extensions Editor Thig user is velid until
ions Edi
= Macro Editor
Token
# Developer API
SYSTEM MAINTENANCE
= Software

“ Issues and Diagnostics

T Backup and Recovery

LimGUIR B UsersE8 7

RUEAFENOS (B ). BRAFESTEEEANRI BLTREIIRE

1, Find page ) @

Room Bar Pro Add New User sk

(] Home
) Usermame  gagyser
% Call

Roles@@ AdminD)
e 8 Audit
& Settings RoamC D

B Integraton®y
I £ Users
8 User®
8 Security
Inactive
CUSTOMIZATICHN Client Certificate DN
£ Perzonalization If using client certificates for authentication, enter the client certificate's full Distinguished Namea.
. . . Both the yCHealice/DCeexamplef/DCscom and the CN=alice, DCeexample, DC=com formats are supported,
# Ul Extensions Editor s sphrage change on next user sign in
= Macro Editor MNew passphrase &
2 Developer API
Confirm passphrase

SYSTEM MAINTENANGE
& Software

+- |zsues and Diagnostics

) Backup and Recavery
MNEHRHBIGUIRIEA P~

MUsersTTHIBIEAF 2R ESIZBL TERE



O

= hoom Bar Pro Users
QH Username Status Admin(@) AuditTy RoomControlT) Integrator(D) UsenT)
omie
% Call admin Inactive J o v
sEe Aclive w 4 W o W
@ Settings testuser Active J o w o w
is i At
& Security et O v e o ¥ .
CUSTOMIZATION
Remote Suppgr[ The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to
& Personalization log in to the device to troubleshoot system issues, such as problems with the device’s operating system,
£ Ul Extensions Editor This remote support user on this system is managed by Cisco Webex Control Hub.
= Macro Editor This user is valid until
% Developer API
Token
SYSTEM MAINTENANCE
& Software
v Isspes and Diagnostics
) Backup and Recovery
&

EelEMASHEHMA R



AEBRZHERAFARNAFHTSSHERN , REQEREBEURE., BT
PATRRRTR
ou are required to change your password.

Enter current password:
Enter new password:

Enter new password again:

ERFLE , LRI ERE , EERHASSHEE,

RUYGEZEERRAFE  ERRERNSSHEF R ERI KiK., FAEEAKIERR, UATEEL
EINRTRR



Welcome to

Cisco Codec Release RoomOS 11.23.1.8 3963b07b5c5
SW Release Date: 2024-12-12

*r Login successful

OK

WA SIATR | A Network SNMP USM User Add#i S, EAERTD |, FHANGSR

xCommand Network SNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256

LR THERR , RIE

er Add Authenticati d: testuserl23 AuthenticationProtocol: SHA-256

EfSTHITLHER  CREETUHERTHAEND T XEPAIRHELEAN, HEELER , £

EXRNNEGTHIMNERSHEBEELE S  EE4AEERAFRBRSE LR, ERAK
B, iR iza T ABINEE.


https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp

Creates a user (usemame and passwords) that a network management system can use 1o communicate with the video device using SNMP v3, User-based Secunity Model
(USM). All USM users have equal access rights (read, read-write, or none), refer wo the NetworkSenvices SNMP Mode sewing. Authentication and privacy are always on. That is,
the device supponts only the authPriv security kevel and the privacy protocol is always AES (Advanced Encryption Standard). This command has no effect on SNMP v2c;
authentication for SNMP vZc is configured with the NetworkServices SNMP CommunityName setting.

Read less...

RuthenticationPassword
<B - J55h>
The: authentication password for this LISM user. It is used when authenticating the network management system. The authentication password is stored as a localized hashed value on the device (refer

10 the AuthenticationProtocol parameter).

ButhenticationProtocol
SHA-224, SHA-256, SHA-284, SHA-512
The authentication hash function that will be apphad before storing the authentication password on the device. The device only suppons the isted hash functions (from the SHA-2 Tamily); neither MD

nor SHA-1 is suppored.

<0 - 32>

The name of the USM user.

PrivacyPassword
<8 - 255>
The privacy password for this USM user. It is used for the data encryption. The privacy password is stored as a localized hashed value (AES-128) on the device. If a privacy password is not set

explicitly in this parameter, it will be the same as the authentication password (with hash lunction as specified in the Authentication Protocol paramier).

Back-end Any
User roles Admin

Board Senes, Desk, Desk Mini, Desk Pro, Room Series
Privacy impacting Mo

Microsoft Teams  Yes

Rooms (MTR)

Code: JavaScript  SEOmMMERINEN Webex Cloud

Invoke

xCommand Network SNMP USM User Add AuthenticationPassword: value AuthenticationProtocol: value Name: value PrivacyPassword: wvalue

XAPIZ A4 I USM A = Bl 2 65 1




BL  NMRHMPBHRIKRABRER , ZHTRHEEER , HET20BAF, BHT
—NRB HRRREED TSN F RN BT | ﬁ'ﬁm?;eﬂ%fcthixﬁlﬁﬁ?/l\?ﬁlﬁﬁ&ﬁ%

ationPassword: testuserl23 AuthenticationProtocol: SHA-256 Name: psitaras PrivacyPassword: testl123

Privacy Password must be at least 8 characters long. A

shorter password returns an error and is not going to
create the user.

& 0] LAE FANetwork SNMP USM User Listin MR I AF REE 62, Lt ilHiRE EE#HN
AEBUSMAF :



XCommand Network SNMP USM User List

0] 4
*r UserListResult (status=0K):

UserListResult User 1 AuthenticationProtocol: "SHA-256"
UserListResult User 1 Name: "psitaras"
“ end

EWME , EBWIABKIIRIE A Fpsitaraso SNMPV3ELE B Ko

AR ERIRAIGUIRIUsersB 2 T , USMAFBERA AL, XRMMLER.



Q, Find page @ @

Room Bar Pro

(r) Home

% Call

SETUP
& Settings
£ Users

& Security

CUSTOMZATION
ES Personalization

& I Extensions Editor
= Macro Editor

# Developer API

SYSTEM MAINTENANCE
& Software
“ lasues and Diagnostics

2} Backup and Recovery

Users
Usemame Status Admin) Audit@) RoomCantrokT) Integraton) UsenrT)
admin Inactive " " ~
Active v ' v \/ v
lestuser Active v ~ ~ " L
louchpanel Active v ~ v \/ v

Remote Support

The Remaote Support User is a special user aceount that has wider access nghts than regular admin accountd, It is used by Cisco technical support to
log in to the device to troubleshoot system issues, such as problems with the device's operating system.

This remaote support user on this system is managed by Cisco Webex Control Hub.

USM user "psitaras” is not visible
under the user list,

This user is valid until

Token

USMAFELIRHGUIFHAFRTRAR

M SNMPv2cFISNMPV3EL &

LB ER , B ARE A MEEERSE(NMS)MHXSNMPV2cHI/ZSNMPV3ELE, X FTAXME
, TRFEEFREBESEMZITSNMPIREHWNMSEHSNMPARS 85, R TNREE , FAE R
snmpwalkiVEFAEF, LEABFRLEELNnuxIRSSE L.



BE  BUAEMSEASimpwalkEN R MEL IR ERWSNMPEE, TACIRIMAXIFZITE
, BESKEN AT ERBZIENFERLE. BUUEREAEMSNMPI A
NMSRMUREE , MIEsnmpwalke FEAXH , Snmpwalk{X BERS ( EEIENHEE
DATEREN ) , HESEESFERAMERNAEIEH.

ZxsnmpwalkTE TAERN —&2 , RitE . RESATUHNITENNRERS
(0S) , ZRERFARAMAE, EMHZE , BUFTIRERDLREE

Snmpwalk2 — A B TRIESNMPEEN TE, EHITXIRHNMBEA A EQTAEFESE. =EMM
LR DT 7Y RIRIRFF(OID):

« SNMPv2-MIB::sysDescr ( #£H ) ,

SNMPvV2 -MIB::sysObjectID ( iEH ) ,
DISMAN-EVENT-MIB::sysUpTimelnstance ( 2H ) ,
SNMPvV2 -MIB::sysContact ( &/E ) ,

SNMPv2 -MIB::sysName ( i£/E ) ,

SNMPv2 -MIB::sysLocation ( /5 ) ,



« SNMPv2 -MIB::sysServices ( 3EH ) o

AR BT EERsnmpwalk IR R EIPRABIP , TEER. AEEEANIRER
A, RBFEEENH RE

Cisco Room Kit ProfR imBiti& 7 SNMPv2c, B RIEFEREXERFE#H 1T, KHEUTHS :

# '-c' option 1is used to provide the community string
# '-v' option 1is used to provide the SNMP version used
# The IP provided is the endpoint's IP

snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec

SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1



iso.
iso.
iso.
iso.
iso.
iso.

w w wwww
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s

NNOoO vih~h W

[eNeNeNoNoNe)

Timeticks: (106770681) 12 days, 8:35:06.81

INTEGER: 72
No more variables left in this MIB View (It is past the end of the MIB tree)

SnmpwalkiIZTAHIREI7MNER, BE=/MBRZM :

1. SNMPVv2 -MIB::sysContact ( /5 ) , (is0.3.6.1.2.1.1.4.0)
2. SNMPv2 -MIB::sysName ( /& ) , (is0.3.6.1.2.1.1.5.0)
3. SNMPv2 -MIB::sysLocation ( /E ) , (is0.3.6.1.2.1.1.6.0)

A = xConfiguration®s & o]  F iR BiIX EMBHE, BESSHERZI K HEHAHEUTHS :

xConfiguration NetworkServices SNMP SystemContact: testuserl
xConfiguration NetworkServices SNMP SystemLocation: Rooml
xConfiguration SystemUnit Name: My_Room_Kit_Pro



~

SEE BT LAMControl Hub, & iBGUIKWebex APIFTIXLEEBHITEXR , MAR2FEAIX

— AA.A
=" o

EHERGSE , EF—KiE ELBXFEAsnmpwalk, BELXT | LRIZHMBLERES
xConfigurationin 12 A HE :

snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1
150.3.6.1.2.1.1.3.0 = Timeticks: (107047446) 12 days, 9:21:14.46
1i50.3.6.1.2.1.1.4.0 = STRING: "testuserl"

1s0.3.6.1.2.1.1.5.0 = STRING: "My_Room_Kit_Pro"
1s0.3.6.1.2.1.1.6.0 = STRING: "Rooml"

150.3.6.1.2.1.1.7.0 = INTEGER: 72



iso0.3.6.1.2.1.

1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

EIFE , BIATERoom Kit Proi® & £i# THISNMPV2cELBE1TIEE,

Cisco Room Bar Proi S Et & T SNMPv3, X FSNMPv3 , FEEWRRFEA FEMN S HRIE, KFE
ﬁ*i[%ﬁ%o *E}i , SNMPV3E%%F%$”@EHO

-u' option
-x' option
'-T" option
'-a' option
'-A' option

H OH W K KR K K

-v3' option selects SNMPv3.

provides the USM username configured.

provides the privacy protocol (encryption algorithm). Options are DES and AES. Cloud-regi
specifies the security level. Options are 'noAuthNoPriv', 'authNoPriv', and 'authPriv'. C
specifies the authentication protocol. Cloud-registered endpoints support only SHA-2 prot
specifies the authentication passphrase.

'-X' specifies the privacy pass phrase for the encrypted SNMPv3 messages.

snmpwalk -v3 -u psitaras -x AES -1 authPriv -a SHA-256 -A testuserl23 -X testl234 172.16.5.23

is0.3.6.1.2.1.

1.1.0 = STRING: "Cisco Codec

SoftW: cell.23.1.8.3963b07b5c5
MCU: Cisco Room Bar Pro

Date: 2024-12-

12

S/N: FOC2732H1VU"

iso.
iso.
iso.
iso.
iso.
iso.
iso.

w w w wwww
oo oo oo
R R R R R R

NN DNDNDNDN
N I N =

.6.1.2.1.

1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

1.3.0 = Timeticks: (112579044) 13 days, 0:43:10.44

1.4.0 = ""

1.5.0 = ""

1.6.0 = ""

1.7.0 = INTEGER: 72

1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

EIMEY , BIATERoom Bar Proi% & L 812 SNMPV3ELBZE1TIEE,

L i A Al LAE B BUE SNMPV2c HISNMPV3

=R, X2

o B2 , ESNMPE.E A , ,U\%Elxl_ﬁ:lzﬁi"\l%ﬁ % 3 TSNMPV2c & 17 %

i EZIK/J”JJIEFF : {Eﬁ%HUTT{’JIJqJE’\JRoom Bar Pro. £ iwf9Control Hub All Configurations&B 49

HEERENR

Select configurations

Select one or more configurations to apply to the selected davice.

CommunityName

Mode

SHMP

Cisco Room Bar Pro x (=) Factory ®
Ernpity

Cisco Room Bar Pro Beadwrite w (x1) Factery ®
Oft



BEERE , HXEMFTAZE, EANEE , RREXEBEHRAEZFZ/HH, B FNetworkServices
SNMP CommunityNameiR &N Z FRFH () , AIUISNMPX R B A MNRA3, BEEFUHFH
EEHRANEFAMEBZF , FHliltestbothSNMPv2_v3,

Select configurations

Select one of more configurations to apply 1o the selected device,

CommunityMName Supported device types Configuration value

1estbothSNMPY2 V3 x (x1 ) Factory @

Mode Supported device lypes Configutation value Default ©

ReadWrite v (L Factory @
o

2#iASNMPv37ERoom Bar Pro LiE1T. Snmpwalkf FERE#H X B #HENIHXSNMPV2cR & th IE
FIE:

snmpwalk -c testbothSNMPv2_v3 -v 2c 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1vU"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112696957) 13 days, 1:02:49.57

is0.3.6.1.2.1.1.4.0 = ""

i50.3.6.1.2.1.1.5.0 =

150.3.6.1.2.1.1.6.0 =

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables Teft in this MIB View (It is past the end of the MIB tree)

=& Al BUB IS SNMPI2 | SR % 85 0 B 2 M4 Ui

A, T ERHFOPRMEES M RE. AXNEREZMREDD TRHE T AXNFAZELSNIT
ZRENER.

FELENEEZRFARS

- REBENMBTA, ATAMBHHEZi&itm Sl TEFRMRITREH, MBI EZRTHE
BUAREBEZER,
« SNMPV2cE A X BN (BN XFRSE ) HITHHRIE , MSNMPV3ERAF B MED


https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50

HITHHRIE , HREME, M=, BRENERENUER EBNSGRIESE (EA
snmpwalkS R E 1 T E/NMS ) ,

- SNMPv3 L& B A FHRIEMBE, LiR{REFauthPrivE2R 3 , HF ERIMMIBRENS
& N HRE(AES),

.- SNMPV3REZBETAFWELERUSM)%ET, FXETLS EHSMNPY3,

- ATEERAFU#ITSNMP & B RIFMUSMA F i 5 X SNMPv2ci& 8 #1H,

« &% EAISNMP CommunityNamei& & X SNMPv3H &% & M,

« SNMP CommunityName X % X/NE,

B FFNetworkServices SNMP CommunityNameiZ B R ZE FRFR (™) , AT LAFFSNMP X 15 BR %l
FV3,

« RXHEFSNMPvV1,

- 3 FSNMPv2cHISNMPV3 |, &% & 7R R 9 3 KRR (OID),

o SFSNMPv3 , B RIFMPINEELESHA 2RI F ( FXIFMDHESHA-1) . MEFRE , NI
SNMPIE R E# T & KU B RIS RNERS.

- BRAEBERNRBIIEAES-128)FHERE L, WRREHSHHEXZRERILES , I
FHIGENEHHRIIZEER ( #HEAuthentication Protocol B3 IEEMN B HEE ) -

- EB/OGTHAFSEEVTREENKESSERN, fitn, USMAFEEESZ2NFR, 54
RIFTZBEERIVSNER , BRZ255NF K. MRETHERXLER , MNetwork SNMP USM
User Addan S 2012 A F HIRE IR,

BR RTACHE IR i L BYSNMP (5] &

MRARWSNMPEEEE TR , BHIM TR , EFEBRRTACHRAEUTESR !

« TEControl HubF {218 4A LD LA K 3 B0 LR 3w B9 F 51 B (SN),

- HRPTE G R,

- REESEEZHBEBENSNMPRRA,

- RESINEMHERES.

- MRRERHREFOE , FHHTAREIRERNTRIELHREEREEEE. HZREHEIR
MWEERS.

- WEKiRBEFNHE EEEBHNEH,

- HEATFNASNMPEENSARFNMSHEMTE, NRFEASARFNRLEY
SNMPRE , FRRUFANZES S,

EESEYS

Room OS xAPIX#§ — SNMP#X& T

EFiR, RENEERINEENIRBEE



https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



