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SMTP with OAuth Flow

Client App SMTP Server Authorization Server {IdP)
| | |
| | |
[ Request Access Token (QAuth 2.0) o
| | il |
| | |

Tok

b oo e e e eeee oo AccessToken = | _ __ ______._ 4
I I I
| Connect (SMTP STARTTLS) . |
[ =1 |
| | |
T T——. ol gL J |
| | |
| EHLO client.example.com N :

f i
| | |
e SSO-AUTHXCAUTHZ .. J |
| | |
| AUTH XOAUTH2 [Base64 Encoded Access Token] | :

I = |
| | |
| | Validate Access Token _ |
| | =
I L Token Validiowaid__ |
| | 1
alt .\ [Token Valid) I I
| | |
| seali | |

235 Authentication successful.
e i - |
| | |
| MAIL FROM: <user@client. example.com: | |
I I I
| | |
250 OK
A b L L e e T T . |
| | |
I RCPT TO:<recipient @example.com= - |
[ - |
| [ |
250 0K

e ke 4 |
| | |
| DATA | |
[ Gl |
I-E: 354 Start mail input; end wilh <CRLF><CRLF> _} :
| | |
I [Email Content] 2| |
[ =1 |
| | |
| | |
| | |
| 250 OK queued message | |
e e e 1 |
| | |
I auiT | |
| “ |
- mm s s m e s o n I
PRSPPI |
| [Takan Inwalid] | |
| | |
I 535 Authentication failed. l |
= ======SsssSsss s S emsn=== . !
| | |
[ QuIT | |
| “ |
I 221 Bye | !
e e il al |
|
|
|
I



https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://entra.microsoft.com/#home
https://entra.microsoft.com/#home
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal

abc@abc-M-506L ~ % sh
sh-3.2% brew update
sh-3.2% brew upgrade powershell

PS fUsers/| > brew install powershell
Auto-updating Homebrew...
Adjust how often this is run with “$HOMEBREW_AUTO_UPDATE_SECS™ or disable with
" $HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with "SHOMEBREW_NO_ENV_HINTS=1" (see “man brew’).
Downloading https://ghcr.io/v2/homebrew/core/portable-ruby/blobs/sha256:1c98fak9eacc935648a6T8e18a2bT33f14cfc276884b
71ddb&58eatSha99dlsT

Lh b R e R R R EE R EEEEEEEEEEE LR d g s St S b b i e LS
Pouring portable-ruby-3.4.8.armé4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions-up: Tool to update GitHub Actions to latest versions with SHA pinning

Z%EPowershell

1.2 FiNew-ServicePrincipal cmdlet , & Z % ExchangeOnlineManagement} £ £ Z & 49 $8
, WA HPRR

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnline -Organization XXXXXXXX-XXXX-XXXX-XXXX-XXxxx999be76 ---->Directory

PS /Users/) ssy> Connect-ExchangeOnline 11088d3¢ "9be7é

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXOx prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent
ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO0, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https://aka.ms/exov3-module

Starting with EXO V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,
as it will not be loaded by default

E #F|Exchange Onlinefd
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o EF=ZApp RegistrationsT KB Overview T E H HYObject ID., FEAHEIRHNRIDLSHH AR IUE
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mailto:poongarg@POONGARG-M-506L

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXx6a953e -ObjectId blOaxxxX-XXXX-

PS /fUsers/ 1> New-ServicePrincipal efcd713: ! 5a953e blBaa@d’ L 2189bb )

TEExchangeF EMEntrafl A2 F RS £ 44

o fEGet-ServicePrincipal cmdleti&iE & 5 fft B9 BR <5 & R iR £F

PS/Users/abc> Get-ServicePrincipal | fl

et-ServicePrincipal | fl

efc@713: ' =5a953e
bl@aaéd: 2189bb
S$-1-5-21-1250255160-1655375293-4198951263-24390743
{}
False
bl@aadd’ . 2189bb
bl@aaed: = = 189bb
True
: 1.1 (15.8.0.8)
bl@aa@d’ - el189bb
: CN=bl@aa@d’ 218%9bb, 0U= .onmicrosoft.com,OU=Micro
soft Exchange Hosted Organizations,DC= 985 , DC=PROD, DC=0UTLOOQK,, DC=COM
o8 #2085 . PROD.OUTLOOK.COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}
16/12/2025 12:53:16 PM
16/12/2025 12:53:06 PM
16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbBest - a32cle
"l " . onmicrosoft.com
405.PROD.0OUTLOOK.COM/Microsoft Exchange Hosted
Organizations/ . .onmicrosoft.com — W =85 . PROD . OUTLOOK . COM/Config
urationUnits/aa @0 "4k .onmicrosoft.com/Configuration
FhO@S 2Bk Nl o e iy 37 ¢ 10
m5DC00L , Hoks TAR@5.PROD.OUTLOOK.COM
Changed

BOAUESE A9 R S5 E AR IR AT

., HFEERNEANEESRRIATENRRREFERNSERRE. WEEREMAA-

MailboxPermission cmdlet5E 58 o

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aaOdx-XXXX-XXX

PS /Users/m o> Add-MailboxPermission no-1 .onmi e bl@aa@d
e189bb FullAccess

964d@d41-a43f-4257-.. S-1-5-21-1250255160.. {FullAccess}

A B eER RE A BR LA 175 (] B2 A 72


https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
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Ef EE LA EHML(SMTP) RS SR |, B REXERIR(=)H &R Administration > System >
Settings > SMTP Server, BEFE,

« TESMTP Server Settings Xigi# :
- SMTP AR5 88 :smtp.office365.com
- SMTPi% O:587
- HEREER60 B
« TEAuthentication SettingsXiZ# , £ A 41#FF < /5 AUse Authentication Settingsi&l,
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ERAFRFE&S | #i AExchange Online A B TR B Fo 4 ibit,
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= i Identity Services Engine Administration / System
J|  Bockmarks Daploymant Licensing Cartificates Lagging Maintanance Upgrade & Rollback Health Checks Backup & Restora Admin Access Sattings
L] Dashboard OBt Prevtsioning
) Somiaxt Vialillly FIPS Moce SMTP Server Settings
Secuilty Setings Configure a Simple Mail Transfer Protocol(SMTP) server 1o send email notifications for alarms, 1o enable
A, Operations Ala tin SPONSOTS 10 send gin credentisls and password reset instructions,
and enable guests dentials after thoy successfully register
U Falicy Gar JUE thes md with heir guest secounts expire.
Posturs SMTP Server
4. Administration
SMTP Server*
Prof
Al Work Centers smip.office 365.com
Protocol
SMTP Porl®
Endpolint Scripts 587
Intaractive Halp
Proxy Connec tian Timeout
(] smconds
SMTP Serv
45 Ga

Encryption settings

Enable TLS/SSL connection encryption to require ISE 1o establish an encrypted connection
1o the SMTF mall server before sending e=mall,
Metwork Success Disgrostics

Authentication Settings



Email Address

no-reply@sssssssmesms . onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID

efc07138 "I "I S "R c 1108430 1" INEE ™" IE——be7 6
Client Secret Expiry Date

kR hd kR kR ke h SHOW Mar 15' 2026 @

OAuth Token Endpoint API Scope

https://login.microsoftonline.com/f1108d36-ea07: https://outlook.office.com/.default

Test Connection ‘ () Successfully connected to smtp.office365.com.

I i 5 SMTP AR S5 2R Y ZE 4

<tfroot>
Not e:

To protect sensitive customer data, these configurations are excluded from Backup and Restore operatio

5 E

ERIF , FEREHEBFRE. SMBTHEDL > HEEA > HTEBAFIRE, EZEEnable email
notifications to guests , &t EMSavely 5815 P ELE K T N E 1K B Default 'From'#R 4 th ik

i |dentity Services Engine Work Centers / Guest Access

€15€Q

J!  Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More -

=
! Dashboard Guest Account Purge Policy

Guest Email Settings
I"_f Context Visibility Custom Fields
SunstEmalliSetiinga SMTP server:smip.office365.com

9, Operations Guest Locations and SSIDs

' Policy Guest Username Policy Configure SMTP server at::Work Centers = Guest Access = Administration = SMTP Server
Guest Password Policy H Enable email notifications te guests

4, Administration DHCP & DNS Services

4 Work Centers Advanced Settings Default 'From' email address:* no-reply@ .onm

© Send notifications from sponsor’s email address (If sponsored)
2 Interactive Help

() Always send notifications from the default email address

Reset Save

BRI EEHRE



B S E TEHO(Work Centers)>1/ & A (Guest Access)>I]1F 4 44 (Portal &
Components)>i5 &1/ (Guest Portals)> B 14 & (717 (Self-Registered Guest Portal) ( ERiA
) >I71F° & #l(Portal Page Customization)>3& %1(Notifications)>Hp 4 (Email) 3k & 3% M izt B8, 7 BB 44

o

EMRERAMT , BESettings > Send Test Email , ARE# & Send.

= b Maentity Services Enging Work Conters / Guest Access

Pl Boskmais Qverview Memtita identity Groups g 1 Ssurces. Administration Natwork Davicas Portals & Componants Manage Accounts Policy Klementy Policy Sats Raparts Custom Portal Fises Sottingn
Fages
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Approval Message for Seif- Reglsration Guests

B, Admisiatestion e e - Vo Gt Azoaun Cradensaly

- Appeounl Message for Socisl Login Guosts
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kB B BhEM B e F Bp 4

&Y Outlook AU Bk B RUE S BR1 R ELBRY TN Z K P AR 4. BRI 8y R 5 2B 1 BB 4

Your Guest Account Credentials @ & & ~
= no-reply@ s onmicrosoft.com <no-reply@msssmessss onmicrosoft.com> Today at 8:54 AM
To: (=& Poonam Garg

)

Hello firstname,

Your guest account details:
Usemame: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Valid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00
Person being visited:

Reason for visit:

Outlook 7 #5119 7= 451l 68, F R 4

<#froot>

Guest.Tlog at debug level:
2026-02-02 05:17:34,608 INFO [admin-http-pooT1139][[]] cpm.guestaccess.apiservices.util.SmtpMsgRetryTh

sendMai | Message: Subnmitting Mail Job

2026-02-02 05:17:34,608 INFO [admin-http-pool1139][[]] cpm.guestaccess.apiservices.util.SmtpMsgRetryTh

snt p. of fi ce365. com



2026-02-02 05:17:34,609 INFO [admin-http-pooT1139][[]] cpm.guestaccess.apiservices.util.SmtpMsgRetryTh
2026-02-02 05:17:34,609 INFO [admin-http-pooT1139][[]] cpm.guestaccess.apiservices.util.SmtpMsgRetryTh
2026-02-02 05:17:34,609 INFO [GUEST_ACCESS_SMTP_RETRY_THREAD] [[]] cpm.guestaccess.apiservices.util.Sm
2026-02-02 05:17:39,365 INFO [GUEST_ACCESS_SMTP_RETRY_THREAD] [[]] cpm.guestaccess.apiservices.util.Sm
2026-02-02 05:17:39,365 INFO [admin-http-pooT1139][[]] cpm.guestaccess.apiservices.util.SmtpMsgRetryTh

sendMai | Message: Future.get status: success

Time taken for Future.get method call is 4756 Milliseconds.

A BERIEAEERFAFZEERRZLHERF , MRIEATTF RTINS,

Welcome sponsoruser - i

1jlal]l
¥ I : l ' Sponsor Portal I

CIsco

Create Accounts Manage Accounts (1) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Edit Resend Extend Suspend Delete Reset Password Refresh
O Username State First Name Last Name Email Address Mobile Num__ Expiration  Time Left
1001 Created testuser . @cisct e
Help

MEE AT RATIR



Deliver notification using:

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ssssmesm . onmicrosoft.com

B AF SOR KT
& R P AR R B B R 4

Your Guest Account Credentials

) no-reply@= = s onmicrosoft.com <no-reply@s s onmicrosoft.com=
To: (@ Poonam Garg i i Cer no-reply@ .onmicroseft.com -

Hello testuser,
gst account details:

our g a
Usemame: 100
Password: 6299
First Name: testuser

[

ast Name:
Meobile Number:
Valid From: 2026-02-02 10:25:00
Valid To: 2026-05-03 10:25:00
Duration: 90 days
Person being visited:
Reason for visit:
If unused, this account will expire on: 05/03/2026 10:25

@« &« ~

Toeday at 10:44 AM

%A RIE L FER A EA

B HEER
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= b dantity Services Engine

Lt

Administration / System

DI Bookmarks

ES  Dashboard
Context Visibility
4. Operations

| Palicy

4. Administration

Work Centers

Deployment

Alarm Seltings

jereral MOM | LEM Sei

Pasture

Licensing

tting!

Certificates

Lagging Maintenance

Alarm Settings

Alaem Conliguration

Upgrade & Rellback

Health Checks

Backup & Restore  Admin Access  Settings

Sewerity Statun

Protocals smip

Endpednt Serlpts
ntaractive Help

it —SHERRHE | BR\FGEEIRAFIFEPAN, PSNEPMNTH R EERAH B,

- BEIBFAH : guest-access-admin , guestaccess
- B&Ef:guest.log

PURESESE 2 (S

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

REFRIE

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

BERRE B2

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

58:
58:
58:
58:
58:
58:
59:
59:
59:
59:
59:
59:
59:

:54:
:54:
:54
:54:
:54:
:54
:54:
:54:

21,501
21,501
21,501
21,513
21,513
21,513
14,872
14,872
15,630
15,630
15,630
20,146
20,146

07,337
07,337

107,339

07,339
07,339

107,339

07,339
07,357

[=

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]
[MnT-ATarmWorkerMaiTl-Threadpool-0][[]]

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

guestaccess.
guestaccess.
guestaccess.

guestaccess

guestaccess.
guestaccess.

apiservices.
apiservices.
apiservices.
.apiservices.
apiservices.
apiservices.

util.
util.
util.
util.
util.
util.

[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]

[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]

1. GUIEIR : iE#EZFIsmtp.office365.con sk M,

cpm

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

.admin.guestaccess.action.SmtpServerSettingsA
admin.guestaccess.action.SmtpServerSettingsA
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.oauth.ExchangeOnline
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.util.SmtpSession -::
admin.guestaccess.action.SmtpServerSettingsA

admin.
admin.
admin.
admin.
admin.
admin.
admin.
admin.

guestaccess

guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.

guestaccess

.action.
action.

action

action

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA
action.
action.

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA
action.
.action.

SmtpServerSettingsA
SmtpServerSettingsA



Email Address

no-reply@ .onmicrosoft.com

Exchange Online mailbox

Client ID
efc071 6a953e

Client Secret

dhkhkkhkkxh TR kb rd kb kx T hhdhhh kbt hhdh

OAuth Token Endpaint AP

https://login.microsoftonline.com/f1108d36-

SHOW

eal7

Tenant ID

f1108d )e999be76

Expiry Date
oy
w w,2026 [ O

Scope
https://outlook.office.com/.default

@ connect timed out

B R AT IR

<#root>

2026-02-09 03:24:58,658 ERROR [admin-http-pool11][[]] cpm.guestaccess.apiservices.util.SmtpSession -:

nested exception is:

java.net.SocketTimeoutException: connect timed out

Guest.logR NEEBRN, FEESNIEEE T e RLEE,

2. GUIHHIR | THHWOAUthE L R HR AN — BITHR. FEREME/ID,

3EFIRBHLN — HE , FERIEES

Emall Address

no-reply@ onmicrosoft.com

Ll

Uty £

HE

Exchange Online mailbox

Client ID
efcO071m = m = m5a953e

Client Secret

kEkkhkkkkkdE A A AT A A AA TR R R AR A A SRR T TR R TR S

OAuth Token Endpoint API

https://login.microsoftonline.com/f1108d36-ea07

Tenant ID
f1108= =

Expiry Date

Mar 15, 2026 (] @

Scope
https://outlook.office.com/.default

@ Invalid client secret

199be76

FoX BB Ui 022 4R R

»al



4. BB FHR ML TE — FRRARS RN EEER.

Email Address
no-reply@ .onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efc071 a953e f1108d 999be76
Client Secret Expiry Date

L R e e x )

15, 2026

Oauth Token Endpoint AP Scope

https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

(TJ Invalid ema

5.75E R EI R FTE K B ARH A BOE B BB 2 B{REntra IDIEPHEEIE R ( BIEpcaphyMicrosoft Azure
RSA TLS#l A CAMIDigiCert Root CA% ) F& TISEMNZEFEFTIERHFMESF , HH N Trust for
authentication within ISE and Client-Server communication(Infrastructure)” 8 & 2 EE.

BN IR ElpcapBiEEntralD X X FFEIEH,

no-reply@ =.com

, 2027

https://legin.microsoftonline.com/905582f8-e148 https://outiook.office.com/.default

2026-02-10 14:32:47,528 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
2026-02-10 14:34:06,549 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
2026-02-10 14:34:28,655 ERROR [admin-http-pool127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline



Usage
| Certificate Status Validation

Trusted For: @

Trust for authentication within ISE and Client-Server communication
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