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In this figure, ethernet 0 and ethernet 1 will
bhe defined as NAT inside imterfaces and
serial 0 will be defined as a NAT outside

interface.
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he available valid addresses which we can
use are in the range of 172.16.10.1 through
172.16.10.63
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interface ethernet 0

i p address 10.10.10.1 255. 255. 255. 0

ip nat inside

I--- Defines Ethernet O with an | P address and as a NAT
inside interface. interface ethernet 1 ip address
10.10.20.1 255.255.255.0 ip nat inside !--- Defines
Ethernet 1 with an | P address and as a NAT inside
interface. interface serial 0 ip address 172.16.10.64
255.255.255.0 ip nat outside !--- Defines serial 0 with
an | P address and as a NAT outside interface. ip nat
pool no-overload 172.16.10.1 172.16.10.63 prefix 24 ! I-

- Defines a NAT pool nanmed no-overload with a range of
addresses !--- 172.16.10.1 - 172.16.10.63. ip nat inside
source list 7 pool no-overload ! ! !--- Indicates that
any packets received on the inside interface that !---
are permtted by access-list 7 has !--- the source
address translated to an address out of the !--- NAT
pool "no-overload". access-list 7 permt 10.10.10.0
0.0.0.31 access-list 7 permt 10.10.20.0 0.0.0.31 !---
Access-list 7 permits packets with source addresses




ranging from!--- 10.10.10.0 through 10.10. 10. 31 and
10. 10. 20. 0 t hrough 10. 10. 20. 31.

XX : Cisco BIBWEATEN NAT 852 EMHRSIREE N permit any, £/ permit any 7]
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interface ethernet 0

i p address 10.10.10.1 255. 255. 255. 0

ip nat inside

I--- Defines Ethernet O with an I P address and as a NAT
inside interface. interface ethernet 1 ip address
10.10.20.1 255.255.255.0 ip nat inside !--- Defines

Et hernet 1 with an | P address and as a NAT inside
interface. interface serial 0 ip address 172.16.10.64
255.255.255.0 ip nat outside !--- Defines serial 0 with
an | P address and as a NAT outside interface. ip nat
pool ovrld 172.16.10.1 172.16.10.1 prefix 24 ! I---
Defines a NAT pool naned ovrid with a range of a single

IP !--- address, 172.16.10.1. ip nat inside source |ist
7 pool ovrld overload ! ! I I I--- Indicates that any
packets received on the inside interface that !--- are

permitted by access-list 7 has the source address !---
translated to an address out of the NAT pool naned
ovrld. !--- Translations are overloaded, which allows
multiple inside !--- devices to be translated to the
sane valid | P address. access-list 7 pernmt 10.10.10.0
0.0.0.31 access-list 7 permt 10.10.20.0 0.0.0.31 !---
Access-list 7 permits packets with source addresses
ranging from!--- 10.10.10.0 through 10.10. 10. 31 and
10. 10. 20. 0 through 10. 10. 20. 31.
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In the above topology, devices on the
outside need the ability to originate
communication with the mailserver on
the inside.
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In the above topology, devices on the
outside are sending weh traffic to TCP
port 80 bt the webhserver on the inside

is only listening on TCP port 8080

ME—ANERAERE , BEERENTED , BAURELFZENATEEQHESNS
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interface ethernet 0

i p address 172.16.10.1 255.255.255.0

ip nat inside

I--- Defines Ethernet O with an I P address and as a NAT
inside interface. interface serial 0 ip address
200. 200. 200. 5 255. 255. 255. 252 ip nat outside !---
Defines serial O with an I P address and as a NAT outside
interface. ip nat inside source static tcp 172.16.10.8
8080 172.16.10.8 80 !--- Static NAT conmand that states
any packet received in the inside !--- interface with a
source | P address of 172.16.10.8:8080 is !--- translated
to 172.16. 10. 8: 80.

EEFASNATE TR ES B % B 18 R 1E SRt uk Y R 3045 ORI PR E B 8279 172.16.10.8:8080 %7
1¥%172.16.10.8:80, Xt RIS B AVt (YA S QBRI B BIE 27 172.16.10.8:80B B 1Y
#h B1¥ %172.16.10.8:8080,

RiE— SRR NAT RERBIREIFEIET,

show i p nat translations
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16. 10. 8: 80 172. 16. 10. 8: 8080
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Devices on subnet
172.16.10.0/24 are still
configured to send traffic to a
server with address
172.16.10.8/24. This address
must be translated to the new

address 172.16.50.8/24.
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interface ethernet 0

ip address 172.16.10.1 255. 255.255.0

i p nat outside

l--- Defines Ethernet O with an I P address and as a NAT
outside interface. interface ethernet 1 ip address
172.16.50.1 255.255.255.0 ip nat inside !--- Defines

Et hernet 1 with an | P address and as a NAT inside
interface. interface serial 0 ip address 200.200.200.5
255. 255. 255.252 1--- Defines serial O with an IP
address. This interface is not !--- participating in
NAT. ip nat inside source static 172.16.50.8 172.16.10.8
l--- States that any packet received on the inside
interface with a !--- source | P address of 172.16.50.8
is translated to 172.16. 10. 8.

sE£Zinside source nati S RGP tBEE REE172.16.10.8 B Wy b it A SR QBN RIESEE
XA E M ak3$172.16.50.8,

BiE—$RBIT NAT BB RBIEE T 85517,




TPl . EERMEPER NAT

LIRIT P st 5 B LA B 24 Internet PEMISZATERN LRI RZHRE , MERTEEMNL
o TEFHEMZF#EHAH REC 1918 TP bk A | & IFRIRHE, HWar=AmESME ., XBAM
KETHTEE EEFTESHAEMERE EMI, ANSEFREEENEZHNATKTF
NATHE BN EZER,

—X —BRE 5 S5 2 MG 7 Y X 5

— MBS NAT BEQZ—N—X —HRE , FARENEEi RN S — i, RERREER
HEHERNSFMABENERE ZIUERE , WREEMAIE NAT RFQIEXKAMERKE, XN TREN
ABRSS ( wERH, Web, FTP & ) MEHBEEREM. Hlum

Rout er (confi g)#i p nat inside source static 10.3.2.11 10.41.10.12
Rout er (confi g)#i p nat inside source static 10.3.2.12 10.41.10.13

SHAT AR MU D T ERRASKEREVIET |, 3075 NAT REA. JEHEMEREACIE M2 B/
— XN —BREE , E2E NAT RPQIEZ—1 KB, ER , REALRLAMTE , BE4AERTEE
R AT FEM AL, FI7S NAT R AFMEE T 3175 NAT WATRABME R EH2E, MREMN
EARENBENRRNTBEE , WaNERRPBIEREA NAT ZE. AE2RiubREE |, 45
_éE\E*ﬂ:ﬁFﬁo

Bitn  FEKFAEENUTSR

B2 — i uk

Rout er (confi g) #i p nat pool MYPOOLEXAMPLE
10.41.10.1 10.41.10.41 netnmask 255.255.255.0

0 32 DAZTBR 5 Y PR B P £ 1Y 175 ) 51 3%

Rout er (confi g) #access-1ist 100 permt ip
10.3.2.0 0.0.0.255 any

FIEERBRERITRE U R AERM L 10.3.2.0 0.0.0.255 BYiHE IR 100 St
MYPOOLEXAMPLE xBk , Re{Ehut BT,

Rout er (confi g)#i p nat inside source list 100 pool
MYPOOLEXAMPLE over | oad

BiF NAT E1THR

—BERERE NAT , BRIFCRBEMBEZET. ZAUBI S AXINXNEN : EAMNE ST
#7. show @i G debug i H. HX NAT RIEWFHARA , FSHAKIE NAT ZTHERMELRH
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