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X

E A OpenLDAPEL &
SHR1.ERRESEE

It 7R B R test-cisco.com Idap#i,
Idap.conf3 4 Fi% B A AN Huldap F i fE 9 R E B A

AR ERERXBERRERGERIN , AT EEBIN A MBEBRE Eservier , HET— Atk
Idap% F~ iAo

/etc/openldap/ldap.conf :

BASE dc=test-cisco,dc=com

slapd.conf3 4 A OpenLDAPIRE BB B, BRIAERN XHEIEAIE ZMWLDAPENX . fln | £
core.schema3 ¥ E X I 3T RE B Fipersonis, MBI EREZENERFMEN THCISCOTANE
MW BECHER,

/etc/openldap/slapd.conf :

include /etc/openldap/schema/core.schema
include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/openldap.schema
include /etc/openldap/schema/nis.schema

# Defines backend database type and redirects all # queries with specified suffix to that
database

database hdb

suffix "dc=test-cisco,dc=com"

checkpoint 32 30

# Rootdn will be used to perform all administrative tasks.
rootdn "cn=Manager,dc=test-cisco,dc=com"

# Cleartext passwords, especially for the rootdn, should be avoid.
rootpw secret

directory /var/lib/openldap-data
index objectClass eq

SE2. WIFIDAPEE.
R T RIEEAROpenLDAP I | HiZTIHEE :

include /etc/openldap/schema/core.schema
include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/openldap.schema
include /etc/openldap/schema/nis.schema

# Defines backend database type and redirects all # queries with specified suffix to that
database

database hdb

suffix "dc=test-cisco,dc=com"

checkpoint 32 30



# Rootdn will be used to perform all administrative tasks.
rootdn "en=Manager,dc=test-cisco,dc=com"

# Cleartext passwords, especially for the rootdn, should be avoid.
rootpw secret

directory /var/lib/openldap-data
index objectClass eq

SMM3.IB NSRBI B

— Bhvell X ME B /Y& Heverthing , RINEREBEEF, W THAMAFNANERRSR | BE
THEE :

include /etc/openldap/schema/core.schema
include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/openldap.schema
include /etc/openldap/schema/nis.schema

# Defines backend database type and redirects all # queries with specified suffix to that
database

database hdb

suffix "dec=test-cisco,dc=com"

checkpoint 32 30

# Rootdn will be used to perform all administrative tasks.
rootdn "cn=Manager,dc=test-cisco,dc=com"

# Cleartext passwords, especially for the rootdn, should be avoid.
rootpw secret

directory /var/lib/openldap-data
index objectClass eq

H % Y Openldapi#=

ENAREAFEETE , BeeAMBENER, ERFIPEE R , FRIER N CiscoPersonFiZE 4
B O HAEXEEHAEHBATIIIRE

. CiscoBanner
CiscoACLin
CiscoDomain
. CiscoDNS
CiscolPAddress
. CiscolPNetmask
- CiscoSplitACL
- CiscoSplitTunnelPolicy
- CiscoGroupPolicy
S I1. B E cisco.schematy KM

include /etc/openldap/schema/core.schema
include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/openldap.schema
include /etc/openldap/schema/nis.schema

# Defines backend database type and redirects all # queries with specified suffix to that



database

database hdb

suffix "dec=test-cisco,dc=com"
checkpoint 32 30

# Rootdn will be used to perform all administrative tasks.
rootdn "en=Manager,dc=test-cisco,dc=com"

# Cleartext passwords, especially for the rootdn, should be avoid.
rootpw secret

directory /var/lib/openldap-data
index objectClass eq

EERH

. BFEALELLOIDSIEM /AT, FTAOIDs wor , ERFESSEEFEHIANAZEHOIDs, EA
Bl BB NN (HBRHREH91.3.6.1.4.1.9FF 18
. http://www.iana.org/assignments/enterprise-numbers),

. OID (500.1.1-500.1.9)# A F 284 B # £ EROID ("1.3.6.1.4.1.9"HWEEMBTF R T %,

- WHBIEEEESN/core.ldiffFAE X ATRE, WREMBPEEMCRRAETEEN —MXH
|& M (CiscoPersonobject3E 7+ A R H B H),

- B A CiscoPersonfy3 REMMBIESNHECN , HAREEEENWEHPE—INEEXERE MR
o EETHEHEMEREHIIEE LK PTA H A8 1% (1 userPasswords telephoneNumber) .

- PRI RMIZE - N TRBOIDES.

- BEENEBHREHA TR D MEREHNUTF-SH #FEHEHN R X BE128FHF(EXHIEBE).

S|2. 3 FEW Esldap.conf,

pluton openldap # cat slapd.conf | grep include

include /etc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/openldap.schema
include /etc/openldap/schema/nis.schema

include /etc/openldap/schema/cisco.schema

S EFMBAIRS.

pluton openldap # cat slapd.conf | grep include

include /etc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/openldap.schema
include /etc/openldap/schema/nis.schema

include /etc/openldap/schema/cisco.schema

SBRAFEFRR BEREN —MRAF.

EARHIF , AFETZMobjectClassX & , F BHMEMFAIBENEM. RENNENBREEFELEEL
FNEREALHEECRBEZAMEANEXHEE,

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/cisco


http://www.iana.org/assignments/enterprise-numbers

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1l

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

SH|5IRBAFNEB,

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/cisco

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1l

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco, ou=people,dc=test-cisco,dc=com"

el GRANT 8

pluton # cat users.ldiff
# User account
dn: uid=cisco,ou=people,dc=test-cisco,dc=com



cn: John Smith
givenName: John
sn: cisco
uid: cisco

10000
10000

homeDirectory:

uidNumber :
gidNumber :
/home/cisco
mail: jsmith@dev.local
top

posixAccount

objectClass:
objectClass:
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person
CiscoPerson

/bin/bash

{CRYPT}*

CiscoBanner: This is banner 1

CiscoIPAddress: 10.1.1.1

CiscoIPNetmask: 255.255.255.128

CiscoDomain: domainl.com

CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128
CiscoSplitACL: ACL1

CiscoSplitTunnelPolicy: 1

POLICY1

objectClass:
loginShell:
userPassword:

CiscoGroupPolicy:

pluton # ldapadd -h 192.168.10.1

-w secret -x -f users.ldiff

10.11.11.0 255.255.255.0

-D "CN=Manager,DC=test-cisco,DC=com"

adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

ASAEE
SR BEREOMES,

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John
sn: cisco
uid: cisco

10000
10000

homeDirectory:

uidNumber :
gidNumber:
/home/cisco
mail: jsmith@dev.local
objectClass: top
objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

CiscoPerson

/bin/bash

{CRYPT}*

CiscoBanner: This is banner 1

CiscoIPAddress: 10.1.1.1

CiscoIPNetmask: 255.255.255.128

CiscoDomain: domainl.com

CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#tl=permit ip 10.1.1.0 255.255.255.128
CiscoSplitACL: ACL1l

CiscoSplitTunnelPolicy: 1

objectClass:
loginShell:
userPassword:

10.11.11.0 255.255.255.0



CiscoGroupPolicy: POLICY1

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

SE2ERBSERIES

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/cisco

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1l

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco, ou=people,dc=test-cisco,dc=com"

S I|3.IES EBEE O REnable (event) WebVPN,

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000
homeDirectory: /home/cisco
mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person
objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1



CiscoIPAddress: 10.1.1.1

CiscoIPNetmask: 255.255.255.128

CiscoDomain: domainl.com

CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1

CiscoSplitTunnelPolicy: 1

CiscoGroupPolicy: POLICY1l

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

SRAFTACLE R,
ACLB #RHOpenLDAPIR [ :

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/cisco

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#tl=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1l
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

RS, £ 2 55 A MR A H BRI 4 B (DfitAccessPolicy).

B4 ELDAPE M/ (CiscoGroupPolicy) Fi FF # B E1 33 55 — I ZK BE : POLICY'1

pluton # cat users.ldiff

# User account

dn: uid=cisco, ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000



homeDirectory: /home/cisco

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1l

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

ASA AAARRSS B5 B B IR 5T RV Idap /& 1 R 8F M\ OpenLDAPIR B #9 /& M X3 AT BA B Anyconnect A F #Y
ASAFRRRIVE o

pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/cisco

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1l

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco, ou=people,dc=test-cisco,dc=com"

SIR6.)53 ARIERLDAP IR S22 8 E R BRE R .



pluton # cat users.ldiff

# User account

dn: uid=cisco,ou=people,dc=test-cisco,dc=com
cn: John Smith

givenName: John

sn: cisco

uid: cisco

uidNumber: 10000

gidNumber: 10000

homeDirectory: /home/cisco

mail: jsmith@dev.local
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1
CiscoIPAddress: 10.1.1.1
CiscoIPNetmask: 255.255.255.128
CiscoDomain: domainl.com
CiscoDNS: 10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1l
CiscoSplitTunnelPolicy: 1
CiscoGroupPolicy: POLICY1

pluton # ldapadd -h 192.168.10.1 -D "CN=Manager,DC=test-cisco,DC=com"
-w secret -x -f users.ldiff
adding new entry "uid=cisco,ou=people,dc=test-cisco,dc=com"

Hir
AMEVPN A 8]

Anyconnectfil Bi£#2%1192.168.1.250, &£ & F & ciscofl % pass 1,

@ B s e @ Cisco AnyConnect Secure Mobility Client EI [=] @

Flease enter your username and password.

Group: [RA '] Please enter your username and password.

Username: cisco 192.168.1.250 Connect

Password:

Network:
Connected (192, 168. 1.88)

my configured 802.1x profile ﬁk - HE!

FE R0 UE BAJS £ A IEBARIE



Cisco AnyConnect f "* Cisco AmyConnect Secure Mobility Client = || E= | E

Thiis i banner 1

VP
Please respond to banmner

Nebwork:
Discornect | Connected (192, 163.1.38)

my configured BO2.1x profile

IEH#E 2 ACLEIE(TEASAE X HACLT),

% Cisco AnyConnect Secure Mobility Client o B |

Status Overview Virtual Private Network (VPNM)

VPN Preferences | Statistics | Route Detals | Firewall | Message Hstory
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10.7.7.0/24
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Diagnoskcs. ..
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ASA# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username
Assigned IP :
Protocol
License
Encryption
Bytes Tx

Pkts Tx

Pkts Tx Drop
Group Policy :
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

cisco
10.1.1.1
AnyConnect-Parent SSL-Tunnel

AnyConnect Premium

RC4

1
8
0

0212

POLICY1l

10:18:25 UTC Thu Apr 4

0
0

h:00m:17s
h:00m:00s

Unknown
N/A

AnyConnect-Parent Tunnels: 1

SSL-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption
TCP Dst Port

Idle Time Out:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop

SSL-Tunnel :
Tunnel ID
Assigned IP
Encryption

Encapsulation:

TCP Dst Port

Idle Time Out:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop
Filter Name

NAC:

Reval Int (T):

SQ Int (T)

Hold Left (T):

FB , BIBBEEAIERAZAFLE :

29.1
192.168.1.88
none

443

30 Minutes
AnyConnect
3.1.01065
5106

4

0

29.2

10.1.1.1

RC4

TLSv1.0

443

30 Minutes

SSL VPN Client

Index
Public IP

Hashing
Bytes Rx
Pkts Rx

Pkts Rx Drop
Tunnel Group
2013

VLAN

TCP Src Port
Auth Mode
Idle TO Left

Bytes Rx
Pkts Rx
Pkts Rx Drop

Public IP
Hashing

TCP Src Port
Auth Mode
Idle TO Left

29
192.168.1.88

none SHAL
856

2

0

RA

none

49262
userPassword
29 Minutes

788

192.168.1.88
SHA1

49265
userPassword
29 Minutes

Cisco AnyConnect VPN Agent for Windows 3.1.01065

5106
4
0

Bytes Rx
Pkts Rx
Pkts Rx Drop

AAA-user-cisco-EOCF3C05

0 Seconds
0 Seconds
0 Seconds

Reval Left(T):

EoU Age(T)

Posture Token:

ASA# show access-list AAA-user-cisco-EOCF3CO05

access-list AAA-user-cisco-EOCF3C05;

1 elements;

name hash:

68
1
0

0 Seconds
17 Seconds

access-1list AAA-user-cisco-EOCF3C05 line 1 extended permit
ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0

(hitcnt=0)
@it
EEX AR

0x£8010475

, EEIRERWebVPNRFENBNSRE

0x£f9b6b75c

(dynamic)



W RESE KR —E.ERLDAPIAIE :

ASA#

show debug

debug ldap enabled at level 255
debug webvpn anyconnect enabled at level 254

ASA#
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]

[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]
[631]

Session Start
New request Session, context Oxbbel0120,
Fiber started

regType

= Authentication

Creating LDAP context with uri=ldap://192.168.11.10:389

Connect to LDAP server: ldap://192.168.11.10:389,

supportedLDAPVersion: value = 3
Binding as Manager

status

Successful

Performing Simple authentication for Manager to 192.168.11.10

LDAP Search:

Base DN = [DC=test-cisco,DC=com]
Filter = [uild=cisco]
Scope = [SUBTREE]
User DN = [uid=cisco,ou=People,dc=test-cisco,dc=com]

Server type for 192.168.11.10 unknown - no password policy

Binding as cisco

Performing Simple authentication for cisco to 192.168.11.10

Processing LDAP response for user cisco

Authentication successful for cisco to 192.168.11.10

Retrieved User Attributes:
cn: value = John Smith
givenName: value = John
sn: value = cisco
uid: value = cisco
uidNumber: value = 10000
gidNumber: value = 10000

homeDirectory: value = /home/cisco
mail: value = jsmith@dev.local
objectClass: value = top
objectClass: value = posixAccount
objectClass: value = shadowAccount
objectClass: value = inetOrgPerson

objectClass: value = organizationalPe
objectClass: value = person
objectClass: value = CiscoPerson
loginShell: value = /bin/bash

rson

EEIHE YLDAPE M # B XN ASARE X IdapB MRS E X :

[63]
[63]
[63]
[63]
[63]
[63]
[63]
[63]
[63]
[63]
[63]

CiscoBanner: value = This is banner 1

mapped to Bannerl: value = This is banner 1

CiscoIPAddress: value = 10.1.1.1

mapped to IETF-Radius-Framed-IP-Address: value

CiscoIPNetmask: value = 255.255.255.1

mapped to IETF-Radius-Framed-IP-Netmask: value

CiscoDomain: value = domainl.com

mapped to IPSec-Default-Domain: value

CiscoDNS: value = 10.6.6.6
mapped to Primary-DNS: value
CiscoACLin: value = ip:inacl#l=permit

28

10.1.1.1

255.255.255.128

= domainl.com

= 10.6.6.6

ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0

[63]

[63]
[63]
[63]
[63]
[63]
[63]

mapped to Cisco-AV-Pair: valu

CiscoSplitACL: value = ACL1

e = ip:inacl#l=permit
ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0

mapped to IPSec-Split-Tunnel-List: value = ACL1

CiscoSplitTunnelPolicy: value = 1

mapped to IPSec-Split-Tunneling-Policy: value

CiscoGroupPolicy: value = POLICY1l
mapped to IETF-Radius-Class:

value

POLICY1l

1



[63] mapped to LDAP-Class: value = POLICY1l

[63] userPassword: value = {SSHA}5s81Fmi/%9aG/WfPSy31GmwlORI41ywiC
[63] ATTR_CISCO_AV_PAIR attribute contains 68 bytes

[63] Fiber exit Tx=315 bytes Rx=907 bytes, status=1

[63] Session End

LDAPLRETT M. T , ASAKEE X B & I BPLEE i,
ASACLBIZE (B FTACE% B cisco-av-pair) :

webvpn_svc_parse_acl: processing ACL: name: 'AAA-user-cisco-EOCF3CO05',

list: YES, id -1

webvpn_svc_parse_acl: before add: acl_id: -1, acl_name: AAA-user-cisco-EQOCF3C05
webvpn_svc_parse_acl: after add: acl_id: 5, acl_name: AAA-user-cisco-EQOCF3CO05,
refent: 1

WebVPN£&iE iz :

webvpn_rx_data_tunnel_connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: 192.168.1.250"

Processing CSTP header line: 'Host: 192.168.1.250'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 3.1.01065'
Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent
for Windows 3.1.01065"

Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 3.1.01065'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=1476503744@122880@
1365070898@908F356D1C1F4CDF1138088854AF0E480FDCB1BD"

Processing CSTP header line: 'Cookie: webvpn=1476503744@122880@
1365070898@908F356D1C1F4CDF1138088854AF0E480FDCB1BD"

Found WebVPN cookie: 'webvpn=1476503744@122880@
1365070898@908F356D1C1F4CDF1138088854AF0E480FDCB1BD"

WebVPN Cookie: 'webvpn=1476503744@122880@1365070898@
908F356D1C1F4CDF1138088854AF0E480FDCB1BD

IPADDR: '1476503744', INDEX: '122880', LOGIN: '1365070898"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1°'
Setting version to '1'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Hostname: admin-Komputer'

Processing CSTP header line: 'X-CSTP-Hostname: admin-Komputer'
Setting hostname to: 'admin-Komputer'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-MTU: 1367'

Processing CSTP header line: 'X-CSTP-MTU: 1367’
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4’

Processing CSTP header line: 'X-CSTP-Address-Type: IPv6,IPv4'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Local-Address-IP4: 192.168.1.88"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Base-MTU: 1468’
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Remote-Address-IP4: 192.168.1.250"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPv6-Capability: true’
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Master-Secret: F5ADDD0151261404504FC3B165C3B68A90ES]



A1C8EB7EA9B2FE70F1EB8E10929FFD79650B07E218EC8774678CDE1FB5E"'
Processing CSTP header line: 'X-DTLS-Master-Secret: F5ADDD015126140450
4FC3B165C3B68A%0ES51A1ICBEB7EAIB2FE7O0F1EBBELI0929FFD79650B07E2
18EC8774678CDE1FB5SE"

webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Accept-Encoding: lzs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: lzs'
webvpn_cstp_parse_request_field()

. .input: 'X-DTLS-Header-Pad-Length: 0°'
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate’
webvpn_cstp_parse_request_field()

. .input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol:

Copyright (c) 2004 Cisco Systems, Inc.'

HR, it D EARE, BELNEREASAENEEIPH, MRLDAPTIRE ZHMSHIIETF
RADIUS 5% 1511 P 4t 41 F1 4 F3 1P b 31k % Bt ) B9 CiscolPAddressig 1t (it B 7E Lt B B & £ B FE

Validating address: 10.1.1.1

CSTP state = WAIT_FOR_ADDRESS
webvpn_cstp_accept_address: 10.1.1.1/255.255.255.128
webvpn_cstp_accept_ipv6_address: No IPv6 Address
CSTP state = HAVE_ADDRESS

WebVPN&ETER :

SVC: NP setup

np_svc_create_session (0x1E000, Oxb5eafa80, TRUE)
webvpn_svc_np_setup

SVC ACL Name: AAA-user-cisco-EOCF3C05

SVC ACL ID: 5

SVC ACL ID: 5

vpn_put_uauth success!

SVC IPv6 ACL Name: NULL

SVC IPv6 ACL ID: -1

SVC: adding to sessmgmt

SVC: Sending response

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false
Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

ASAZ I B IAUE I 524X

BRI EINENRSGH RN, fli , BEABBRIEAREE LR/ RE , IR AL
BUa , EMLDAPRRS BRIRENVFRER B I -

SVC: NP setup

np_svc_create_session (0x1E000, Oxb5eafa80, TRUE)
webvpn_svc_np_setup

SVC ACL Name: AAA-user-cisco-EOCF3C05

SVC ACL ID: 5

SVC ACL ID: 5

vpn_put_uauth success!

SVC IPv6 ACL Name: NULL



SVC IPv6 ACL ID: -1

SVC: adding to sessmgmt

SVC: Sending response

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

ERELDAPSTFE L, EBI—NRHIF , ASA
- X¥OpenLDAPHY EHEN EEERFEIE ,
- AR W cisco TR R |

- B4ER (F 2R3 5 B RHEIER OpenLDAP,
Bal, ENAFPESAEIEE K ELRIIESLDAPEN , FE=STBRYLEN,

EZENLERN ARSAS EMERAE R NS ZENLDAP/ADE M B

MLDAPHIZ 3t LA FIASAR 1%

TR ELDAPEMANRADIUSEMZANX3IREEMN,

HIRFEHALDAPE |, ASAT A FMREIHEMRADIUSE . Hlan | HEERRADIUSHE | 2 AIEERYIR
Bl cisco-av-pair® 1217 (#bibith), ZBME N T 2B E A 2 B IPH AL IPb i Y — N AR i fig &t

EFALDAPRRSY | EF4FTE cisco-av-painB T £ . SLDAPMRSYH cisco-av-pair® Ml LA T R
ETRRETZEMACL,

ELDAPHYIX LR &IPS I E B —F R ERRadius, Xworkaroud bt A3 FE X BV H R BEIE ST AT BEMN
|dap#EBR 5T 89 /& MEBYASATT SABI B (S Sl ut ), — BLDAPA FRAE |, fibf] % Bl 2% 4H K B& (FE A
W RBIPOLICY1) , 3 B 3EME A YIEHIH R T ME B Kreretrievedy

LDAPBRG XV &N TIE M SR AT LAFE A XK R : Cisco ASA 5500 % 3B EErFMACLI , 8.47
8.6

ZEE LR FIRADIUS ASAX #FHIVPN3000/E i R3IFR; S Z A : Cisco ASA 5500F 5 Fl ES
fEFCLI , 8.4718.6

2 ZRADIUS ASATEFMIETFE ¥R IR A : Cisco ASA 5500R FIELEHSFEERACLI ,
8.47018.6

ASAHILDAPESE £ i

ASAT X LDAPIEH B M4 R —# & L &R R AnyconnectiZ2 H#YIE$, ZIhAER Cisco ACSE;
ISE/R & (FN 7802.1xBKR%E) , BAVPNRIEEMEEAIREREF)LKIE,

B 5% —soluction, HAFNECRAIUERE , ASARITIERHIA , H HEEMIEHIREVRIESE FERH
LDAPE (5120 , CN) :

SVC: NP setup
np_svc_create_session(0x1E000, Oxb5eafa80, TRUE)
webvpn_svc_np_setup
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SVC ACL Name: AAA-user-cisco-EOCF3C05

SVC ACL ID: 5

SVC ACL ID: 5

vpn_put_uauth success!

SVC IPv6 ACL Name: NULL

SVC IPv6 ACL ID: -1

SVC: adding to sessmgmt

SVC: Sending response

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false
Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

EAFIEBHASAERIE , LDAPEREINIT , HEAFBMHMCNZR)REFENA,
RS
A T AFIE$ : cn=test1,ou=Security,0=Cisco,|=Krakow,st=PL,c=PL

UE 3 BR S B i AR 51 12 IE B X RABRIE &

SVC: NP setup

np_svc_create_session(0x1E000, Oxb5eafa80, TRUE)
webvpn_svc_np_setup

SVC ACL Name: AAA-user-cisco-EOCF3C05

SVC ACL ID: 5

SVC ACL ID: 5

vpn_put_uauth success!

SVC IPv6 ACL Name: NULL

SVC IPv6 ACL ID: -1

SVC: adding to sessmgmt

SVC: Sending response

Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false
Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

WEPHEIAFIRET

ASA# show debug

debug ldap enabled at level 255

debug webvpn anyconnect enabled at level 254

debug crypto ca enabled at level 3

debug crypto ca messages enabled at level 3

debug crypto ca transactions enabled at level 3Apr 09 2013 17:31:32: %ASA-7-717025: Validating
certificate chain containing 1 certificate(s).Apr 09 2013 17:31:32: %ASA-7-717029: Identified
client certificate within certificate chain. serial number: O00FE9C3D61E131CDB1, subject name:
cn=testl, ou=Security, o=Cisco, 1=Krakow, st=PL,c=PL.Apr 09 2013 17:31:32: %ASA-6-717022:
Certificate was successfully validated. Certificate is resident and trusted, serial number:
0O0OFEO9C3D61E131CDB1, subject name: cn=testl,ou=Security,o=Cisco,l=Krakow,st=PL,c=PL.Apr 09 2013
17:31:32: %ASA-6-717028: Certificate chain was successfully validated with revocation status
check.Apr 09 2013 17:31:32: %$ASA-6-717028: Certificate chain was successfully validated with
revocation status check.Apr 09 2013 17:31:32: %ASA-7-717036: Looking for a tunnel group match
based on certificate maps for peer certificate with serial number: 00FE9C3D61E131CDB1l, subject
name: cn=testl,ou=Security,o=Cisco,l=Krakow, st=PL,c=PL, issuer_name:

cn=TAC, ou=RAC, o=TAC, 1=Warsaw, st=Maz,c=PL.Apr 09 2013 17:31:32: $ASA-7-717038: Tunnel group match
found. Tunnel Group: RA, Peer certificate: serial number: 00FE9C3D61E131CDB1l, subject name:
cn=testl, ou=Security, o=Cisco, 1=Krakow, st=PL,c=PL, issuer_name:

cn=TAC, ou=RAC, o=TAC, 1=Warsaw, st=Maz, c=PL.



R & MR REUAIE BB £ R LDAP

Apr 09 2013 17:31:32: %$ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 53]Apr 09 2013 17:31:32: %$ASA-7-113028: Extraction of username from VPN
client certificate has been requested. [Request 53]Apr 09 2013 17:31:32: %ASA-7-113028:
Extraction of username from VPN client certificate has been requested. [Request 53]Apr 09 2013
17:31:32: %ASA-7-113028: Extraction of username from VPN client certificate has been requested.
[Request 53]Apr 09 2013 17:31:32: %$ASA-7-113028: Extraction of username from VPN client
certificate has been requested. [Request 53]Apr 09 2013 17:31:32: %ASA-6-113004: AAA user

authorization Successful : server = 192.168.11.10 : user = testlApr 09 2013 17:31:32: %ASA-6-
113004: AAA user authorization Successful : server = 192.168.11.10 : user = testlApr 09 2013
17:31:32: %ASA-6-113004: AAA user authorization Successful : server = 192.168.11.10 : user =

testlApr 09 2013 17:31:32: %$ASA-6-113004: AAA user authorization Successful : server =
192.168.11.10 : user = testlApr 09 2013 17:31:32: %$ASA-6-113004: AAA user authorization
Successful : server = 192.168.11.10 : user = testl

AR T MLDAPHIK % :

Apr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.ldap.cn = John SmithApr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88:
Session Attribute aaa.ldap.givenName = JohnApr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl,
Addr 192.168.1.88: Session Attribute aaa.ldap.sn = testlApr 09 2013 17:31:32: $ASA-7-734003:
DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.uid = testlapr 09 2013 17:31:32:
$ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.uidNumber =
10000Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.ldap.gidNumber = 100002Apr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.ldap.homeDirectory = /home/ciscoApr 09 2013 17:31:32: %$ASA-
7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.mail =
jsmith@dev.localApr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session
Attribute aaa.ldap.objectClass.l = topApr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.ldap.objectClass.2 = posixAccountApr 09 2013 17:31:32: $ASA-
7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.objectClass.3 =
shadowAccountApr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session
Attribute aaa.ldap.objectClass.4 = inetOrgPersonApr 09 2013 17:31:32: $ASA-7-734003: DAP: User
testl, Addr 192.168.1.88: Session Attribute aaa.ldap.objectClass.5 = organizationalPersonZApr 09
2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.ldap.objectClass.6 = personApr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.ldap.objectClass.7 = CiscoPersonApr 09 2013 17:31:32: %ASA-
7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.loginShell =
/bin/bashApr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session
Attribute aaa.ldap.userPassword = {CRYPT}*Apr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl,
Addr 192.168.1.88: Session Attribute aaa.ldap.CiscoBanner = This is banner 1Apr 09 2013
17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.ldap.CiscoIPAddress = 10.1.1.12pr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.ldap.CiscoIPNetmask = 255.255.255.1282Apr 09 2013 17:31:32:
$ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.CiscoDomain =
domainl.comApr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session
Attribute aaa.ldap.CiscoDNS = 10.6.6.6Apr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.ldap.CiscoACLin = ip:inacl#l=permit ip 10.1.1.0
255.255.255.128 10.11.11.0 255.255.255.0Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl,
Addr 192.168.1.88: Session Attribute aaa.ldap.CiscoSplitACL = ACL1lApr 09 2013 17:31:32: $ASA-7-
734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.ldap.CiscoSplitTunnelPolicy =
1Apr 09 2013 17:31:32: %$ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.ldap.CiscoGroupPolicy = POLICY1

B RIR & attibutes

Apr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.cisco.grouppolicy = POLICY1lApr 09 2013 17:31:32: $ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.cisco.ipaddress = 10.1.1.1Apr 09 2013 17:31:32: %ASA-7-
734003: DAP: User testl, Addr 192.168.1.88: Session Attribute aaa.cisco.username = testlApr 09
2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.cisco.usernamel = testlApr 09 2013 17:31:32: %$ASA-7-734003: DAP: User testl, Addr
192.168.1.88: Session Attribute aaa.cisco.username2 = Apr 09 2013 17:31:32: %ASA-7-734003: DAP:



User testl, Addr 192.168.1.88: Session Attribute aaa.cisco.tunnelgroup = RAApr 09 2013 17:31:32:
%ASA-6-734001: DAP: User testl, Addr 192.168.1.88, Connection AnyConnect: The following DAP
records were selected for this connection: DfltAccessPolicyApr 09 2013 17:31:32: %$ASA-6-113039:
Group <POLICY1l> User <testl> IP <192.168.1.88> AnyConnect parent session started.Apr 09 2013
17:31:32: %ASA-6-113039: Group <POLICY1l> User <testl> IP <192.168.1.88> AnyConnect parent
session started.

B IR B E
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Apr 09 2013 17:31:32: %$ASA-6-113039: Group <POLICYl> User <testl> IP <192.168.1.88> AnyConnect
parent session started.
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