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FERANALE
Microloop#BEift
BEHEE
A TFRERS
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NIEDESES
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CED

RN ARBEBR TIS-ISHHIREE | SR T = EHMIRRAIRMA | FHR T By L IR R HIE AR
IEO

TR

=R
BRIBNET AP EREEPREIRLE(SIS)M B H(SR)RA6H BEARHIR,
R

AR R 15 B2 FDevice: M RA RH(NCS)540, NCS 5500,

AXHEPNEEHRETREXRENEFHNRZEEN, AXEFEANAAERZRANERAR
(BN ) BE, MREHMELTEIRES , BHRRETHEAARTRBELE,

Microloop#Ei&

IS-ISR— M/ Z BBV RS AN, ATAARRSREHAEBNGE , AN EFRERGEM
Ay R, BR , ARIPER (FINEERTREE ) i\ , YRAFRETEANEDETELRLAER
FE(FIB)BY , ATRES R EBRIHRAT—H ( BEMNHHNE ) . XEWFBRSSBERNNBBEIEX
. EERE SR E BR , MR SEET RIEER BURE R A 7= 4 A E S

IS-ISE& B IMSURI A 29 EX BB B ( SRAISRVE ) SREREE B R HLE] | BABK 1E1E PR 48 U S50 ) HH B0 bk € B et
B#ERE, MENSEERRIFNRERS | XENH BERRETRELR,



L3vpn between PET and PE2

A

I Pl

Locator = fo00:1000:a801::/48
LB 100 « fedi-1000:a801:1/128

" |
Locator = fo0:1000:0802::/148
LB 100 - fed: 1000 a802:: 21 28

CE1
109012

PE1
Locotor- feD0:1000:8810::/48
LEVOD - fc00: 1000:6811:211/128

Primary path

s 5:condary path

B 1. Mg A

BAEE

<#froot>

interface Loopbackl00
ipv6 address <>

interface <>
ipv6 enable

router isis <>

is-type level-2-only

net <>

address-family ipv6 unicast
metric-style wide
microloop avoidance segment-routing

## enabl es M crol oop avoi dance mechani sm
microloop avoidance rib-update-delay <>

## specify the tine in ns

router-id Loopbackl100
segment-routing srvé
locator <>

interface Loopbackl00
address-family ipv6 unicast

interface <>
point-to-point
address-family ipv6 unicast
fast-reroute per-prefix
fast-reroute per-prefix ti-1fa

## enabl es topol ogy-i ndependent

(@

—

CE2
110.20.2

PE2
Locatas - 001 000: 8820748
LB 100 - fe00: 1000:0 822,221 28

&

Locator - ho00:1000:a803: /48
LB 100 - Te00: 1000:a803:237125

| oop-free alternates (TI-LFA)



segment-routing
srveé
encapsulation

source-address <>
|

locators
locator <>
micro-segment behavior unode psp-usd

## enabl es SRv6 Mcro-SIDs (uSIDs) the PSP-USD (Penulti mate Segnent Pop
- Utinmte Segment Pop

) flavor

prefix <configure the locator >

router bgp <>
vrf <>
address-family <> unicast
segment-routing srvé

## steering the packet using SRv6 uSID

locator <>

e TFRERS

HMFTEZCET |, RAARDLE1(PE1)ET L R HI(BGP)1$10.10.1.0/24 M 4518 & 4 iR it Rg 10 4
2(PE2) , TIPE24910.10.20.0/24 M 4 @& 4 PE1,

<tfroot>

RP/0/RP0O/CPUO:PEl#show bgp vrf mobility 10.10.1.0/24 detail
BGP routing table entry for 10.10.1.0/24, Route Distinguisher: 10.10.11.11:0

SRv6- VPN SI D: fc00: 1000: a810: e003: : / 64

Local
0.0.0.0 from 0.0.0.0 (10.10.11.11), if-handle 0x3c000090
Origin incomplete, metric 0, Tocalpref 100, weight 32768, valid, redistributed, best, group-best,
Received Path ID 0, Local Path ID 1, version 8
Extended community:

AEE : PE1#fc00:1000:a810:€003::/64 >> fc00:1000:a810 ##E 28 , €003 ##E H,

<#root>

RP/0/RPO/CPUO: PEl#show bgp vrf mobility 10.10.20.0/24 detail



Local
fc00:1000:a822::22 (metric 2000) from fc00:1000:a822::22 (10.10.22.22), if-handle 0x00000000
Received Label
0xe0030

Origin incomplete, metric 0, localpref 100, valid, internal, best, group-best, import-candidate,
Received Path ID 0, Local Path ID 1, version 714

Ext ended conmunity:

PSI D- Type: L3, SubTLV Count:1, R 0xO00,

SubTLV:

T:1(Sid information), Sid:fc00:1000:a820::, F:0x00, R2:0x00, Behavior:63, R3:0x00, SS-TLV Count:

SubSubTLV:

T:1(Sid structure):

Length [ Loc-bl k, Loc-node, Func, Arg] : [ 32, 16, 16, 0], Tpose-len: 16, Tpose-offset: 48

Source AFI: VPNv4 Unicast, Source VRF: default, Source Route Distinguisher: 10.10.22.22:2

EE : 11£10.10.20.0/24 R MPE1 EIPE2IKR MY |, E{B8sid fc00:1000:a820:: FE %K
e0030,

<tfroot>

RP/0/RPO/CPUO: PEl#show route vrf mobility 10.10.20.0/24 detail
Known via "bgp 100", distance 200, metric 0, type internal
Routing Descriptor Blocks

fc00:1000:a822::22, from fc00:1000:a822::22
<snip>

SRv6 Headend: H. Encaps.Red [f3216], SIDlist {fc00:1000: a820:e003::}

AR ERERAT , SREFFIEE2(CE)NWBIETRIEFIPE2 , HFEZInternettHFiL



RRZ<6(1Pv6)#R 3k B #7ith 1t fc00:1000:a820:€003::6

PE1RAS RIS BIE L,

<#root>

Frame 2: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)

Ethernet II, Src: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d), Dst: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)
Destination: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)
Source: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d)
Type: IPv6 (0x86dd)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a820: e003:

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 82
Next Header: IPIP (4)
Hop Limit: 254
Source Address: fc00:1000:a811::11
<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>
<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a820:e003::
<Source or Destination Address: fc00:1000:a820:e003::>
<[Destination Host: fc00:1000:a820:e003::]>
<[Source or Destination Host: fc00:1000:a820:e003::]>

Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)

S

N2
\
ol

« B BERBUAPE1#Ifc00:1000:a811::11 >> K [E]1100,
« Dst :fc00:1000:a820:€003::>> PE2E{ 85 : ThEE.
. ipvefRiiRk , BT RRIPVATIEL,

IS FHRIM TR R A (TI-LFA)RITEN EREMZ ARE,

<tfroot>

RP/0/RPO/CPUO:PEl#show cef ipv6e fc00:1000:a820::
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 11 dependencies, weight 0, class O,

backup (TI-LFA



) [flags 0xb00]
path-idx 0 NHID Ox0 [0x8ef0f2b0 0xO0]
next hop fe80::a2b4:39ff:feff:d416/128, Repair Node(s): fc00:1000:a802::2
local adjacency

SRv6 H. Insert.Red SIDlist {fc00:1000:a802::}

via fe80::9eel:76ff:feca:e8a8/128, TenGigE0/0/0/8, 4 dependencies, weight 0, class 0, protected [fla
path-idx 1 bkup-idx 0 NHID Ox0 [0x8f2db710 0x0]
next hop fe80::9eel:76ff:feca:e8a8/128

PE1LM$EZ O TenGigE0/0/0/8 ( EEE ) XTI HIGRF

Lacatar - rcﬂﬂP: 0O00:-a801:-/48 Lmn:nrafaﬂﬂ?ﬂﬁﬂ:n&ﬂ?::.’d&
LB 100 - fe00:1000:0801::1/128 LB 100 - fold: 100008022128
CE2
CEl 10.10.20.2
10.10.1.2 o™
2 ——id
-

Tong; -
PE1 EE
-t 1 i e
Lo cooirmioss 8 Pl
LE100 - fc00:1000:a811::11/126 @ : - +

F3
Locator - fe00o1000:a803:2/48
LB 100« fe 0001 000:a803:: 31128

B2 B4R B HHEN

£PE1 L |, H4E¥tengig 0/0/8HFFF AT , EPE1FIP1Z N ZABE L , 2R EEMAE |, H Ml
R PE1 LRI SR A& (MLA)HLE,

<ffroot>

RP/0/RP0O/CPUO:PE1#show Togging
RP/0/RP0O/CPUO:

Mar 21 08:30:10. 244

UTC: ifmgr[307]: %PKT_INFRA-LINK-5-CHANGED : Interface TenGigE0/0/0/8, changed state to Administrative

H#E N TenGigEO/0/0/8% AT , B £ HIVREERR M (FRR)EH , BUREBETI-LFARE LKA,

<ttroot>

RP/0/RPO/CPUO:PEl#show cef trace
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 43# t5991 Common: FRR-ITF-EVENT: proto=3 type=0 ifh=0x3c0
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 13# t5991 IPv6: FRR-LOOKUP-DONE: evt=0, 1ifh=0x3c0000a0,



Mar 21 08:30:10.244 fib/comon/frr 0/ RPO/CPU0 12# t5991 | Pv6: FRR-|ITF-EVENT: d obal Active; handl e: 0x3c(

Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 13# t5991 IPv6: FRR-ITF-EVENT: FRR Active; handle:0x3c000
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 1# t5991 IPv6: FRR-EVENT: evt=0, notify protocol=1, ifh=0
Mar 21 08:30:10.244 fib/common/fast 0/RPO/CPUO 20# t5991 Common: PLAT-UPD-FAST: Proto=common, Obj[FIB_D

#£08:30:10:307 , FF1EIS-ISHIBREB X R.

<#root>
RP/0/RPO/CPUO:PEl#show isis 1sp last 20
08: 30: 10: 307

1 Te0/0/0/8 DELADJ]

#£08:30:10:358 , W BIPRZERIRERE(LSP) , it E/NEUFRAREBK(SFP) , H B Euloop.

<{froot>

RP/0/RPO/CPUO:PEl#show isis spf-Tog detail

08: 30: 10: 358 FSPF 2 5 2 PE1. 00- 00 DELADJ LI NKBAD
Delay: 50ms (since first trigger)
46257ms (since end of last calculation)
Trigger Link: P3.00
Trigger Next Hop: P3
New LSP Arrivals: 0
SR ul oop: Li nk Down

HEIS-ISRERFEFAMERTXESH , AXMERT , BRERAESF(RIB)EMIEEENA
: 655352 ~65%

<{froot>

RP/0/RPO/CPUO:PEl#show isis trace all
Mar 21 08:30:10.308 isis/Mring_2801/std 0/RP0O/CPUO t8712 isis_roca_event_schedule_result_debug:329
Mar 21 08:30:10.308 isis/Mring_2801/spf 0/RPO/CPUO0 t8712 1isis_roca_spf_Tlinkchanged_trigger:2609

Mar 21 08:30:10.358 isis/Ming_2801/std 0/ RPO/CPU0 6669# t8712 isis_roca_event_start: 1541

Mar 21 08:30:10.358 isis/Ming_2801/sr_ 0/RPO/CPUO t8712 isis_roca_sr_ul oop_prep: 3069

Mar 21 08:30:10.358 isis/Mring_2801/sr_ 0/RPO/CPUO 8451# t8712 disis_roca_uloop_install_exp_path:3915

Mar 21 08:30:10.358 isis/Ming_2801/sr_ 0/RPO/CPUO t8712 i sis_roca_prefix_update_run: 1040



Mar 21 08:30:10.864 1isis/Mring_2801/std 0/RPO/CPUO t8712 disis_roca_frr_run:1538

Mar 21 08:31:15.893 isis/Ming 2801/sr_ 0/RPO/CPU0 t8712 isis_ip_rib_worker_del ayed update_run: 2344

MLA&L F5E B IR B RIBIRA

<tfroot>

RP/0/RPO/CPUO:PE1#show route ipv6 fc00:1000:a820:: detail
Routing entry for fc00:1000:a820::/48
Routing Descriptor Blocks
fe80::a2b4:39ff:feff:d416, from fc00:1000:a822::22, via TenGigE0/0/0/9
Route metric is 6000
<snip>
SRv6 Headend: H.Insert.Red [f3216], SID-1list {fc00:1000:a802::} ##

this locator of P2 is inserted before the SRH

MLAKL F5E s IR A BT By B RHMRIR K (CEF)IRES,

<{froot>

RP/0/RPO/CPUO: PEl#show cef ipv6 fc00:1000:a820:: detail
local adjacency to TenGigE0/0/0/9
<snip>
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 10 dependencies, weight 0, class 0 [flags 0xO0]
SRv6 H.Insert.Red SID-Tist {fc00:1000:a802::}

## P node (locator of P2)sid is inserted into the packet

Load distribution: 0 (refcount 9)
Hash OK Interface Address
0 Y TenGigE0/0/0/9 fe80::a2b4:39ff:feff:d416

MPE1R HNBIREBEP1HK , HPP2sHERARRAFF(USID)ERNE—INES BiR. HAHREEE
P28} , SuSIDXREXRISRVETT N 2R 7 BRBE IR K (SRH) B H |, 2 B REBFEZEMLAR R T#
REIPE2,



P1 P2
Locator - Te0d: 1000:0501:2/48 Locator - a0 1000:a802::/48
LB 100 - fe00:1000:a8012 1128 LB 100 - feld: 1000:a802:221128

CE2

10.10.20.2

Pocket sont from PE1 has a SRH with active 1 destination as P2 @

D
R~ 1 (
— -
J-FEOJWM
e PE2
Locator foba:1000-a810::/48 B wu[ "'&”f‘ﬁé?‘;;ﬁa
LE100 - fe00:1000:a811:11/128 @

F3
Locater - fe00:1000:5803::/48
LB 100 - fe001000: 5803:: 31128

CE1
10.10.1.2 «

B3. FEMLASA 8] R A BV BR 42
PE1MP1EMLAM B # X W EFTEZ.

<ffroot>

Frame 1: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)
Ethernet II, Src: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d), Dst: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000:a802:: >> during M.A the 1st acti ve

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 106

Next Header: Routing Header for IPv6 (43) >> indicates the next header is a SRH

Hop Limit: 254

Source Address: fc00:1000:a811::11

<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::117>

<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a802::

<Source or Destination Address: fc00:1000:a802::>
<[Destination Host: fc00:1000:a802::]>

<[Source or Destination Host: fc00:1000:a802::]>

Routi ng Header for |Pv6 (Segnent Routing) >>>>>>>>> SRH header which contains the orginal PE2 |ocator

Next Header: IPIP (4)
Length: 2

[Length: 24 bytes]

Type: Segment Routing (4)

Segnents Left: 1

Last Entry: O
Flags: 0x00
Tag: 0000

Address[ 0] : fc00:1000: a820: e003: : >>>>>>>>>>>>>>>> PE2 | ocator : function



Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

REE , P2RERBHIES , P2EMLAHA A MIBRSRH.

<{froot>

Frame 1: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)
Ethernet II, Src: Cisco_87:d8:58 (b0:a6:51:87:d8:58), Dst: Cisco_af:48:01 (c8:47:09:af:48:01)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a820: e003::

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 82
Next Header: IPIP (4)
Hop Limit: 252
Source Address: fc00:1000:a811::11
<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>
<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a820:e003::
<Source or Destination Address: fc00:1000:a820:e003::>
<[Destination Host: fc00:1000:a820:e003::]>
<[Source or Destination Host: fc00:1000:a820:e003::]>
Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2
Data (62 bytes)

W2 g (ERIBEHIERITEIEEZE ) |, HHERFEAKNSRH | H1E USRI AR ZBR < il
(IGP)BE L XA BES,

RP/0/RPO/CPUO: PEl#show cef ipv6 fc00:1000:a822::22/128
Tocal adjacency to TenGigE0/0/0/9
Prefix Len 128, traffic index 0, precedence n/a, priority 1
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 9 dependencies, weight 0, class 0 [flags 0x0]
path-idx O NHID 0x0 [0x8ef0f2b0 0xO0]
next hop fe80::a2b4:39ff:feff:d416/128
local adjacency

B B R E

Af €] BE WLl




08:30:10.244 HIERWE  REEBIZHRKRE TI-LFA

08:30:10:307 EREILSP , BitE#H BRI EM S (SPF) MLA ( fit% )

08:30:10.358 RIBEFER , HEMEAMLARE MLA (&30 )
08:31:15.893 | MERITHTEBEIN , MAKEREEFIBH 2 IR
it

AR FMANTAIS-ISEERISRVE uSIDERREM LS B A MAZFEMLA, BIREFNHINER
HEmBEUSIDFIRF , REBTBENT RAFFIHRTEIS , BRITHKLR , BIEIS-IS SPFITE
EMEPE T —H

U sgRE , MAOPEHHHWBBEIRATMLITENUSIDFS , BIPEPTR , A5 e
IGPT —BkRK. $EEUSIDIR[AEEITRH TBRERZERY NERTEXEINFZREANNZ L. IS-ISE
H P EEFHMSRVE uSIDHIEFETH 2 HN X ERESH X E W SNIRE BB ENERIKA,

ETIS-IS uSIDBIMLAN EHIAKMSRE T AT B, HINBAAREGENBERAR , FHFEE
BXFESRVEN AN , EXLEMEF , REEMEANBAEERELFEXREE,

PPN
AR 1

» #show isis instance <> ipv6 microloop avoidance <prefix> detail
» #show isis



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



