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10.0.0.0/24
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Server IP | [=] Advertised prefix:
10.0.0.1 10.0.0.0/24
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>
eBGP Advertisement for 10.0.0.0/24 S
Leonger path, less preferred
AS2 J
/_/ __j

(10.0.0.0/28)

End Use
i{ Router prefers more precise
advertisement received from attacker.

\ eBGP Advertisement for 10.0.0.0/28 DDoS Attacker
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lllegal Advertisement J
AS4
7 e
/ d
~ Traffic directed to attacker >
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it , BHBF[EB XD FBENA (IE ) Bh , FAREARAFEM T @B LA E T ICHRAERE
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RPKIEFHEBEROANFEM#E., ROABEE XN EXEKHBGP ASREHNELRE. BHFXFRENR
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HREHEEACHIERRRIEECHDE. EMNBEEAECHRH IKREEEHMROA, B4
IERFIHESENFIEBHNERHR. Bt , RPKIFEK T R&IPHbit 5 EHAVERH, EBAHRBH
RPKIRIERSEMWAIER AR , AEREHFNIEBNROA ( URCRLIMFE ) . ENMNEEHIF
W, AR KT FIEBRH KK EEE,

ROABERIRMAFMEE , Bt i@ HMEMIY (BRI ) HITHEEERF, RIREATLUF
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MEFNRIERFSXEFEERRE , H TRABROABBEEUNERER. XERPKINEHEIA
, EFIN £ RRPKIEEHEEREURF. RE  RIRFLESRMHASIEMESE  EHRHBREBN
2 A\BGPEHSRPKIREITLLR , SEMHEZERE,

Repositories

_ ROAs fed to router =
=} "t

idator BGP RPKI
enabled router

RIPE NCC Ripe Network coordination center
ARIN American Registry for Internet Numbers
APNIC Asia Pacific Network Information Centre
J
I _) LACNIC Latin America and Caribbean Network Information
Centre
AFRINIC African Network Information Centre

RPKIZ#1% iEiE 1%

BirEr

WEREARIPERIIER. BiIEHEIBITCPAESRHBRFER. ERNETRT , RIIEFMITH
IP 192.168.122.120F % M 3323,

routi nator server --rtr 192.168.122.120: 3323 --refresh=900
IANAJ LLIBS1ETE T iw 03323, FhlE it Y 88 E LS ih 171 e 4t 47 (2] 25 A 58 37 SAAR 5 52 T AV Bt (81 (8] B

o

BGP RPKIE R

i



Cisco 8000
' eBGP peer

BOEAEA00 BGP AS 8100

= ROAs fed to router e eBGP CSR1
e
- BGP RPKI enabled 2 }
: 43.230.26.0/24 - Valid advertisement
Validator router 103.10.39.0/24 — Invalid advertisement

iBGP

- =~

iBGP peer
BGP AS 100

i

A WEREABILHASKES MR , RRN THHABGP RPKIHG, AHIPRENR
RPKIZEZERTAHBRRY , F AERRLEZNFAEROABELHAR, &F , AXHEF

BRWEMRE, BESHBTFSMEMA RN EMIX LN HIPFIAS,

router bgp 100

bgp router-id 10.1.1.1
rpki server 192.168.122.120
transport tcp port 3323

refresh-tinme 900

address-fanmily ipv4 unicast
!
nei ghbor 10.0.12.2
renote-as 8100
address-fam |y ipv4 unicast
route-policy Pass in

rout e-policy Pass out



!

nei ghbor 10.0.13.3
renote-as 100

address-fam |y ipv4 unicast
!

!

/1 *Pass’ is a permt all route-policy.

BGP RPKI& &

B ARIISE (IP: 192.168.122.120 , #03323 ) BYITCPLE , LUSROAEHZ FH K ME
AT

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server 192.168.122.120

Wed Jan 20 22:54:15.763 UTC

RPKI Cache- Server 192.168.122.120
Transport: TCP port 3323
Bi nd source: (not configured)
Connect state: ESTAB
Conn attenpts: 1
Total byte RX: 4428792
Total byte TX: 1400
Last reset
Ti mest: Jan 20 05:59:58 (16:54:17 ago)

Reason: protocol error

RE#E EHNROATHR

W FIIROAME BB MAR B, WEFSTMRIN | LRBHDBaBRFTHELNTH
. EAFERE , CEERFHEN00®, MEAR , Cisco 80008 % B MK 17263288 T &
IPv28350F1IPv6 ROA,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary

Wed Jan 20 23:01:59.432 UTC



Host nane/ Addr ess

192.168.122. 120

Tr anspor

TCP: 3323

t

RP/ 0/ RPO/ CPUO: G sco8000#show bgp r pki

Wed Jan 20 23:09:26.899 UTC

>>>Sni pped out put <<<

Net wor k

10.0.0.0/ 24

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

6.

. 4.0/ 22

.4.0/ 24

.5.0/ 24

.6.0/ 24

. 7.0/ 24

.1.0/ 24

. 4.0/ 22

.16.0/ 20

.9.0/ 24

.10.0/ 24

.11.0/ 24

.12.0/ 22

.0.0/16

0.0/ 22

KriF

P

&R TBGP RPKIMMA R ZEER , AR C{aph LR BHEs XK £ 8BiR/FEEB

Max| en

24

22

24

24

24

24

24

22

20

24

24

24

22

16

24

/B A Origin-As A %t

MINERT | AR MBIERRIREROA |, BER
BEACH DRNEM.

State

ESTAB

table ipv4

Origin-AS

13335

38803

38803

38803

38803

38803

13335

4134

4134

4134

4134

4134

4134

4134

9583

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity

Wed Jan 20 23:27:37.268 UTC

BGP router

identifier 10.1.1.1,

| ocal

AS nunber 100

Ti me

17: 00:

Server

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

21

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

122.

122.

122.

122.

122.

122.

122.

122.

122.

122.

122.

122.

122.

122.

122.

172632/ 28350

120

120

120

120

120

120

120

120

120

120

120

120

120

120

120

ROAs (1 Pv4/ 1 Pv6)

0

BEEBENERAROARST 2TTHRER. Rt ,

X LERY



BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 30

BGP main routing table version 30

BGP NSR Initial initsync version 2 (Reached)
BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

D> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

D> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

D> 192.168.122.1/ 32 10.0.12.2 0 8100 ?

0
EEARARATRERERMRE , BHEMEX U RN LGS,

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation enable

Y EHE LA B , ELFERHBRBMNRIERKEINROAGEEAREBGPRFPFEMNAISR , H A

EMRB 2 —DELEBIR ( HIZBGP ) o

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 00: 04:58. 136 UTC
Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EG?, ? - inconplete
Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113. 0/ 24 10.0.12. 2 0 0 8100 ?



I* 203.0.113.1/24 10.0.12.2 0 0 8100 ?

N> 192.168.122.1/32  10.0.12.2 0 0 8100 ?

NT ERAREBEHTRERBUENEANZRIPRAEE , FELDT. BMNBERTRER
ttoee , AN EATETHERMERRTRERENE , EMATSHNAERTANMBEEH/NE
A B% FR SRR

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

RB YRS
A = MRS P R B BT
RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity

Thu Jan 21 00: 04: 58. 136 UTC

Status codes: s suppressed, d danped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

I* 203.0.113.1/24 10.0.12.2 0 0 8100 7

N> 192.168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

M —RTABRHERZUTHENREZ— 1, EEBE—NHZNEEKREREN(ROA) , B2
BREASEAS-PATHLEHRASIEE |, N5%EROALE, 2. EHEROAFIEENH/NKE LTE —
N ZIROA , ERNTFEHRNMKERERMNAEROA , HKEXTEENGRAKE., RASEX
HH#H2To X,

- B — RTERPKIZEFERPHREBIBRMASK

- Not Found — R RBIBZFTEBRI LRI R 25,

AT EFEMT NI R RERES,

1.203.0.113.0/24 — B

AS 81007 #9eBGP X & 4 A% It 3% B 38 &5 44 Cisco80007 =. HFIRAS(8100)5ROAH MR
AS ( NIIEESIZEI ) TE , A ZAI BB N ERHA ZEERHENEBERT,



RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table | in "203.0.113. 0] Max"

Thu Jan 21 00: 21:26.026 UTC

Net wor k Max| en Origin-AS
203.0.113.0/ 24 24 8100
ZEEHEZREEBGPRA,

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113. 0/ 24
Thu Jan 21 05:30: 13.858 UTC

BGP routing table entry for 203.0.113.0/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 31 31

Last Modified: Jan 21 00:03:33.344 for 05:26:40
Paths: (1 avail able, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)

Oigin inconplete, netric 0, |ocal pref 100,

Recei ved Path ID 0, Local Path ID 1, version 31

Oigin-AS validity: valid

valid,

Server

192.168.122. 120

external, best,

gr oup- best

HTXRHENBGPHIZ , MASIMRPKILER , ALLERILEZEHKT,

RP/ 0/ RPO/ CPUO: Ci sco8000#show route 203.0.113.0/ 24

Thu Jan 21 00: 29: 43. 667 UTC

Routing entry for 203.0.113.0/24

Known via "bgp 100", distance 20, metric O
Tag 8100, type externa

Installed Jan 21 00: 03:33.731 for 00:26:10

Routi ng Descri ptor Bl ocks



10.0.12.2, from 10.0. 12. 2, BGP external
Route metric is O

No advertising protos.

2.203.0.113.1/24 — &

HAIRTH , EAROCAHR I EWIRASE B MELBGPHEMeBGPXN F 4 WATIRASE R 2 BF
2R, 203.0.113.1/24i8IBGPEIRAS 8100 UK.

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity invalid
Thu Jan 21 00: 34:38.171 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100

BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 33

BGP main routing table version 33

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EG?, ? - inconplete
Net wor k Next Hop Metric LocPrf Wight Path
* 203.0.113.1/24 10.0.12.2 0 0 8100 ?

B , NBIFSWEWROAE RiZBTEE TAS 10021,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki table 203.0.113.1/24 max 24

Thu Jan 21 00: 37: 05. 615 UTC

RPKI ROA entry for 203.0.113.1/24-24
Oigin-AS: 10021 from 192. 168.122. 120

Version: 124211
B F U EHIBGPE S (AS 8100)HHIASIRIE B 5ROA(AS 10021)H I B SZFRASIREEFEE |, K
WETRHFRIE N TR (Invalid) B R ZEERB KD,



RP/ 0/ RPO/ CPUO: G sco8000#show bgp 203.0.113.1/24
Thu Jan 21 05:37:26.714 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendTbl Ver
Speaker 32 32

Last Modified: Jan 21 00:03: 33.344 for 05:33:53
Pat hs: (1 available, no best path)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external
Received Path I D 0, Local Path ID 0, version O

Oigin-AS validity: invalid
3.K#%%F192.168.122.1/32
XRFIBERR , TEROAZEH . BGPFILATERE AN “Not found”s
RP/ 0/ RPO/ CPU0: Ci sco8000#show bgp 192. 168. 122. 1/ 32

Thu Jan 21 05:44:39.861 UTC

BGP routing table entry for 192.168.122.1/32

Ver si ons:
Process bRI B/ RIB SendTbl Ver
Speaker 33 33

Last Modified: Jan 21 00:03: 33.344 for 05:41:06
Paths: (1 available, best #1)

Not advertised to any peer

Path #1: Received by speaker 0

Not advertised to any peer

8100



10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 33

Oigin-AS validity: not-found
HFMEARPKI , FtiBAERP2RE Not-found BT %. BN , BGPIFZBEIX L R ERPKIZ#EE
FOEMEY &R RTR

RTTHIR

SRTBUUXHFM , ERHFBEIRERT - 6T , AANERHRS EREBRITESRE X,

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as allowinvalid

EH%JH:EE%EN‘ , BHBRSEZERLTHBRARTRERRUE , MUEKIRCH TR . EHWHER
RIS A RERRER203.0.113.1/247,

RP/ 0/ RPO/ CPUO: G sco8000#show bgp

Thu Jan 21 06: 21: 34. 294 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Table 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)

BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard
Oigin codes: i - IGP, e - EG, ? - inconplete

Net wor k Next Hop Metric LocPrf Wight Path



*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?
*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

*> 192.168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

Mt AR, RENERFREFTN  EFEFEIRE,

RP/ 0/ RPO/ CPUO: Ci sc0o8000#show bgp 203.0.113. 1/ 24
Thu Jan 21 06:23:26.994 UTC

BGP routing table entry for 203.0.113.1/24

Ver si ons:
Process bRI B/ RI B SendThl Ver
Speaker 34 34

Last Modified: Jan 21 06:05:31.344 for 00:17:55
Paths: (1 avail able, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, local pref 100, valid, external, best, group-best
Received Path ID 0, Local Path ID 1, version 34

Oigin-AS validity: invalid
FIER , RHERDAFTROBMUNBE—NMET , ABRLELEERER , MARTHER (W
RAUHM)

#HAR LN FIHROAERR

MRBTEMRR , HARGE, BBRSIERKSENRNROA , N LR B EREFFHROA. #i
an, BU4R°192.168.122.1/32° R B A RIKE" , WAL,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 31. 041 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active



Tabl e 1 D: 0xe0000000 RD version: 34

BGP main routing table version 34

BGP NSR Initial initsync version 2 (Reached)
BGP NSR/ | SSU Sync- Group versions 0/0

BGP scan interval 60 secs

Status codes: s suppressed, d danmped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard

Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

N> 192. 168. 122. 1/ 32 10.0.12.2 0 0 8100 ?

FHROAFBLEMEFT R, ManHIFEI48“192.168.122.1/32"5AS 8100<Ek.

router bgp 100

rpki route 192.168.122.1/32 nax 32 origin 8100

BEMEE , STREVRSMNNER RNV,

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp origin-as validity
Thu Jan 21 06: 36: 34. 151 UTC

BGP router identifier 10.1.1.1, |ocal AS nunmber 100
BGP generic scan interval 60 secs

Non-stop routing is enabl ed

BGP table state: Active

Tabl e 1 D: 0xe0000000 RD version: 35

BGP main routing table version 35

BGP NSR Initial initsync version 2 (Reached)

Status codes: s suppressed, d damped, h history, * valid, > best

i - internal, r RIB-failure, S stale, N Nexthop-discard



Oigin codes: i - IGP, e - EGP, ? - inconplete

Oigin-AS validation codes: V valid, | invalid, N not-found, D disabled
Net wor k Next Hop Metric LocPrf Weight Path

V*> 203.0.113.0/ 24 10.0.12.2 0 0 8100 ?

1*> 203.0.113.1/ 24 10.0.12.2 0 0 8100 ?

V*> 192.168. 122.1/ 32 10.0.12.2 0 0 8100 ?

% B SR A AT RIS IPR S

BIBRSERTATOERABRE, T EmatchiBAREAXLERS , ATHRTEERAMENER
B RGIEEEREBRSHAAEER , FAEMNRENEE12345,

route-policy Invalid

if validation-state is invalid then
set wei ght 12345

endi f

end- policy

router bgp 100
renote-as 8100
address-fam |y ipv4 unicast

route-policy Invalid in

B SRR T T T E 12345,

RP/ 0/ RPO/ CPUO: Ci sc08000#show bgp 203.0.113.1/24
Thu Jan 21 06:57:33.816 UTC

BGP routing table entry for 203.0.113.1/24
Ver si ons:

Process bRI B/ RIB SendTbl Ver

Speaker 38 38



Last Modified: Jan 21 06:54:04.344 for 00:03: 29
Paths: (1 available, best #1)
Not advertised to any peer
Path #1: Received by speaker 0
Not advertised to any peer
8100
10.0.12.2 from 10.0.12.2 (192.168. 122. 105)
Oigin inconplete, netric O, |ocal pref 100, weight 12345, valid, external, best, group-best
Received Path I D 0, Local Path ID 1, version 38

Oigin-AS validity: invalid

B BEXAENRBIERES

BGPE&HIZRE ] LB BGPY B X EEMIXME (RAERBRIRN A ESF ) HERRRBIDK
Do XTWETMEFEABHRERIUREITLEH THAMBEROANTTH,

XA LAHBGPY B4 XK,

than R AR RE 5IBGPXY EH R Z G ARR I E .

router bgp 100
address-fam |y ipv4 unicast

bgp origin-as validation signal ibgp

WA AT RELECisco 80008 HaR /G , NEAMBGPEFN ST ERMRBRRILESE ., EXMERT , BE
iBGP& 85 2 10S-XERE H &5,

csr2#show i p bgp 203.0.113.1/24
BGP routing table entry for 203.0.113.1/24, version 14
Paths: (1 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
8100
10.0.12.2 from10.0.13.1 (10.1.1.1)
Oigin IGP, netric 0, l|localpref 100, valid, internal, best
Ext ended Conmunity: 0x4300:0:2

rx pathid: 0, tx pathid: 0x0



Updated on Jan 21 2021 18:16:56 UTC

£ F0x4300 0x000 ( 4F T RAIRA ) ATAEFR Y B XSS,
RARSHOANEFHERARMETHF SRR , cEGUTEZ—

- 0—AN
-1 — RIKEF
- 2— KR

BI%%203.0.113.1/2489# X 20x4300:0:2 , ZAEXRE B TR AR, X , csr2i8HEREER B H
CHAMER DB E T RRIDRSHEREK,

E , IRKIDRAS T AT 28 AR HBCP &R EE AP HITILE,

BGP RPKISEHEE L

BIEROAR RIFHE

XL W E FERPKI-Observatory M E2 E| M R AIIAM 45, RPKI Observatory 7 1 2 5 B I RPKIFRE
NZNFHH.

- MENEABRLIEROA , MEWHEBGPHBEEZI R, MEEEZR , NEMATES
R ERROAFEEWASNHERAIRREBE T,

- MRBZHROAR maxlen K FRIZKE , MEME T AmaxlenZ BIEY R BIR T Fr A AT 8ERY A
FBIEROA, BEIIEWHEBGPHEEFIEIX LRI,

- MR AR EROA , HENBMMEEEMRBIRN FIIER , IRCAFFEZFIIREAKR. F
BIZRMIROALL K RIAROARImaxlen4 iy B LAB & FHi o

- MBALWERR , BitWFTEBGPHEEZE , NATHASOW FIZREIEROA, XFFEEMH
FBE KM , BRANASOTEE HIMEETASEES,

- MREZANASNEBER—MNEIR , MDA AT NASNEEZETRAIROA, Atk , tNRKH[E
ERATHETSRNZIROA , N SHAEM—IPROALEWBCGPELSHEM., F—aI&KHZ4
ROAT&MEE MR,

- MBANREEFPBER—MAIR , HRKRB N ZARLIEROA , MA"XMEBEHRNE
“B’HYASN , SEBERBIBRAE S,

RPKIZXR BGP& H BS54 RERY IR
ROAEH X R AR HAKKHYCPUN TR

MROAEH AT , IR BB EFE S validation-state is”"HIsR BRI A A OB KRE , NREHEH
HROAEFRIIFIZMWRSHEEEE, XRENKHAR/OENFMHLEBGP REFRESHE R KR
B

LBGPEW R EER ( MEMR ) , BESBERREHBR , AUEKHARE AT UERBIEEA
GIE: 8

Jan 22 18:28:41.360: BG?: 10.0.12.1 rcv nessage type 5, length (excl. header) 4



Jan 22 18:28:41.360: BGP: 10.0.12.1 rcvd REFRESH REQ for afi/safi: 1/1, refresh code is O
BHEHROAN , HFZXEEINRIFET , AIERHAK,. WRBEALBHRBREFAZTEKX
EAE , NIEROAEHE/LDHASSHESCPUSLAR, MR E A LB KR E “validation-
state is"@ 5 , WA HIIXLREFRESHE R,

MRNBEERE T RAHTREFBEEAW , WF2KIEBGP REFRESHER |, BIALUMEE
RYERNATHER B B KA |, T B A ATFMAERENCPUERAR,

HFTHE6.2.2F AN ER , B H“bgp bestpath origin-as use validity’ 5 &M 2B BB K
B o

FROAEFH X CPUN ¥l i = K

I S8 L AL P s BA R B Y BR 4 75 5% 2 8 F bestpath origin-as use validity i Fovalidation-state £ 5 & &

o

router bgp 100
address-fam |y ipv4 unicast

bgp bestpath origin-as use validity

BRI O T SRR B IR AE R 8 ,BEIEERARERE, TRREIJ-TEBEE. B
FheiiiE—#. MRTRXROAEHEN , WEFRIF , ©HEAIFEREBENZM , TERTE
B

MRAFERATF TR R M AFEREA] , WER T bestpath origin-as use validity7} , &£ A&
B £ Rorigin-as allow invalid,

EXFERT , SROAEHN , HRIERERLEIEH , TEREFRESHEE, N THUHEE , 38H
EWREEBGPHAIEEHE , RPKITMEBEHEM N LEEE — BN EMEMREERLIE, X
KL FHEBEENESR /DN TFONA ML LK.

RPKITHHNHBERXNRYD , HERFEZRTT2EBNRRNEELE,

A EERA'RERERINEABENY , BENAERE ( 2EIBGPHRE ) BLMERER
HIRPKIF MM, MRFR , W45 068 B B R A Ay I DR

BHESBEFLBTFEROAKIEERIIIBGPEH, IBGPEHAMRPKIY B XIRBRPKIE MM, wNR#E:
WE& BT B4 XAIBGPE A , I Hvalidation-statei® & 3 not-found,

BGP RPKINFZ2 [

BINROAHERSIMBEANTF, WRFNIROAATRE—IPEIZR , EEETREMHmax_len , LEHEMNT
BIMRPKIRSEREK , NEeMNXZMENES , EEETRNEE, NEERTERR , BAIARE
FHETREEEN. BUET10%, 5320F AL , AUFAFEERNEIMNNENREREZNE,

RPHETREIWNKAMBEFNRVIOS-XRAFEEAER (UAFTHEN ) , XERFHIEFE—LE



RABBEFT 4

RMLEA (FF) 64 A (FF )
IPv432E| 74 111
IPv63RE| 86 125
iR 34 53

AT RAMM G RREFRROANMMHEE AN,

R 1 BEFRLERT = 8RPKIRS &

Rig— A EHBEAIARPKIRS SR , A T4 A IERR E1R£4£200,0001NPv4 ROAR
20,000MPv6 ROANZELNTF :

20000 *(125 + 3*53)+ 200000 *(111 + 3*53)F %= 59.68H A £+

EiHERNEFR , RE=ZANTERIERNEERZNROALZMEENREIE.

7’2 BREE LERNEIRPKIRSEE

X BROAHBGPHRENRE :

RP/ 0/ RPO/ CPUD: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:19:57.945 UTC

JID Text Dat a St ack Dynanmni c Dyn-Limt Shm Tot Phy- Tot
Process
1069 2M 71M 132K 25M T7447M 50M 74M

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary
Fri Jan 22 17:12:09.073 UTC
Host nane/ Addr ess Transport State Ti ne ROAs (I Pv4/ 1 Pv6)

192.168.122.120  TCP: 3323 NONE 00: 00: 25 N A
BGP##E & A25 MBR1F , TTEIROA,

FAROAHBGPHRENE :

RP/ 0/ RPO/ CPUO: G sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC

Host nane/ Addr ess Transport State Ti me ROAs (I Pv4/1Pv6)

192.168. 122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

bgp



RP/ 0/ RPO/ CPUD: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $
Fri Jan 22 17:24:14.659 UTC
JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot

1069 2M 99M 132K 53M 7447M 50M 102M

BGP# 1 525 MBRTF , TE{TROA,
£ AROANBGPH#HEAF :

RP/ 0/ RPO/ CPUO: Ci sco8000#show bgp rpki server sunmary

Fri Jan 22 17:23:46.769 UTC

Host name/ Addr ess Transport State Ti me ROAs (| Pv4/1Pv6)

192. 168. 122. 120 TCP: 3323 ESTAB 00: 02: 42 172796/ 28411

RP/ 0/ RPO/ CPUD: Ci sco8000#show processes nmenory detail location O/RPO/CPUO | in $

Fri Jan 22 17:24:14.659 UTC

JID Text Dat a St ack Dynani ¢ Dyn-Limt Shm Tot Phy- Tot

1069 2M 99M 132K 53M 7447M 50M 102M
Cisco 800038 H2RIZ1TO4URER S, BEIK1727961Pv4 ROARI28411 ROA,

Process

bgp

Process

bgp

RE (FF ) =172,796 x [111 ( Bl ) + 53 ( BIE ) 1+ 28411 x [125 ( KBl ) + 53 ( HiE ) 1

XETEFHEL27 MB , ROAR LABMABAFRRUNEE,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



