目录
3.错误 — 无法发送Call Home HTTP消息(无法通过call-home建立IPC连接 — Quo Vadis Root CA)
4.错误 — 缺少DNS响应导致callhome MTS消息卡住
简介
本文档介绍如何使用思科智能许可(基于云的系统)对Nexus交换机上的软件许可证进行故障排除和管理。
什么是思科智能许可?
思科智能帐户是一个托管数据存储库,提供对公司内思科软件许可证、授权和产品实例的完整可视性和访问控制
刚刚开始使用智能许可和/或智能帐户管理?
访问并注册新的管理员培训课程和录制:
思科社区 — 借助思科智能帐户/智能许可和“我的思科”授权实现智能化
可以在此处创建智能帐户:智能帐户
智能帐户可在此处管理:智能软件许可
支持的Cisco Nexus平台
从Cisco NX-OS版本9.3(3)开始,所有Cisco Nexus 3000和9000系列交换机(Cisco Nexus 3016和3064平台交换机除外)都支持智能软件许可。
Cisco Nexus 7000 上的智能许可支持从8.0(1)版本开始引入。
Nexus交换机上支持的智能许可方法
智能许可用户工作流程
智能许可证产品状态
已注册
许可证
请求或续订
续约
注册和许可证状态
设置智能许可时,思科设备可能处于多种状态。这些状态可以通过思科设备的命令行界面(CLI)中的show license all或show license status进行显示。
以下是所有状态及其含义的列表:
评估(未识别)状态
注册状态
授权状态
超出合规状态
授权过期状态
Nexus和配置上支持的方法
方法1(直接云访问)
基本配置:
switch# show run callhome
!Command: show running-config callhome
!Running configuration last done at: Wed Jun 22 16:14:37 2022
!Time: Wed Jun 22 16:16:28 2022
version 9.3(4) Bios:version 07.67
callhome
email-contact sch-smart-licensing@cisco.com
destination-profile CiscoTAC-1 transport-method http
destination-profile CiscoTAC-1 index 1 http https://tools.cisco.com/its/service/oddce/services/DDCEService
transport http use-vrf management
enable
Switch# license smart register idtoken XXXX (force)
Initiated device registration with backend. run show license status, for registration status
switch# show license status
Smart Licensing is ENABLED
Registration:
Status: REGISTERED
Smart Account: ldap_user_test
Virtual Account: Default
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jun 22 16:15:41 2022 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Dec 19 16:15:41 2022 UTC
Registration Expires: Jun 22 16:13:53 2023 UTC
License Authorization:
Status: AUTHORIZED on Jun 22 16:15:44 2022 UTC
Last Communication Attempt: SUCCEEDED on Jun 22 16:15:44 2022 UTC
Next Communication Attempt: Jul 22 16:15:43 2022 UTC
Communication Deadline: Sep 20 16:12:55 2022 UTC
Smart License Conversion:
Automatic Conversion Enabled: False
Status: Not started
方法2(通过HTTP代理访问)
switch# show run callhome
version 9.3(4) Bios:version 07.67
call home
email-contact sch-smart-licensing@cisco.com
destination-profile CiscoTAC-1 transport-method http destination-profile CiscoTAC-1 index 1 http https://tools.cisco.com/its/service/oddce/services/DDCEService transport http proxy server X.X.X.X port 80 transport http use-vrf management transport http proxy enable Switch# license smart register idtoken XXXX (force) Initiated device registration with backend. run show license status, for registration status
方法3(现场 — 在线)
switch# show run callhome
version 9.3(4) Bios:version 07.67
callhome
email-contact sch-smart-licensing@cisco.com
destination-profile CiscoTAC-1 transport-method http
destination-profile CiscoTAC-1 index 1 http https://10.106.41.xx/Transportgateway/services/DeviceRequestHandlerend
transport http use-vrf management
enable
Switch# license smart register idtoken XXXX (force)
Initiated device registration with backend. run show license status, for registration status
方法4(内部 — 离线)
什么是ID令牌?
用于将产品安全地注册到智能帐户和虚拟帐户
ID令牌是用于在注册产品时建立“身份”的“组织标识符”。
如何从CSSM生成ID令牌
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US#
管理许可证 — >库存 — >常规 — >新令牌 — >创建令牌
故障排除
当思科设备迁移到支持智能许可的软件版本时,此流程图可作为所有三种方法(直接云访问、HTTPS代理和思科智能软件管理器内部部署)的一般指南。
工作流程
已知问题
1.错误 — 无法发送Call Home HTTP
[+]呼叫总部配置
Switch# show running-config callhome
version 9.3(5) Bios:version 07.68
callhome
email-contact abc@example.com
phone-contact +919XXXXXXXXX
streetaddress ST3, RD 4, Bangalore
destination-profile CiscoTAC-1 transport-method http
destination-profile CiscoTAC-1 index 1 http http://tools.cisco.com/its/service/oddce/services/DDCEService
transport http use-vrf management
[+]已确认可以访问tools.cisco.com。
DC-DMZ(config)# ping tools.cisco.com vrf management
PING tools.cisco.com (72.163.4.38): 56 data bytes
64 bytes from 72.163.4.38: icmp_seq=0 ttl=232 time=237.581 ms
64 bytes from 72.163.4.38: icmp_seq=1 ttl=232 time=237.859 ms
64 bytes from 72.163.4.38: icmp_seq=2 ttl=232 time=237.562 ms
64 bytes from 72.163.4.38: icmp_seq=3 ttl=232 time=237.413 ms
64 bytes from 72.163.4.38: icmp_seq=4 ttl=232 time=237.995 ms
DC-DMZ(config)# telnet tools.cisco.com 443 vrf management
Trying 2001:420:1101:5::a...
Trying 72.163.4.38...
Connected to tools.cisco.com.
Escape character is '^]'.
^CConnection closed by foreign host.
+ HTTP源接口已配置为接口vlan 27,已将其更改为mgmt0
2.错误 — 无法分析来自SCH服务器的响应数据
++不再支持HTTP以访问Cisco后端;仅支持HTTPS。删除当前配置并更新目标地址以使用HTTPS。
Previous config
destination-profile CiscoTAC-1 transport-method http
destination-profile CiscoTAC-1 index 1 http http://tools.cisco.com/its/service/oddce/services/DDCEService
transport http use-vrf management
enable
New config added
(config)#callhome
(config-callhome)#enable
(config-callhome)# destination-profile CiscoTAC-1 transport-method http
(config-callhome no destination-profile CiscoTAC-1 index 1 http http://tools.cisco.com/its/service/oddce/services/DDCEService
(config-callhome destination-profile CiscoTAC-1 http https://tools.cisco.com/its/service/oddce/services/DDCEService
3.错误 — 无法发送Call Home HTTP消息(无法通过call-home建立IPC连接 — Quo Vadis Root CA)
https://www.cisco.com/c/en/us/support/docs/field-notices/721/fn72115.html
4.错误 — 缺少DNS响应导致callhome MTS消息卡住