HiiZ hw5# 4 Cisco 10S XR
Hx

A
BRI0S XREM B4

271 B4 Th BE

24
B

R A

EHEANTLZLRTGIER
PR RFC 791

TLS1.0/1.1 . ZABEED

L

Telnet i

TETP (RS ERE i )
TCP/UDP/M A 25 85
ETP
SNMP v1/2¢
NTPAEA2 3L MD5 & (R 38F
GRPC
TREMITHEIIE
246
OON
SRAEESS
BEES
IOS XREE{LIEFE
i (& 3% 4 BRI % fe ) i 25

A5

"
AT Cisco IOS® XREI— AN INE S E: REZE S MR AL L NIRRT,

B RHOS XREH i i 38 44

NTREBMRZENZ RS , ENEEERRINRE , FAHRLEBBRTZ2M92088 , H 5| AH
WE2IhEE, XEFREEEBENMNEEMIRRE , FREXN D REEZINEE AN,
FHARRLEEPORE : TIRENEMIRE. EPREE T EM iR/, Cisco I0S XREHE
{LIER. MeeFASRURINGEZAMBIERIFMAES. LERTERUNERSTR - 8k
WHERT =,

Cisco I0S XRIEFEZR L EHR TR E W IIREM BT, X BFECisco I0S XREMELE RS MIMITH T,


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html#~infrastructure-hardening
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-resilient-infrastructure-feature-deprecation-and-removal-details.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-infrastructure-resilience-feature-removal-and-suggested-alternatives.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-infrastructure-resilience-feature-removal-and-suggested-alternatives.pdf

Z®IAITHEE

* Telnet

* TFTP

* FTP

o HTTP

¢ SNMP viiv2c

o FFFauthPrivBY SNMP v3

s IPREEH

* TCP/UDP/MNEUR S5 85

o FRATMHEZR (X7 ) FIMDSHITACACS+FIRadius
e SSHwv1

e TLS1.0/1.1

* NTPv2/3FIMD5

* GRPC, ETLS, TLSv1.0/1.1

* {FMcopy. utilityMinstal STFTPIFTPITER T

i
BRESGT , BHARTHS (Sl copyd® ) o
EF A D4

* SSHvi. Telnet ( BRSFEB|EMEFIH ) . TFTP (FF % ) . FTP
* DSAEHLZ4A , TACACS/RADIUSSKEL7,TLS 1.0/1.1
* Hft : TCPIUDP/NELARSS 8 , IPIRERER ( IPvAFIIPVG )

B B

LB EEEFNIEFRATE  BE — >RE — >MIBk.

* Cisco IOS XR 2541k RN EL,
* PR&EIMER
*  IhAEMIER

BEEMER

1. CLI ( ®R1THME ) BT
2. REREES
3. YangtE 3R AR Y # IR

ullll%

NEENFLZLETRHES, XERFRANRNREHTHR.
HEAEMAREMNEN  SRHATRAEES (RI4HESE ) .

%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN.E £ Fi S B & Th &

“<feature-name>",

HHEEAT RS,

EEREL



ERALLTRE. <BU>
BUER T ARRERREIEM,
FIPE& A

%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN B fE I RELEIhBE“FTP”, LIBEC AL S , HERELFERLEY
g2, BIUERSFTP,

EEFTRARREN TR, FRAENTHS K REERESD T,
MEBIERT FREHET ( RBI6HEEM )  MNLETEEHER. T :
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IPi/RE& EH(RFC 791)

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ip?

source-route Process packets with source routing header options (This is deprecated sin

RP/0/RP0O/CPUO:Router(config)#

ipvd ?

source-route Process packets with source routing header options (This is deprecated since

RP/0/RP0O/CPUO:Router(config)#

ipve ?

source-route Process packets with source routing header options (This is deprecated since

IPIRE% F

ipv6 source-route



ipv4 source-route

]
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RP/0/RPO/CPUO:Oct 17 19:01:48.806 UTC:ipv4_ma[254]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : E 1 Fi SR 2 B Th A&
“PVAREEEH", WWIIREEHTLE , BEREFELFEALIIGE. ATHFERERNR , B2EBIPVWEREREHE,
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“PVEIRES ", WWINREEMTZ L , BERELFEALINGE. ATHFEERERR , BB AIPWWEREHB,

YangiZH!
Cisco-10S-XR-ipv4-ma-cfg
Cisco-10S-XR-ipv6-io-cfg
Cisco-10S-XR-um-ipv4-cfg
Cisco-10S-XR-um-ipv6-cfg
#ix
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TEEBUNERET R, FERFRE IR H W ERE R T 7] LA E T R M 5% B s H A B2 R 25 AR RS AL 5l
( TRBBERRBLAREAF ) #TE,

SSH v1

CLI

<ffroot>

RP/0/RP0O/CPUO:Router(config)#

ssh client ?

vl Set ssh client to use version 1. This is deprecated and will be removed in .

RP/0/RP0O/CPUO:Router(config)#

ssh server ?

vl Cisco sshd protocol version 1. This is deprecated in 25.3.1.

ssh& F v

sshPR S5 28 v1
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TR DRSS, netconf-portBELE. sshvl, sshimO , XEFRERSEN
YangtR !

#iY

RP/0/RPO/CPUO:Nov 19 15:20:42.814 UTC:ssh_conf_proxy[1210]:%SECURITY-SSHD_CONF_PRX-4-WARNING_GENERAL :tt & AR A F
Cisco-10S-XR-um-ssh-cfg
i FASSH v2,

BLESSHV2 : KL &A=

fE A= Z4ARITACACS+#lRadius ( 55735 )
cLl

<ttroot>

RP/0/RP0O/CPUO:Router(config)#

tacacs-server host 10.0.0.1

RP/0/RP0O/CPUO:Router(config-tacacs-host)#
key ?

clear Config deprecated from 7.4.1. Use '0' instead
RP/0/RP0O/CPUO:Router(config)#

encrypted Config deprecated from 7.4.1. Use '7' dinstead.
tacacs-server key ?

clear Config deprecated from 7.4.1. Use '0' instead.
encrypted Config deprecated from 7.4.1. Use '7' instead.

tacacs-server key 7 135445410615102B28252B203E270A
tacacs-server host 10.1.1.1 port 49

#4A7 1513090F007B7977

radius-server host 10.0.0.1 auth-port 9999 acct-port 888
487 1513090F007B7977


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

aaa server radius dynamic-author

client 10.10.10.2 vrf default

server-key 7 05080F1C2243

radius-server key 7 130415110F

aaa group server radius RAD

server-private 10.2.4.5 auth-port 12344 acct-port 12345

F4A7 1304464058

g

f-==3
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RP/0/RPO/CPU0:Oct 18 18:00:42.505 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 {8 F S B (& Th 8
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“TACACS+ over TCP with shared secret(default mode)’s LEIHBEEHT L L , FEREFELFERALIEE, EHAETTLSHTACACS (&
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EiY

fEFATACACS+ZRTLS 1.38%DTLS £ #Radius. K E64E R ZiL,
FLEETTLS 1.35DTLSHTACACS+5Radius : BLEAAARRS
TLS1.01.1 , FHBEN

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

http client ssl version ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html

tl1s1.0 Force TLSv1.0 to be used for HTTPS requests, TLSv1l.0 is deprecated from 25.3.1
tlsl.1 Force TLSvl.1l to be used for HTTPS requests, TLSvl.1l is deprecated from 25.3.1

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane m n-version ?

t1s1.0 Set TLSv1l.0 to be used as min version for syslog, TLSv1l.0 1is deprecated from 25.3.1
tlsl.1 Set TLSvl.1l to be used as min version for syslog, TLSvl.1l 1is deprecated from 25.3.1

RP/0/RP0O/CPUO:Router(config)#

| ogging tls-server server-nane max-version ?

t1s1.0 Set TLSv1.0 to be used as max version for syslog, TLSv1l.0 is deprecated from 25.3.1
tlsl.1 Set TLSvl.1l to be used as max version for syslog, TLSvl.1l is deprecated from 25.3.1

logging tis-server server-name <> max-version tls1.0|tls1.1

L

==
=

YangiEH

Cisco-10S-XR-um-logging-cfg
Cisco-10S-XR-um-http-client-cfg.yang
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FEFATLS1.28/TLS1.3,
BMEZ£HAFTIERK  XREEZLAE
Telnet ( ARSZ 2B HMZEF I )

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

tel net ?

ipv4d IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipvé IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
vrf  VRF name for telnet server. (Telnet is deprecated since 25.4.1. SSH 1is recommended inst

RP/0/RP0O/CPUO:Router(config)#


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-logging.html

tel net ipv4d ?

client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
tel net ipve ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
telnet vrf default ?
ipv4d IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router(config)#
telnet vrf test ?
ipv4 IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router#
tel net ?
A.B.C.D IPv4 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
WORD Hostname of the remote node. (Telnet is deprecated since 25.4.1. SSH 1is recol
X:X::X IPv6 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
disconnect-char telnet client disconnect char. (Telnet 1is deprecated since 25.4.1. SSH is re
vrf vrf table for the route lookup. (Telnet 1is deprecated since 25.4.1. SSH is r
telnet
telnet ipv4
telnet ipv6
telnet vrf
=25

RP/0/RPO/CPUO:Jun 27 10:59:52.226 UTC:cinetd[145]:%IP-CINETD-4-TELNET_WARNING:M25.4.17F 38 , T B X #Telnet, B LASSH.

Yangt=H!

Cisco-10S-XR-ipv4-telnet-cfg

Cisco-10S-XR-ipv4-telnet-mgmt-cfg



Cisco-I0S-XR-um-telnet-cfg
B

fE FSSHv2,

FBLESSHV2 : KisR £ =
TFTP ( RSB FEF IR )

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

iptftp ?

client TFTP client configuration commands (This is deprecated since 25.4.1)

tftp
ip tftp

TFTPZ F i

W

E-=3
=

RP/0/RPO/CPU0:Oct 17 19:03:29.475 UTC:tftp_fs[414]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 & Fi = it B Zh &
“TFTPEF IR, WHREAFTRE , BERFLERLILINEE. BXASFTP,

YangtR !

#iY

55 FISFTPERHTTPS,

BLESFTP : XfER ST
TCP/UDP/MELBRS5 28

CLI

<tfroot>


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

RP/0/RP0O/CPUO:Router(config)#

service ?
ipvéd Ipv4 small servers (This is deprecated)
ipv6 Ipv6e small servers (This is deprecated)

RP/0/RP0O/CPUO:Router(config)#

service ipvd ?

tcp-small-servers Enable small TCP servers (e.g., ECHO)(This is deprecated)
udp-small-servers Enable small UDP servers (e.g., ECHO)(This is deprecated)

AR S5ipv4

B35 1Pv6

L
o

YangtR®
Cisco-10S-XR-ip-tcp-cfg
Cisco-10S-XR-ip-udp-cfg
#ix
ZRATCP/UDP/N AR S5 286
FTP

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

RP/0/RP0O/CPUO:Router(config)#

ip ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea



L
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RP/0/RPO/CPUO:Oct 16 21:42:42.897 UTC:ftp_fs[1190]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 21 FI SR it B Zh A2
‘FIPEF iR, LLHEEENTRE , BERFLEMLLIEE, HWRASFTP,

YangiE#!
Cisco-10S-XR-um-ftp-tftp-cfg

#ix

fEFASFTPERHTTPS,

BLESFTP : SKiEZ £ 5%
SNMP v1/2¢

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

snnp-server ?
chassis-id String to uniquely identify this chassis
community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnmp-server ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp-server user test test ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)
v3 user using the v3 security model

RP/0/RP0O/CPUO:Router(config)#

snnp- server host 10.0.0.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

3 Use 3 for SNMPv3

RP/0/RP0O/CPUO:Router(config)#

snnmp-server group test ?

vl group using the vl security model (This is deprecated since 25.4.1)
v2c group using the v2c security model (This 1is deprecated since 25.4.1)
v3  group using the User Security Model (SNMPv3)

RP/0/RP0O/CPUO:Router(config)#

snnmp-server ?

community Enable SNMP; set community string and access privileges. (This is depr
community-map Community Mapping as per RFC-2576. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth nd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnmp ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snmp user user test ?

remote Specify a remote SNMP entity to which the user belongs
vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)



RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth md5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community-map Community Mapping as per RFC-2576.

snmp-server community

snmp-server user <> <>v1 | v2c

snmp-server user <> <> v3 auth md5 | sha
snmp-server user <> <> v3 auth md5|sha <> priv 3des|des56
snmp-server host <>hR 481 |v2c

snmp-server group <> v1|v2c

snmp-server community-map

SNMP#: X

snmp user <> <> v1|v2c

snmp user <> <> v3 auth md5|sha

snmp user <> <> v3 auth md5/sha <> priv 3des|des56
snmp host <>kRZ<1|v2c

snmp group <> v1|v2c

(This is deprecated since 25.4.1)



snmp community-map

]
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=

YangtRH!
Cisco-10S-XR-um-snmp-server-cfg
EiY

FSNMPV3 5 & 45 Uk F i 2 (authPriv)BL & £ A

Bt i SNMPv3 with authentication and authPriv : B & {88 W 45 S E i

NTPRRZAS2#03 LA K MD5 & 153 18 iIE

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ntp server 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp peer 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp server adm n-plane version ?

<1-4> NTP version number. Values 1-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 broadcast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 multicast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

25.4.1

25.4.1

25.4.1

25.4.1

25.4.1

onwards;

onwards;

onwards;

onwards;

onwards;

use

use

use

use

use

instead.

instead.

instead.

instead.

instead.


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html

RP/0/RP0O/CPUO:Router(config)#

ntp authentication-key 1 nd5 clear 1234

ntp server <>hRA2|3

ntp peer <>kR7A<2/3

ntp server admin-plane version 1/2/3
ntp interface <>/ #&MRA2|3

ntp interface <>4H &R 4<2|3

ntp authentication-key <> md5 <> <>

L

==
=

RP/0/RPO/CPUO:Nov 25 16:09:15.422 UTC:ntpd[159]:%IP-IP_NTP-5-
CONFIG_NOT_RECOMMENDED :M)\25.4.17F % , NTPV2FINTPV3# & A, EFEANTPV4,

RP/0/RPO/CPUO:Nov 25 16:09:15.422 UTC:ntpd[159]: % INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN 2 A= & Zh8E“NTP with no authentication”, LtIHEEEHF &
%, FERELERALINEE.

YangtE#!

Cisco-10S-XR-um-ntp-cfg.yang

2y
fEFANTPEE4RR S BRMD5 A A K & 10 AIE
FCENTP : Fd & X 2% At [A] {731

GRPC

CLI

<ffroot>

RP/0/RPO/CPUO:Router(config)#

grpc ?
aaa AAA authorization and authentication for gRPC
address-family DEPRECATED. Removing in 26.3.1: Address family identifier type
apply-group Apply configuration from a group
certificate DEPRECATED. Removing in 26.3.1: gRPC server certificate

certificate-authentication DEPRECATED. Removing in 26.3.1: Enables Certificate based Authentication


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html

certificate-id
default-server-disable

DEPRECATED. Removing in 26.3.1: Active Certificate
Configuration to disable the default gRPC server

dscp DEPRECATED. Removing in 26.3.1: QoS marking DSCP to be set on transmitted
exclude-group Exclude apply-group configuration from a group

gnmi gNMI service configuration

gnpsi gnpsi configuration

gnsi gNSI

gribi gRIBI service configuration

keepalive DEPRECATED. Removing in 26.3.1: Server keepalive time and timeout

Tisten-addresses
local-connection
max-concurrent-streams
max-request-per-user
max-request-total
max-streams
max-streams-per-user

DEPRECATED. Removing in 26.3.1: gRPC server Tlistening addresses
DEPRECATED. Removing in 26.3.1: Enable gRPC server over Unix socket
gRPC server maximum concurrent streams per connection

Maximum concurrent requests per user

Maximum concurrent requests in total

Maximum number of streaming gRPCs (Default: 32)

Maximum number of streaming gRPCs per user (Default: 32)

memory EMSd-Go soft memory 1limit in MB

min-keepalive-interval DEPRECATED. Removing in 26.3.1: Minimum client keepalive interval

name DEPRECATED. Removing in 26.3.1: gRPC server name

no-tls DEPRECATED. Removing in 26.3.1: No TLS

part p4 runtime configuration

port DEPRECATED. Removing in 26.3.1: Server listening port

remote-connection DEPRECATED. Removing in 26.3.1: Configuration to toggle TCP support on th

segment-routing

gRPC segment-routing configuration

server gRPC server configuration

service-layer grpc service layer configuration

t1s-cipher DEPRECATED. Removing in 26.3.1: gRPC TLS 1.0-1.2 cipher suites
tls-max-version DEPRECATED. Removing in 26.3.1: gRPC maximum TLS version
tls-min-version DEPRECATED. Removing in 26.3.1: gRPC minimum TLS version
tls-mutual DEPRECATED. Removing in 26.3.1: Mutual Authentication
tls-trustpoint DEPRECATED. Removing in 26.3.1: Configure trustpoint

t1sVl-disable

Disable support for TLS

version 1.0

tlsvl-disable CLI 1is deprecated.
Use tls-min-version CLI to set minimum TLS version.

ttl DEPRECATED. Removing in 26.3.1: gRPC packets TTL value
tunnel DEPRECATED. Removing in 26.3.1: grpc tunnel service
vrf DEPRECATED. Removing in 26.3.1: Server vrf
<cr>

grpc no-tls

grpc tls-max|min-version 1.0|1.1
grpc tls-cihper defaultjenable|disable ( ETLS 1.280 | B E=ANEEEFEATZELZBEHN2
FEEMH)

g

RP/0/RPO/CPUO:Nov 29 19:38:30.833 UTC:emsd[112]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN 2 A5l EEE‘gRPCALLEE", IEEHFA , ENER
WNATLZE ; EUAEWRA BT, server=DEFAULT ( TLSHRAEF1.2 , BB T AL 2N E
BEH)

Yangt=H!

Cisco-I0S-XR-um-grpc-cfg.yang



Cisco-I0S-XR-man-ems-oper.yang
Cisco-10S-XR-man-ems-grpc-tls-credentials-rotate-act.yang
Cisco-10S-XR-man-ems-cfg.yang

B

FEHEERBBNTLS 128 ESRA ( ZREFRETLS 1.3),

B E : £AgRPCIHINE W BIEE R A M X R 1

FTLEZHNITHLIIR
EHl&S

cLl

<ffroot>

RP/0/RPO/CPUO:Router#

copy ?
ftp: Copy from ftp: file system (Deprecated since 25.4.1)
tftp: Copy from tftp: file system (Deprecated since 25.4.1)

copy <src as tftp/ftp> <dst as tftp/fip>
copy running-config ?"

g

f-=3
=]

RP/0/RPO/CPUO:Nov 26 15:05:57.666 UTC:filesys_cli66940]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : 2 F i B2 B IhB“copy ftp"e WIHEEEHR , AR EHIANIFR
2 EUEHMRAFPFERERE. BERASFTPHSCP,

RP/0/RPO/CPUO:Nov 26 15:09:06.181 UTC:filesys_cli[67445]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : B Fi sk B B 348 copy tftp”s WIIEEEHRA , BN ETHINI TR
2 EUEHMRAFFERERE. BERASFTPHSCP,

YangiRH!

#iY

EHAsFTP=SCP,


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html

install source

install add source

install replace

]
of

YangtR !

Cisco-10S-XR-sysadmin-instmgr-oper.yang

iy
£ AsFTP=SCP,

BB : KRS NT
R

PN
A<

CLI

utility mv source

LS

Yang


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

BERBEAZENR , TEEMLIHABENS.

LA 2 Yang#& # Cisco-I0S-XR-ipv4-ma-cfg.yangan Fi T il BR R B& HH B9 SE R 69 R4l

revision "2025-09-01" {
description
"Deprecated IPv4 Source Route Configuration.

Teaf source-route {

type boolean;

default "true";

status deprecated;

description
"The flag for enabling whether to process packets
with source routing header options (This is
deprecated since 25.4.1)";

LU £ Yang modelCisco-I0S-XR-um-fip-tftp-cfg.yang & A F i BRFTPRI TFTPAY SE B 89 7R 45 o

revision 2025-08-29 {
description
"TFTP config commands are deprecated.
2025-08-20
FTP config commands are deprecated.";

container ftp {
status deprecated;
description
"Global FTP configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";
container client {
status deprecated;
description
"FTP client configuration commands.This 1is deprecated since 25.4.1.
SFTP is recommended instead.";

container ipv4d {
status "deprecated";
description
"Ipv4 (This is deprecated since 25.4.1)";

container ipv6e {
status "deprecated";
description
"Ipve (This is deprecated since 25.4.1)";

container tftp-fs {

status deprecated;
description

"Global TFTP configuration commands (This 1is deprecated since 25.4.1)";
container client {

status deprecated;

description

"TFTP client configuration commands (This 1is deprecated since 25.4.1)";



container vrfs {
status "deprecated";
description
"VRF name for TFTP service (This is deprecated since 25.4.1)";

I0S XRi&{LFE

ZA<$5RACisco 10S XRER{4 0 [ 15 e AT %5 B ) 45 B 38 (R Ml 2 & Mol A R R$ & FCisco I0OS XRIVER BRI R 2 , ATIIREMEH
BUEZERS

RN HEEEMERZHED RN =M FERTHE,
BRHARN=IWRETEHREEYH. 2FHFENBEYEH. SMIRBEH/LARPHTREEE,

- BEETH: EEVHISXFHEMOSXRIREMM LN FE., £FNERENMERENZEH. LAPHRE
BERLINF(SSH), B2 EHITHN(SCP), FEMBEERNMU(SNMP), RS HE, TACACS+, RADIUS, DNS,
NetFlowM BRI AP . EEFERERL I @A H# BRIOS XRIZE

s PRHETH: RFAFEESHERE. 5. EHRSTHEAERHNUNZEE  XEHDUATENEFMERE
BEORES, XEMUEIELRMKXDIL(BCP), FFRTKEIREMT(OSPF), FREDRHI(LDP), HHIRLEEFiE R
Z5(1S-1S), ML&ET BRI (NTP), bk AT M (ARP)FI 58 2 E keepalive, 13 I HEIRE IR LR @A # B RHOS XRIZF

s BIRYE : MEFEHE2BEN. FriK. RESNNABRFERN S NARESEE  XEREXRAMNEX
BHHEEERLRE , A EREXLRE, BETEHIDESEPRESH. PEQ/#E. ICMPEEM, ICMPAR AR
EARP, HEFHREFEEIRERERK , FETLREIAMC isco I0S XRIRE .

B i 5 P B At i N iR 27

BALNRRHEEE K UEFCREL: , ZIEEATZMBRERSE , BFF10S XR:Cisco

Config Resilient Infrastructure Tester,
B 5&

TARBDNEESTHBEAEER —6T , REESBAMRE-—REATEEHE?

A : No.

2A—RXFBRNMEYENR N EEGTTEELSBRINREETES
A : Yes.

R

RP/0/RPO/CPU0:Oct 17 19:01:48.806 UTC:ipv6_io[310]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN :EfE A=k Bl Eh8E" IPVEIREH". LUEEMTRE , BERFL
ERALLIEE. ATEERERR , B2/5RAIPv6IREH,

RP/0/RPO/CPUO:Oct 17 19:01:48.806 UTC:ipv4_ma[254]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN 2 A5 EEE IPVAREBH". LIHEEMNTRESE , HFERFL


https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

ERALLIEE. AT HEEZENEK , EZEAIPVAREH.
BHTHWERTFHNALZLBEETRTRERLIRHNES ?

A : Yes.

ASNEESRRBRFALZ2NIIEN , BREHARGATES?
A :Yes

R

RP/0/RPO/CPUO0:Oct 18 08:16:24.410 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED :EMIBRF R £ IBE SSHENZADSAR LM E,

RP/0/RP0/CPUO0:Oct 22 06:37:21.960 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED :EMIBR TR Z £ IhEE“TACACS+HER ( KB7HB ) "B E

RP/0/RPO/CPUOQ:Oct 22 06:42:21.805 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED :E MR T~ Z £ haE“TACACS+ over TCP with shared
secret(default mode) ( ETFHEZEEAMNTACACS+ [RRIAER] ) "EE-

5.8 8T EEAR EBTelneta A,

- AT LLETTIOS XR XR7/LNT , REHEME w1k Telnet RPMAT |, 10S XR XR7/LNTF 1214
Telneto

6.8 T2 B EIXR7/LNTE B install source’ar S HIsFTPESCPE N,
A : BHEI , XR7/LNTR X install source” i FHISFTPZ®SCP,
7.ERREREBEAFIOS XR eXRHIOS XR XR7/LNT?
A : Yes.
8. WA EEEHEE R BEITIOS XR eXR:HIOS XR XR7/LNT
A : £ “show version”HEHK‘LNT", 8000 185 F —LENCS540Z 1= 1T10S XR XR7/LNT,

T~

<#root>
RP/0/RPO/CPUO:Router#

show versi on

Cisco I0S XR Software, Version 25.2.2

LNT
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