TN EE&XRIRZF LRYFHRINEE,

2: ExAVEall

3:Zapdisk start location all
zapdiskig {E

4:Hderase

&g

AN BEAIOS® XRIW BRI Z MR EBRE , SIEFE A factory-reset”,
“zapdisk”#“commit replace commands”, EXRIBMHEENBERT R,

Cisco BB THUTER :

- BRNIOS XRE MR #ERIE,

« 10S XR¥ 38 Fh“factory-reset’ M “zapdisk’ ss S ETF F AT
- ENEATAELNEEENREGNEEEERF.

o THRIOS XRAH KR/ UNG: i 20 A FN R FE BERR o

£ F Ry 44

ANHEPHNEEHRETREXRERNEFHNRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FRRETREARSHEBERLRE , X XHEPHE
BET T HAF MR

Hardware:



« BERINCS 5500/5700F 5| 3& HH 25
« BRINCS 540/560

« BRASR9000/9900

- Cisco ¥ 2§ 8000

B
* 10S XREHFARA
. 32 %
. 64 fI
« XR7

- RARMNEERREIE
RILAY E AT

 "factory-reset shutdown location all"

« “zapdisk start location all"&5

« “commit replace’ BB ERLH B S
"Hderase" ( ROMMONE = )

AXHEPNEERRETREXRENEFNRZEEFEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRS , BHRRETHEAARTHBELE,

E2EE:

E1T10S XRWEN T ABE AT EER LN RENHBRENTE  ANEEEANSREEE
£,

SHEEGSTATFHIERE

- BXEHR  ATAVREERENETERE , ARERIEERE, IR -1 IHEBANG T
, BFUEEGER , BN EAR2EEES. XRE , ERGE—NERER , ARNSFNEE

o

- factory-reset shutdown location all: E =BT BMRAIBENENEENAFRHE , FRREEN
HIRES

- zapdisk start location all: Fi T Z £ #hBERFTE LB F6# 1% % 0 AP BIE.

« B RBREA P S K AMRRSPRIL R R N F R, DRREBET TR
.

[ 2.

EETREANXRRTEESFSENEBAXNTEARFE-—LEZE, Bol, A/ AFEDR
MNITEEEE.



APPSR EEREERMZITIOS XR 7.8.1547.8.20 ERINCS 5500 % FIR S P L2 MIERAN
BRER, HEAHR T MER A BB FER

EREZHREARRVEEEL]

device# factory-reset shutdown Tocation all

T

LC/0/1/CPUO:May 27 23:55:49.699 UTC: ssd_enc_server[255]: %0S-SSD_ENC-1-FACTORY_RESET : Factory reset C
device#

1 B b S & T X #“factory-reset shutdown location all’fi 5. R&iHERAF#E A zapdisk’ @ SR
% x5,

2: AT BB BR AV Zapdisk

device# zapdisk start Tocation all

MEBRREER - ERATHE , REQNBACKTHERR. REATHEEBEMK !

Sep 15 19:29:14.345 UTC: logger[69445]: %0S-SYSLOG-4-LOG_WARNING : PAM detected crash for zapdisk_clien

1B “zapdisk™ R EfL & “zapdisk_client” # 2R , SRERK O, RHEIFDATBEESSHIAR
, FESBARREEHFT T,

S 3 ROEBFAES

Core Tlocation: 0/RPO/CPUO:/misc/diskl

Core for pid = 61085 (zapdisk_client)

Core for process: zapdisk_client_61085.by.11.20240915-192911.xr-vm_node0O_RP0O_CPUO.dd2cd.core.gz
Core dump time: 2024-09-15 19:29:11.109818050 +0000

Process:
Core was generated by “zapdisk_client -a'.



WA BRHABRGET — MR XHA T BN, ZXHEREESL  WEFE , TRATOMH
EER BRI FERI T,

R =
8 RBREFEXRE A % AT,
TR BT

FIERRHOS XREAMIF ST , BRIEAR Z, BRT. HTXERR , XRHEENDSRK,
R TATAREESRINBREMNSITERE. LRERANZEERS , BN b—I EQRIEHEE
BHRIARE , EAATREBNEITRES.

-

RP/0/RP0O/CPUO:NCS-540-D#conf t

Thu Aug 7 23:30:45.335 UTC
RP/0/RP0O/CPU0:NCS-540-D(config)#commit replace
Thu Aug 7 23:30:50.118 UTC

This commit will replace or remove the entire running configuration. This
operation can be service affecting.
Do you wish to proceed? [no]: y

2. BEEXMAEal

X{NE A FCisco 8000% B B Es,

factory resetin T 2K A ERIEHE LWFTIEBRBEIE., XR2FERIRERMA, FRAEFEILFTER
CHEERITHEELZS SR, BIEMUAT B ZHMIE :

* /misc/disk1

* /misc/scratch
+ /ar/log

* /misc/config

BR T MIBRC S |, AT LAABEYIRIEBEEMRE |, FIRELTSEMER/LFF I8,
w4

RP/0/RP1/CPU0:8808-A#factory-reset ?
reload Reload the location after performing factory-reset
shutdown Shutdown the location after performing factory-reset
RP/0/RP1/CPU0:8808-A#factory-reset reload ?
location Specify location
RP/0/RP1/CPU0:8808-A#factory-reset reload location ?
0/1/CPUO Fully qualified Tocation specification



0/2/CPUO Fully qualified location specification
0/RP1/CPUO0 Fully qualified Tocation specification
WORD Fully qualified Tocation specification
all Show all locations
RP/0/RP1/CPU0O:8808-A#factory-reset reload location

3:Zapdisk start location all

eXR 6.3.1hRIR {2 HtzapdiskTh BE. zapdiskDIEEBEN BRREZZEBESMEER AR LFIECPUER
FHrommonZHBkEIMEHBFEH BEE, SHE Ziﬂ‘F(RSP/LC)’EWl‘E#H%Eﬁ RMAK I Z I &E
i, BETEFANIIE  XEEEEBEFNHEE/ 7K, E1TeXRIASRIKRAFEL TS,

zapdiskig

- BRABWTRHECPUEMR LS Azapdisk/a , MREEHBT/ EREMPRE , ATLUFERLEDN
rommonEEEEAH EEURFIRLEFENRUE B ES(SERFE /harddisk: THIXHF
)o

o BEFMEFATRH ECPUEMNR LIS Azapdisk/a , BEMITYWEOIRSEFEACLIGG T EFHMEER

To £ fb & zapdisk T RE o

- EEGRE  BOEHMEF (i ITzapdisk VLB ) BN , BEEFFNEEPRE, B
FMB S FEFHSS , H EMEEFHFETNINRERHIE,

« CLIfne:

- #mzapdisk g TERE H &R £ /B Azapdisk.
- admin zapdisk unset:7E 3% F 28 L ZFAzapdisko

o IOF :
- FECPUZEAMR L fTCalvados shellés 5 AR iEzapdisk B IR 25
. /opt/cisco/calvados/bin/nvram_dump -a
- WEE R
- ZAPDISK_CARD=1 - i Ezapdisk(TE1& Eadmin zapdiskz %)
- ZAPDISK_CARD=0 — 1% Ezapdisk(fTEEUHIZ Badmin zapdiskz )
- BE , A LAE A /opt/cisco/calvados/bin/nvram_dump -r ZAPDISK_CARD , FASRi& &% H K
e e A A,

- WERAIR/E (MIOS XR7.0.1FF88 ) :
£ R LA 1T ZapdiskBI T B LB : show zapdisk Tocations
- EXEC CLIElEEMERIRE - zapdisk start location <1ocat1’on>({§uyu , zapdisk
start location 0/1, zapdisk start Tlocation aTI)
- MRBENNEFRER , REFHLLINCORRECT LOCATION , zapdisk cannot be
initiated on this node” ¥t 1718 57 ,
;_—"I,:‘fﬂ‘ﬁ'zapdisk start location al1B¢ , BREEHRESERRGEBEEE,

4:Hderase

NERENITERTE T, A TRFECisco ASR 90008 H125Hi0S XR 64{17.0. xHBEHITFE !



1. R E2MRPEHEEE | EMER1/RP, MBEEENRP , MEEETIRE, T4 4 B8 EED
RP. SERLLERIER , E%ﬁbu%ﬂzRP/ﬂ%Hﬂ%ﬁ.

<#root>
sysadmin-vm:0_RSPO#

hw nodul e | ocation all rel oad

Tue Jun 16 04:27:50.284 UTC

Reload hardware module ? [no,yes] yes

result Card graceful reload request on all acknowledged.
sysadmin-vm:0_RSPO#

2.338 , #CTRL-C:

BUHBHBHHB AR H B AR HLHHBHGHHB AR BHB AR BHBHHBH LR H B AL R H BB HRAH A
System Bootstrap, Version 22.24 [ASR9K x86 ROMMON],
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled on Tue 07/16/2019 15:41:43.70

BOARD_TYPE : 0x101014

Rommon : 22.24 (Primary)

Board Revision : 5

PCH EEPROM : 0.0

IPU FPGA(PL) : 0.20.1 (Primary)

IPU INIT(HW_FPD) : 2.5.1

IPU FSBL(BOOT.BIN) : 1.104.0

IPU LINUX(IMAGE.FPD) : 1.104.0

DRAX FPGA : 0.35.1

CBCO : Part 1=54.10, Part 2=54.8, Act Part=1
Product Number : ASR-9901-RP

Chassis : ASR-9901

Chassis Serial Number : FOC2216NU0OJ

Slot Number : 0

Pxe Mac Address LAN O : b0:26:80:ac:81:a0

Pxe Mac Address LAN 1 : b0:26:80:ac:81:al

Got EMT Mode as Disk Boot
Got Boot Mode as Disk Boot
Booting IOS-XR 64 bit Boot previously installed image - Press Ctrl-c to stop >>>>>>>>>>>>>>>>>>>>>>>> A

3. 5B tkbios¥#Ef5 |, EFIEIN1:

<#root>
Please select the operating system and the boot device:

1) Boot to ROMMVON



2) IOS-XR 64 bit Boot previously installed image

3) IOS-XR 64 bit Mgmt Network boot using DHCP server
4) I0S-XR 64 bit Mgmt Network boot using local settings (iPXE)
(Press 'p' for more option)

Selection [1/2/3/4]: 1

Selected Boot to ROMMON, Continue ? Y/N: Y

Set CBC 0OS type IOS-XR 32 bit, EMT IOS-XR Boot to CBC
<SNIP>

BAHBHBHHR AR H R AR R HRHH B AR R HR AR HR AR R AR AR R AL R H R RS R RSB AHH
System Bootstrap, Version 22.24 [ASR9K x86 ROMMON],
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled on Tue 07/16/2019 15:41:43.70

BOARD_TYPE : 0x101014

Rommon : 22.24 (Primary)

Board Revision : 5

PCH EEPROM : 0.0

IPU FPGA(PL) : 0.20.1 (Primary)

IPU INIT(HW_FPD) : 2.5.1

IPU FSBL(BOOT.BIN) : 1.104.0

IPU LINUX(IMAGE.FPD) : 1.104.0

DRAX FPGA : 0.35.1

CBCO : Part 1=54.10, Part 2=54.8, Act Part=1

DRAM Frequency: 2133 MHz

DRAM Frequency: 2133 MHz

Memory Size: 32768 MB

Valid Flash Device returned -

Device Type 3

Id 1620512, ExtId 0, Size 8, VendorName Micron DeviceName N25Q128A
Memory Size: 32768 MB

MAC Address from cookie: b0:26:80:ac:81:a0
Board Type: 0x00101014

Chassis Type: 0x00ef1015

Slot Number: 00

Chassis Serial: FOC2216NUOJ

Cbc uart base address = 3e8

rommon 1 >

rommon 1 >

A FERAL | &AL fErommon & B“hderase” &1 ( FEXR 6.6.30R Z B N EE ZIE N )

<#root>
rommon 1 >

priv

You now have access to the full set of monitor commands.
Warning: some commands will allow you to destroy your
configuration and/or system images and could render

the machine unbootable.

rommon 2 > ?

alias set and display aliases command

dumpcounters Dump RX/Tx marvell switch counters

bpcookie display contents of upper backplane cookie

call call a subroutine at address with converted hex args



cbcO_select Select CBCO for CPU-CBC communication

<SNIP>

aldrin_init aldrin initialization

aldrin_cmd aldrin command execution

bios_usb_en bios usb stack en/dis

mvinit_strld Initialize Marvell 88E6122 Switch for LC use

hder ase

Erase all hard drive contents permanently

SSS555553355333553355555555>

rommon 3 >
rommon 4 >

hder ase

SATA HD(0x4,0x0,0x0):

Model : SMART 1iSATA SHSLM32GEBCITHDO2

Serial No : STP190505VU

Secure Erase Supported

Security State : Disable/Not Locked/Not Frozen
A1l the contents on this Drive will be Erased
Do you wish to continue?(Y/N)y

Erasing SATA HD(0x4,0x0,0x0)...

Erasing SATA HD(0x4,0x0,0x0) Completed

rommon 5 >

reset -h

Starting ASR9k initialization ...
<SNIP>
Booting IOS-XR (32 bit Classic XR) - Press Ctrl-c to stop

ES

AR T REMEEZITIOS XREGHN BN BHRF LR ITE2RERRNE EERENRES
E%o E&Eﬁlﬁﬁ?EEE%EE%H%&JE%EEE’\Jigﬁ%lﬁ’ﬂﬁﬁi’%\ FHL‘E%HBE%IJ ) E\W@:ﬁ'commit replace,

factory-reset, zapdisk*ﬂhderaseo

AXEERINE , BAT ZXRFHBUUERMAEIOS XREA LHWEE , BEWEH commit
replacefi 3 , factory-resetMzapdiskin T EBEFANMMEARENITN. FAEIENRE K ERLF
A (Bl | %10S XR 7.8.xBINCS 5500F %] ) £ | factory-reset ™2 X¥F |, H Hzapdisk JBER KR E
R , EXEFRSTMEZTRAMY , EUENRERAD EHBR,

AR TNEFOEXIRERMEPLTRI , ENEUERENATEF 2N ERTHARE,
ANHEREAXGTER. REIHRNES | FARHSE R —SREEARIFN A,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



