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https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/mob-pmipv6/b-mob-pmipv6/m_imo-pmipv6-mag-support-xe.html
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Callular
IP CORE

H‘E >

EREH , MAGEERE M B[ LMAR TunnelO,

MAG#show ip interface brief | exclude unassigned

Interface IP-Address OK? Method Status Protocol
Cellular0/1/0 203.0.113.1 YES NVRAM up up
Ethernet0/1 198.51.100.254 YES NVRAM up up

12 W [a] B

1. REBHEAMKC(MAG) LB EHKIFISPRRUNEEREER !

APN =TE X EZ3 PR/ O EBIE B M BRI BIEERE | USSIE TR
NAI =MAMAGZE/ISPHI M £&ID
LMAHRYIP i 3iE=7< 1th ISP 1R L £ | P 1t 31t

LESTEREMED LK,

<ttroot>

Router#sh cellular 0/1/0 all
Hardware Information

Modem Firmware Version = <version>

Modem Firmware built = 2015/03/04 21:30:23
Hardware Version = 1.0

Device Model ID: xxxx

Package Identifier ID: Cisco ID

International Mbile Subscriber ldentity (IMSI) = 310410901877700

International Mbile Equipment Identity (IMEl) = XXXXXXXXXXXXXXX

Integrated Circuit Card ID (ICCID) = < ICCID Number >
Mobile Subscriber Integrated Services

Digital Network-Number (MSISDN) = < MSISDN ID >

Modem Status = Online

Current Modem Temperature = 33 deg C

PRI SKU ID = <SKU ID>, PRI version = 005.026, Carrier = ISP



OEM PRI version = <version>

B A 3R BB R

<ffroot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipv4

Tma LMA_SVC

i pv4- addr ess

nai | MSI @GAPN

Tma LMA_SVC

i pv6 nmobile pm pv6-nmag

domai n LVA- DOVAI N

role 3GPP

apn

address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE Tabel MAG replay-protection timestamp window
no generate grekey

ignore grekey

i nterface LoopbackO < Logical Mbile Node Interface >




Tma LMA_SVC LMA-DOMAIN

i pv4- addr ess

encap gre-ipvé

| ogical-m | MSI @

nmobil e network Ethernet0/1 < Interface to be advertised over the Tunnel 0>

hone interface LoopbackO < Logical Mbile Node Interface >

B &

<f#froot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipv4

Tma LMA_SVC

i pv4- address 203.0.113. 10

nai 310410901877700@.3511. nts

Tma LMA_SVC
ipv6 mobile pmipv6-mag MAG819 domain LMA-DOMAIN
role 3GPP

apn 13511. nts

address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE label MAG replay-protection timestamp window
no generate grekey

ignore grekey

interface Loopback0

Tma LMA_SVC LMA-DOMAIN

i pv4- address 203.0.113. 10

encap gre-ipv4

| ogi cal -mm 310410901877700@L3511. nts




nobi |l e network EthernetO/1

hone interface LoopbackO

2. IEMAGHVIRS . INITIRAS R RMAGE I IEZEFILMA,

<ttroot>

a) non-wor ki ng exanpl e

MAG#
show i pv6 nobile pnmi pv6 mag bindi ng

Total number of bindings: 1

[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs
[Binding] [MN]:

State: INT

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: 0.0.0.0, Att: 4, |lid: 310410901877700@35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: O

[Binding] [MN]: Yes

[Binding] [MN] [MobiTle Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_INIT
Refresh time: 0(sec), Refresh time Remaining: 0(sec)

b) worki ng exanpl e

MAGHshow i pv6 nobile pmi pv6 mag bindi ng

Total number of bindings: 1

[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs
[Binding] [MN]:

St at e: ACTI VE



[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: x.Xx.Xx.x, Att: 4, |lid: 310410901877700@.35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: 3600

[Binding] [MN]: Yes

[Binding] [MN][Mobile Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_ACTIVE
Tunnel: TunnelO
Refresh time: 300(sec), Refresh time Remaining: 299(sec)
[Binding] [MN] [PATH] [GREKEY]: Upstream: 0, Downstream: 0O

3K HEE LHMAGIRES, BXBHEEZPBUNPBA , ©1RMMAGEILMASEE 89 1E 5R M R &

o

<#root>

MAG#show ipv6 mobile pmipve mag stats

[MAG819]: Total Bindings 1
[ MAGB19]: PBU Sent 6
[ MAGB19]: PBA Rcvd 0

[MAG819]: PBRI Sent 0
[MAG819]: PBRI Rcvd : 0
[MAG819]: PBRA Sent : 0
[MAG819]: PBRA Rcvd 0
[MAG819]: No Of handoff 0

Detailed Statistics Information

<snip >

AWIFREMEORETREMEISPHRFES.
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5 FALERAREE , URIEMAGHILMAZ AT 33X #k .

<#froot>

MAG#debug i pv6 mobil e mag events

-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-
-.'rApr-

14
14
14
14
14
14
14
14
14
14

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

53:
53:
53:
53:
53:
53:
53:
53:
53:
53:

30.
30.
30.
30.
30.
30.
30.
30.
30.
33.

772:
773:
773:
773:
773:
773:
773:
773:
773:
397:

PMIPv6 RIB_RWATCH: Debugging is ON

[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:

Attach Timer expired

Event received Attach timer expiry in state: LMN_READY, new s
Logical MN (310410901877700@13511.mcs) sending Attach trigger
Starting Logical MN attach timer, period (5000)

Trigger request received (Session create trigger) from (31041
Trigger attach request received

Event received 01d MN intf attached for Nai: 310410901877700@
Event received First path created for Nai: 310410901877700@13
Retx Timer expired for Nai: 310410901877700@13511.mcs



*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received ReTx timer exhausted for Nai: 310410901877700@
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received Last path Down for Nai: 310410901877700@13511.
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@L3511.nts in path state machine, path: Cel

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
*Apr 14 20:53:33.398: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140
*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@.3511. nts

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]:

Event received PBU Retx tinmer expired for Nai: 310410901877700@3511.nts in path state nachine, path: C

*Apr 14 20:53:34.423: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13

EZENEERE :
AMAG B 3) SLMARYEE,

*Apr 14 20:53:33.397:[PMIPV6_MAG_EVENT]: 244 2 Ik 2137 Naif i #9 MN
intf:310410901877700@13511.mcsTEBSBIRASHLE | B : Cellular0/1/0 , RES
: PATH_NULL , $PR%S : PATH_INIT

B) &% BILMALLUE 37 BRiE0HIPBUSH 2.

*Apr 14 20:53:33.398:[PMIPV6_MAG_EVENT]: ANai & IZHIPBUE &
: 310410901877700@13511.mcs

C)MAGHK I EIR B LMAK T IA(PBA). MAG:Sid % 3% B — NPBULIER M BB 3E .

*Apr 14 20:53:34.423:[PMIPV6_MAG_EVENT]: W E|EH4#PBU Retxitit2R 23 , AT
Nai:310410901877700@13511.mcsHE B ERRANH |, B84 : Cellular0/1/0 , RZ&
: PATH_INIT , #VIRZS : PATH_INIT

6. HEBARBIFEBEHIR(EPC) , RIILMAKR L EPBAKIEE, RARMIES ARG EIEE.

<tfroot>

MAG#

nmoni tor capture cap control -plane both access-list tac buffer size 10

MAG#

nmoni tor capture cap start


mailto:310410901877700@13511.mcs
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/epc/configuration/xe-3s/epc-xe-3s-book.html

< wait at least 3 minutes >

MAG#

show nonitor capture cap buffer brief

# size  timestamp source destination dscp protocol
0 194 0.000000 203.0.113.2 -> 203.0.113.10 0 BE UDP
1 194 1.024000 203.0.113.2 -> 203.0.113.10 0 BE UDP
2 194 3.075008 203.0.113.2 -> 203.0.113.10 0 BE UDP
3 194 7.109994 203.0.113.2 -> 203.0.113.10 0 BE UDP
4 194 15.178991 203.0.113.2 -> 203.0.113.10 0 BE UDP
5 194 31.246041 203.0.113.2 -> 203.0.113.10 0 BE UDP
6 194 65.757016 203.0.113.2 -> 203.0.113.10 0 BE UDP
7 194 66.780010 203.0.113.2 -> 203.0.113.10 0 BE UDP
8 194 68.828011 203.0.113.2 -> 203.0.113.10 0 BE UDP
9 194 72.861014 203.0.113.2 -> 203.0.113.10 0 BE UDP

10 194 80.931003 203.0.113.2 -> 203.0.113.10 0 BE UDP

BB SRS RIP#1E203.0.113.2 ( BISPHE b ) IFPBUKIE SR EFILMA IP#b4tE
203.0.113.10,

BXiEMEE , A A S monitor capture cap export bootflash:<name>.pcapiFi#3ik § H
bootflash3 LA .pcap X By 2 = £ 1% Elltftp Bk 5585

HSHWEIRT , MAGEILMAERIEIA , ELMAT RIEPBABHE S



| Time

2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14

WO~ oW w

=
=

I
(=Y
-

17:45:29,814945

0.000000

| Source

203.0.113.2

| Destination

203.0.113.10

17:45:30.838945 1.024000 203.6.113.2 203.0.113.10
17:45:32.889953 2.851008 203.0.113.2 203.0.113.10
17:45:36.924939 4.034986 203.0.113.2 203.9.113.10
17:45:44,993936 8.068997 203.0.113.2 203.0.113.10
17:46:01. 060986 16.067050 203.0.113.2 203.0.113.10
17:46:35.571961 34.510975 203.8.113.2 203.0.113.10
17:46:36.594955 1.822994 203.8.113.2 203.0.113.10
17:46:38.642956 2.048001 203.0.113.2 203.0.113.10
17:46:42.675959 4.933003 203.0.113.2 203.90.113.10
17:46:50.745948 8.069989 203.8.113.2 203.0.113.10

> Frame 1: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)

> Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: @Q:00:00_00:00:00 (00:00:00:00:00:00)
» Internet Protocol Version 4, Src: 203.0.113.2, Dst: 203.08.113.10

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436

Mobile IPv6

Payload protocol: No Next Header for IPv6 (59)
Header length: 18 (152 bytes)
Mobility Header Type: Binding Update (5)

Reserved: 0x00

Checksum: @x0001

Binding Update
Sequence number: 98

e e e e
Lifetime: 900 (3600
> Mobility Options

W muwnn

wnnnn

Acknowledge (A) flag: Binding Acknowledgement requested

Home Registration (H) flag: Home Registration

Link-Local Compatibility (L) flag: Mo Link-Local Address Compatibility

Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
MAP Registration Compatibility (M) flag: No MAP Registration Compatibility
Mobile Router (R) flag: No Mobile Router Compatibility

Proxy Registration (P) flag: Proxy Registration

Forcing UDP encapsulation (F) flag: No Forcing UDP encapsulation

TLV-header format (T) flag: No TLV-header format

Bulk-Binding-Update flag (B): Disable bulk binding update support

seconds)

7HEBEISPEXx, BRRELWISP , HRIEEEH TPMIPRS.

MAG kR E I 15 [ LMAKIPMIPVEP2iE ( PBUFIPBAKIEERH ) -

12 i 7] &

1.REBIHEAMK(MAG) LHVEE,

2. WEMAGHILMAZ B] Y K< BX o

<ttroot>

MAG

#sh i pv6 nobile pmipv6é mag bi ndi ng

MAG#

3. UFPBUMPBAH £.

<#froot>

MAG#

show i pv6 nobile pm pv6 nag stats

|seq

Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding

Update
Update
Update
Update
Update
Update
Update
Update
Update
Update




[MAG819]: Total Bindings : 0

[ MAGB19]: PBU Sent . 48
[ MAGB19]: PBA Rcvd . 36

[MAG819]: PBRI Sent 0
[MAG819]: PBRI Rcvd : 0
[MAG819]: PBRA Sent : 0
[MAG819]: PBRA Rcvd : 0
[MAG819]: No Of handoff 0

<snip>

Trigger Sent Stats

Response to DHCP DISCOVER : 0 Response to DHCP REQUEST : 0
Response to ARP REQUEST : 0
Response to GARP : 0 Response to Rtr Solicitation : O
ATTACH QUERY Sent : 0
CLEANUP | NDI CATI ON Sent o 37
Resp to MCSA CREATE REQ : 62
Resp to MCSA UPD REQ : 0
Resp to MCSA DEL REQ : 0

A)RESP to MCSA CREATE REQ&R RMAGIEREEFILMA, HLMAIELPBUR , MAGLUE RIS
SHETFR,

4.3 Fldebug ipv6 mobile mag events SAIIEMAG £ & REVEEIRCHB,

<{froot>

*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Attach Timer expired

*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Event received Attach timer expiry in state: LMN_READY, new s
*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Trigger attach request received

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@.3511.nts in path state machine, path: Cel

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
*Apr 17 18:13:22.885: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv length 148
*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@L3511. nts

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

nessage received: PBA

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:



PBU rejected by LMA, NAI:310410901877700@3511. nts, status: 130

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

PBA: nai (310410901877700@.3511. nts), nai len: 26, |li (310410901877700@35), Il len: 21, att:4, lifetime:

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

Event received PBA reject for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

<snip>
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: S

endi ng cl eanup ind reason Last path Down, orig_event PBA reject

*Apr 17 18:13:22.886: [PMIPV6_LMN_EVENT]:

Event received O eanup request from MAG in state: LMN_READY, new state: LM\_READY

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@3511. nts, Sending |Pv4 address cleanup indication for address (0.0.0.0)

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Binding Removed

BERNEERE

AMAGE 3 ELMARE#,
*Apr 17 18:13:22.885:[PMIPV6_MAG_EVENT]:Z=4 2 W 215 Naifff i A9 FMN
intf:310410901877700@13511.mcsTE R RRRASYLAF , B : Cellular0/1/0 , RS
- PATH_NULL , #TIRA : PATH_INIT

B)PBUMMAG % 3% FILMA.

*Apr 17 18:13:22.885:[PMIPV6_MAG_EVENT]: INai &= #IPBUE &
: 310410901877700@13511.mcs

C)MLMA ZI#IPBA.,
*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]: U ZI#9 34 & : PBA
D)E F A1 130,LMAIEL T PBUK &

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]:PBU#LMAIE4
, NAI:310410901877700@13511.mcs , A7 : 130

E)B T 13130, MAGIE4 T PBAE .,

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]:PBA:nai(310410901877700@13511.mcs), nai
len:26, 11i(310410901877700@135), Il len:21, att:4, lifetime:0, status:130

F)H FPBUFMPBABIE 2 IEL , HItEMAGEIR EINULLIRZS



*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]:Z4 Ut E|#INai PBAIE4E
: 310410901877700@13511.mcsTEBRERARSHLAF |, B84 : Cellular0/1/0 , RZAS : PATHLINIT | ¥
RA : PATH_NULL

G)CleanBE R R R~EEEMEVEMLMAKFRE.

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]: EE £ 5B EREESE —MEEXH |
orig_event PBAJE 4.

*Apr 17 18:13:22.886:[PMIPV6_LMN_EVENT]:E4 B IR EIR AMAGKE BB R |, & FUTRS
: LMN_READY , #¥TIR# : LMN_READY

*Apr 17 18:13:22.886:[PMIPV6_MAG_EVENT]:Nai:310410901877700@13511.mcs , IEfE X%
#131E(0.0.0.0) B9 IPv4 it 11 5E BR 8 7R

BRARARSHLMAKRE | UIEZHIELBRERET ., HYMAGWEIPBART , ATLAE Flix L&



K15
PBA:nai(310410901877700@13511.mcs). nai len:26, 11i(310410901877700@135),
Il len:21, att:4. lifetime:0, status:130

BESRERB,
BB iR
0 CIEZHEEH
1 BiEZ  BEEEMREAN
128 RRXIEE
129 EEMEI
130 RETE
131 AXEREEM
132 FEEFW
133 BT S IEAR TR
134 EE 3t N 5k W
135 FHSEEEND
136 RMHET 2LZESI
137 T HIMnonceZ 5|
138 T HiBnonces
139 TRFEICEMIER

5. 4KELHIRER AR EAVIRGEIFE |, ARIEEIABIEEPHNBIIPveRk.

B IR
WA BHIR



14 2023-85-88 11:33:10.893654 203.0.113.10 203.0.113.2 Binding Acknowledgement

marmm e mEmE e F o Ee marmar m WoAm s SramEs A f  EeR WA RS AIrE e R m e w mer ) Erir R EmArar s e w e m o

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436
- Mobile IPvG
Payload protocol: No Next Header for IPv6 (59)
Header length: 16 (136 bytes)
Mobility Header Type: Binding Acknowledgement (6)
Reserved: @x0@
Checksum: @x@eae
+ Binding Acknowledgement
Status: Insufficient resources (138)
@... .... = Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
.@.. .... = Mobile Router (R) flag: No Mobile Router Compatibility
..1. .... = Proxy Registration (P) flag: Proxy Registration
coal oac TLV-header format (T) flag: No TLV-header format
«sss Bu.. = Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 149
Lifetime: @ (@ seconds)
~ Mobility Options
> MIPv6 Option — PadN
> MIPv6 Option — Mobile Node Identifier: 318410981877788@13511.mcs
MIPvé Option — Padl
MIPvé Option — Handoff Indicator: Handoff state unknown
MIPvEé Option — Access Technology Type Option: IEEE 882.11a/b/g
MIPvEé Option PadN
MIPvEé Option Timestamp: May &, 2823 17:33:10.175094604 UTC
MIPvEé Option PadN
MIPvé Option Mobile Mode Link-layer Identifier
MIPvEe Option Padl
MIPv6 Option — IPv4 Home Address Reply: Virtual : 9.0.9.9 LMA did not reply with a success address
MIPv6 Option GRE Key to establish the tunnel
MIPvE& Option PadN
MIPvé Option Vendor Specific: 3GPP Protocol Configuration Options
MIPvE6 Option Padl
MIPv6 Option — Padl
MIPvEé Option Padl
MIPvE& Option Padl
MIPvé Option Padl
MIPv6 Option Padl

Code 130 insufficient information

(EEF S



17 2023-05-08 11:33:15.953328 203.0.113.1@ 203.0.113.2 Binding Acknowledgement

neEauen LENYLIl: 40 L4JL UYyLED)
Mobility Header Type: Binding Acknowledgement (&)
Reserved: @x@@
Checksum: @x@e@e
+ Binding Acknowledgement
Status: Binding
@... «... = Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
«@.. .... = Mobile Router (R) flag: No Mobile Router Compatibility
««1l. .... = Proxy Registration (P) flag: Proxy Registration
«2a® .... = TLV-header format (T) flag: No TLV-header format
anns Baua Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 15@
Lifetime: 90@ (3608 seconds)
v Mobility Options
> MIPvE Option — PadN
MIPvE Option — Mobile Node Identifier: 3184109@1877700@13511.mcs
> MIPvG Option Handoff Indicator: Handoff state unknown
MIPvE Option Access Technology Type Option: IEEE 882.1la/b/g
» MIPvE Option PadN
» MIPvE Option Timestamp: May 8, 2023 17:33:15.187896728 UTC
MIPvE PadN
MIPvE i Mobile MNode Link-layer Identifier

Accepted Binding Code 0

LMA replied with an IP address
for establish the reverse Tunnel

Vendor Specific: 3GPP Protocol Configuration Options
Padl

Padl

Padl

Padl

Padl

Padl

Padl

Padl

Delegated Mobile Network Prefix: 192.168.1.8/24

d O

6. 5N A ISPHITIRIE. EXHERT , A TEYRMERBE , LIMANZT Xt

PMIPv6I&[E ZLMA

*May 8 23:09:33.631: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:09:33.632: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:15:39.067: %PMIPV6-5-TUNNELDELETE: Deleting the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:17:16.655: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:17:16.656: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO

15 i 7] 7R
1RIERLREERREFES,



B 2T PP PR A A SE EL

2. 85Edebug ipv6 mobile AR 1R % B B FPBUKIE S KIZEILMA,

<#root>
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]:
Attach Tinmer expired
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]:
Event received Attach tinmer expiry in state: LMN_READY, new state: LMN_READY

*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)

*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]: Trigger attach request received

*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received dd MN intf attached for Nai: 310410901877700@3511.nts in path state machine, path: Ce



*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received First path created for Nai: 310410901877700@3511.nts in state: INIT, new state: INIT

At this point the MAG waits for a reply from the LMA to establish the tunnel. Since the timer expires,

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Event received Last path Down for Nai: 310410901877700@3511.nts in state: INIT, new state: NULL

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]: Trigger Reply sent in Bul Null state entry for Nai: 310410901
*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]: Event received Trigger Attach Failure in state: LMN_READY, ne
< snip >

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

sendi ng cl eanup ind reason Last path Down, orig_event ReTx tinmer exhausted

*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]:

Event received Cl eanup request fromMAG in state: LM\ READY, new state: LM\ READY

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@L3511. nts, Sending | Pv4 address cleanup indication for address (0.0.0.0)
*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@L3511. nts, Bi ndi ng Renoved

< Snip >

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Event received New MN intf attached for Nai: 310410901877700@
*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)

*May 9 20:28:41.955: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:41.956: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:42.979: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:45.027: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs



*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

nessage received: PBA

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: P

BA: nai (310410901877700@3511.nts),nai len: 26, Ili (310410901877700@35), Il len: 21, att:4, lifetine::
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

Event received PBA accept for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: Starting Refresh timer, period (300000)
*May 9 20:28:45.229: PMIPV6_LMN_EVENT]: Received event (20)
*May 9 20:28:45.229: [PMIPV6_LMN_EVENT]:

Addr ess change event received for Tunnel 0

*May 9 20:28:45.229: %LINEPROTO-5-UPDOWN:

Li ne protocol on Interface Tunnel 0, changed state to up

*May 9 20:28:45.230: %PMIPV6-5-TUNNELUP:

Bringing up the Proxy Mbile IPv6 tunnel Tunnel O

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Adding V4 Tunnel, Handle (Tunnel0), mode: (GRE_IN_IPV4)

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Stopping Retx timer for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Event received First path UP for Nai: 310410901877700@13511.m
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Updating binding succeeded
EERNWEEAES

AMAGESLMAREZ B H FF WAL,

*5 59 H20:28:26.784:[PMIPV6_LMN_EVENT]: i pnit et s 233 £
*5 59 H20:28:26.784:[PMIPV6_LMN_EVENT]: =4 & W21t hnit et s2BUHAIR A
: LMN_READY , $7R7 : LMN_READY

*5 39 H20:28:26.784:[PMIPV6_MAG_EVENT]:E 4 2 Naifft hn#Y IHMN
intf:310410901877700@13511.mcsTERFRRSH A |, &R : Cellular0/1/0 , IRZ : PATH_INIT , #7
WA - PATH_INIT

*5 49 H20:28:26.784:[PMIPV6_MAG_EVENT]: W ZIE 4 ANai I BRI 5 — Mg &

: 310410901877700@13511.mcsIRZ : #1%R , FRAS : A4

BIRSLRIE—FBHRHEE |, LAMBRZ BIRYSRE H B M HHBRE,

*5 A9 H20:28:39.523:[PMIPV6_MAG_EVENT]:E 4 # K EINaiky & /5 B B K< i
: 310410901877700@13511.mcs’RZS : #%R , #TIRA - NULL

*5 9 H20:28:39.523:[PMIPV6_MAG_EVENT]: &% 5B EHRER FBREXEA | B =4
ReTxitif 282 &R



*5 A9H20:28:39.523:[PMIPV6_LMN_EVENT].E# B W EIR EMAGHIBEEER , & TFUTRE

: LMN_READY , #1R% : LMN_READY

*5A9H 20.28.39.523.[PMIPV6_MAG_EVENT]:Nai:31 0410901877700@13511.mcs , IEFE A& 1%
#13k(0.0.0.0) 89 IPv4 it 1k 55 BR 8 R

*5 H9H20:28:39.523:[PMIPV6_MAG_EVENT]:Nai:310410901877700@13511.mcs , B Ml BR45

=

E
C)ELMAKRIEPBUEE LA FHIBEEO, MAGK R/ , PBAEZIBRE.

*5 A9 H20:28:41.955:[PMIPV6_MAG_EVENT] : HINai%& %K PBUKE
© 310410901877700@13511.mcs

D)MAGHILMA# W H 22 PBA,

*5 A9 H20:28:45.228:[PMIPV6_MAG_EVENT]: I ZI#YE E : PBA

*5 A9 H20:28:45.228:[PMIPV6_MAG_EVENT]:PBA:nai(310410901877700@13511.mcs), nai
len:26, 11i(310410901877700@135), Il len:21, att:4, lifetime:3600, status:0

*5 A9 H20:28:45.228:[PMIPV6_MAG_EVENT]: I NaiiZ i I E4PBAES

: 310410901877700@13511.mcsTERR BRRASHLA , B : Cellular0/1/0 , RZS : PATH_INIT , #7
IR : PATH_ACTIVE

E)F$E0E L,

*5 49 H20:28:45.229:[PMIPV6_LMN_EVENT]: 4 ZI 69 TunnelOts it 8 2 5 44
*5 49 H20:28:45.229:%LINEPROTO-5-UPDOWN: 3 O Tunnel0 L & Bt , RAE & Hup
*5 9 H20:28:45.230:%PMIPV6-5-TUNNELUP: /& FI X B2 % 2 IPv6B2 B Tunnel0

3.HKEWIRE AT ENIEFTFE , AR IEBEIREEMAGHNLMAZ A HE,

| Time | Source | Destination | seq
2023-85-88 17:39:27.111994 203.8.113.2 203.0.113.10 Binding Update
5 2023-85-08 17:39:30.184528 203.8.113.2 203.0.113.10 Binding Update
11 2023-05-08 17:39:42.285758 203.0.113.2 203.0.113.10 Binding Update
19 2023-85-08 17:39:58.357894 203.0.113.2 203.0.113.10 Binding Update
2@ 2023-05-08 17:39:58.368576 203.0.113.10 203.0.113.2 Binding Acknowledgement
66 2023-05-88 17:44:59.532368 203.0.113.2 203.98.113.10 Binding Update
69 2023-85-08 17:45:13.679442 203.0.113.2 203.0.113.10 Binding Update
76 2823-85-08 17:45:44.998085 203.8.113.2 203.0.113.10 Binding Update
77 20823-85-88 17:45:48.062409 203.8.113.2 203.8.113.10 Binding Update
79 2823-85-88 17:45:48.883544 203.8.113.10 203.8.113.2 Binding Acknowledgement

ESHNERF , MAGIEREIALMA, LMARIEMER ; BR , HTEBHIARE , MAGEE—
z‘ki&%ﬂ&m‘tblﬁuo
—BERARE  BERSEBTRE,

4. 5N ISPRIEX M AIRE ZE BN ERERRE

Additional Information

PMIPTRiT R 2 MISPIREIZRIABE . N TIRBEENEILRRE , FEF —FIEOLMANIPH EVLEE
B, FEESEORNMmIT—Bk,


mailto:310410901877700@13511.mcs

~
ip route 203.0.113.10 255.255.255 cellular0/1/0

RiF R
EErBE A 54 (IMSI) HSIMFE LB FERBES

ERR B RS R (IME)

D ELABIRB 15T

£ 5 BB £ FR IR (ICCID)

NEHSIMFIETE T 19%12042 K43

B uhEFRA - B %55 (MSISDN)

ISPABENBIREZRS, XSEER/HXAH
MOBHRS.

P 28 13 [RI PR IR AF(NAL)

R4& 75 7 & 40 I L HA E) 2 P iR iR XAV AR 7= & 2

ERIMEREEZENBHRZFNEER (BFd
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BIHHAMN) igggﬁngiﬂJﬁﬁ%ﬂ’ﬂPMlPFﬁ%H@IPE*IL
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REEHh 3t (HoA) LMAM: % Bl B9 B0 75 IP #b it
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28 fih & 2 31 XX ] R




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



