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EdEEL: PR

AP REEEA T A LUZ1TCisco 10S XE 17.18 2R E SR A RUMIFERE. HH3ECisco
|0S XEB&HIzR. MHLMWLC,

AXHEFNEEHBRETREXRERETNREFREN . ANHEPERANAARZERIERAR
wh(IA) BE. MRENMELTEIRS , FERRETRAERSHBERRE,

B R

BN BEMRRELZENMIANRE, MBRFRENESEAMINE , UREESmEEMYE , BRR
DERMNETmOREE , AZARE#REDZERE,

T o 1 B8 B S AS BA K Cisco 10S XERHFIIE R , WA UK B AR EMANRAENZLZE2RES
MEHNESFAER. ER , AXHEEMNETXEERREE R D M ERKEAHFRNERGH
MERSEW,

THERTEE

ANTHEBLDEER , RAXBNZEREXEK  ANSGARERBEDEFNPHNTHEE , B
RASHBENFERERFRZEHNENMN. FIEE , FREEENH RIS REET HRER D
Wl —MIHERAUREEBES R , M5 —MIEEE A RE M.

E—HE

g
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[ ]

BEXEF LR , AFSECLIERIES., BIMNBEMRRENTREEERNINR , SUE
ERAUABRITYERIELREMIET. ITRBABVIALEREFIZENESHEE. LTE
EMBENTZERETMEAHFETZEER,

Cisco 10S XEMA17.18. 2R E — MW TR 2 I EE5| AB S ERIVERFIRA.


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening

BB : BRI

RANBERTLERTEFTREYE  ARERBNASRESTERR (BE5IATZ2EN ), #W
BERNBHRELEIT , EFZERZERERAXETIZ2MEE. HEE , Cisco lOS XEFA LY
HLEDRETRER TERHIBTER : A1 AT A

EEEBRZIRAE R MRANES

Cisco |I0S XEHRZA26.1.12 5% — MIX T L2 WEE5| ABRBI BB B,
BB - MIER

méﬂﬂ“ﬁ?LHTE’JTRéIﬂﬁm YREMBRN B RAFERERXAERMR, Flm, JTZRAND
BE ( LISNMPV2 ) WEDARE LR E AR ThEEE,

Cisco 10S XERRA26.2. 1R E—MIH T2 2 e 3| AMBRH BB IRA,
X
R P RERE RN FROBRIBEN | XESPFREMA, AXMRLIARLERS,

» show system insecure configuration
- MW TATERM TREAMBHIAFNNANTZEEE. ET2ETLTESEMESE
R BN T Z2EE, KW SEERT —XITRENEEAMNERITE ( EiTetss
MTPLZ2MEERE B PHFANSR ) .
* show system security mode
LR TRHEE RRBLTZ2EAFI AR EANEER L.
. show running-config all | include system mode insecure
- B TERRREEXNTZEXBFIRNETEE (2 ERIARE ). BFSHAEX
Z2E" By AL FHAER
* test system secure all
- @RI ENEIT AR £ E B H S Rshow system insecure configuration#i i, X
B TEESRGRHFAZEMIENEE , mMAFFSABITISRIH,
» show system insecure profile
Jtlsup SERREEIZEHMRA £ B TR N B Restriction-phase insecurefii B, FEEZR%E
TRENBFERE  BEXHATNILRLBEEIRSTMER. XATERBIREZL
L—"IHU@EEE’JTRéIﬂEm TRAERERMBINMERGMRIZLEENSIR, BX
FIEREZSXK , BSH HMERF o P @{LiEmE.



SEEEIN 53 =Em

TSN ZE2NEERHE

AP FANBNFALLHERENES HENBLZIHEEITNESL , URHEHESTHR, BFEFRZL
2MEER , EF 2Bl Mshow system insecure configurationfii HRE %k, Bt EHE N300 8
NAEREZT , AEFEEKAIODHMER, B, ENATZLNEESHEN N %SYS-4-
INSECURE_CONFIGRZIBEZ BHRZARRKRFER T HWIER,

FA P AT LA A show system insecure configurationfi T EE T —RIAMIZ 1T 51 B Fl R BT (Al i‘l‘E'J‘%E
EREHENE—PoF. F-ITFIETEHTHREER , HEESHHAXN T LB B
—IRAHE -

<tfroot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

Pending in 8 min O sec <<<----------

Database State: Update Scheduled

<snip>

—NRBIERE EXAEUARRERNIEAEEES , EETEN T RN EE# THMERLSE

<{froot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis



Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

No pending updates <<<----------

Database State: Stable

<snip>

FA P BT LA Fitest system secure all@ff SR FIZEVEFHFH. BRTETIULEHFAEZN , kHw
¥ & "show system insecure configurationfii . XEB T EEXERIFMTRLIFCHNEE , ML
FEFABIT ST,

TR EES

M17 18 2T GBI AB SR , AP AR RIUTRE R FREE !

%SYS-4-INSECURE_CONFIG: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation: <REMEDI.
%SYS-4-INSECURE_DYNAMIC_WARNING: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation

X LEH B IIE

- EHRAERBFHEENAMG (HIMLOGGING, HTTPZLINE )
- WEARBESEHENBERE

- BH : EEFEAITZENER

s N EBEFZENERATRMENIRE

2 MRE LRSI, BENEREAFIEXEFTZ2NRE , WEAFE

EE : MCisco I0S XERA26.1.1FF % , INSECURE_DYNAMIC_WARNINGEEEEEM
BRIETRTLZ2WEE , MINSECURE_CONFIGHEEREIMNERIERTLZEMEE, show
system insecure configuration#i i 1 {X & RRestriction-phasefit &

iR FEASERINFENATRENEERFTR, WA, SNTUAEREHRHAERE L
o BRREHERHEBEINEZHHEER , B HABMEMEMCisco IS XEREBEESE,


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html

BLERTAHIMN RS AERH

LTRNAFTZENEEETAHANRE AT HEE TG, W THNBRMAREEERHE 2 Frh
R, NATREEER  JRFERSHIHT2ERUTHEER

! Feature in the Warning phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_DYNAMIC_WARNING: Module: HTTP - Command: ip http server - Reas

! Feature in the Restriction phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface Gigabit

B E RN RS B ERG

XERBHNERNREIER, WTRERNINENTREEE , REHB2ET—FHER

! Feature in the Warning phase:
INSECURE DYNAMIC WARNING - Module: HTTP, Command: ip http server , Reason: Legacy protocol poses da

! Feature in the Restriction phase:
SECURITY WARNING - Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No

TREEN

MCisco I0S XEfRA26.1.1FHBEIATZ2RK, FTLZ2RABEPYTHENEFRLBBESAKKE
EMZ 2 BNEE, MMALZLEAEER , B TAKEERANBTN AR EDERTIRE , B
HICMERELXTREZEXNRAFTEMUAEZRE, EZHNTREENAZH RINREZFZH , ©
EAURE R Z2YENHEIN, FREEXEAWESEINR X EFANIIEHRTHRL LN
¥, XEDRFEEF MR, T22EANBENRFEFFEIBIZRRIMHEARPHONGE |, Fat
B A PR )k 2> 7] B tH L By Zh BE o Mo

FNFH BRIANEHFENEHTLE , RABAT2REZEBEN(TREEXNT L) , XEKE
BREFAATAPRARFHMBETLZENEE. AP EEMEAsystem mode insecure2 FEEE X B
ATZeEX |, LENARFNBETZEHNEMDIL. LTFEEMERATZEIEEMBMUDAE
Z2BAXTHA , BelIBISERBEHE,

RESRIREERN

FA P BT LAfE Fshow system security mode@ TR ERZRBLTREERFFTLZLEN, show



running-config all | include system modefn T ERRIZZLA FLZLERK AL LER, allxBFE
FREEHEHPSERANEE , ANRLEXRHHENRIANRE.,

UTRHRRTATEZEEANRE

<ffroot>

Device#

show system security node

System Security Mode :

Secure

Device#

show runni ng-config all | include system node

no system node i nsecure

MENSTITATRERZERBLTAZ2EN

<#froot>

Device#

show system security node

System Security Mode :

| nsecure

Device#

show runni ng-config all | include system node



syst em node insecure

BFRLZEEN

BRATZ2ENX

APAUUERARGERTZ2NEREERATZ2ER !

<ttroot>

Device# configure terminal
Device(config)#

system node insecure

BRZEERN

A F Al L E FAno system mode insecure2 BB ES AZ &R :

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure

BRZEEANER

BEHRARERN , FRITUTERE

s FAFRENRERBHBLITK , FE
« BANREZFBBRAABEFRENEE

MRAERFLZENEEAHE , REcEBHITSIHERFAAFER !

<tfroot>



Device# configure terminal
Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure configuration scanning is in progress. Try after 4 nin O sec

FA P2 AT LA Fltest system secure all#i 558 #I 3 ENE #7334,

MRITSRFPEAEERHETKE , REMRUEFAFLZENEE , WRETHAREER,
AP RXEFRLZENERE , RETRHAAZTEERN

<ffroot>

Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure cli(s) are present in system

HMEXWANERRE , AFATUERREER

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure
YSYS- 4- SYSTEM _SECURI TY_MODE_CHANGE: System Security Mde Changed from | NSECURE t o SECURE

MAFZENEE

EZeEXT  NRAFPZHNAZRNNBENTZLEE , IeEREIRERE , BFaNAZEE
o Plan

<ttroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

%rror:lnsecure configurations are not pernmitted in secure node.

To proceed, set the system mode to insecure using the command



syst em node insecure

, and then try again.

Module: FTP, Command:

ip ftp source-interface GigabitEthernet0/0/0 , Reason:

Y%ERROR: Security policy check failed, configuration can't be applied

Device(config)#end

BERHREMEAIE R
ANARRZENEE :

HERARBLTZEEX AT ENARENTZEERE,

Device# show running-config | include ip ftp source-interface

Device#

ENARBMBRTRZENEE

<tfroot>

Device# configure terminal
Device(config)#

syst em node insecure

Device(config)# end

Device#show running-config all | include system mode

syst em node insecure

—BRFBFLETARZEERX

B2, NATARENEE :

<tfroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

SECURI TY WARNI NG

- Module:

FTP, Command:

ip ftp source-interface GigabitEthernet0/0/0 , Reason:

No encryption is configure

&) LA A

, AFREEAEARGERTZ2N2REEEAEATLZ2ER

RANARFMNBEN T LZL2EE, BENQERRUNZEEBEHE

No encryption is config



Device(config)# end

Device# show running-config | include ip ftp source-interface
ip ftp source-interface GigabitEthernet0/0/0

Device#

RAPELBIEEHES  RERAFIETZENEE. BATAHATXXLHESFITHERA SR G HER
RitetE:  REERZARFEMIHIRETEREAE

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N

FER , AFLTRHEMERNVDENPUFERMEATLZLEN. LTEEMERVBEMBILE
EREEATNHA

BRI HBREFTLZERN

ZCisco I0S XERZEALRE26. 1 1HEBMAN , REESISIBPRMUETARIINEBEHNT LS
BE , FEFERHERITRZLER., APEFELBCSF 3R system mode insecure2 HEL
& , ™ B 7E3 ARestrictionBt BBt R X T % £ Ih i B E M &0,

HWRBINBM17.18.2 ( HFZEFLZLENRER ) ALT26.11 ( EFEXTZ2EXER )
EHhEuHBRITZLER, RENMNBANTZ2Iip ftp source-interface GigabitEthernet0/0/0EL &
Fig.

B4 , &% MCisco I0S XERRZ~17.18.2FF 14 :

Device# show version | include Cisco I0S XE Software
Cisco I0S XE Software, Version 17.18.02

BNE - M TLRENEIE :

<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------



<snip>

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
Reason: No encryption is configured
Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
Config Mode: configure
Status: ACTIVE
Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

LA, BRAFRA REEN TP REEN IR

Device# show running-config all | include system mode
Device#

REMEREALT26.1.1, BIATRERAMAZ KN,

Device# show version | include Cisco I0OS XE Software
Cisco IOS XE Software, Version 26.01.01

MANAHRNTREEE :

<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Conmands: 1 <<<----------



<snip>

| Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

BT FELL (JEM ) REMRFLZEEE , RERNEH B RRITREEN .

<#froot>

Device# show system security mode
System Security Mode :

| nsecure

RERXTLREREBINA

<{froot>

Device# show running-config all | include system mode

system node insecure <<<----------

system mode warning periodicity 24
Device#

AR, FEEENERNTREBEETMRANTRERANEKR. ARFFERFHMEHNTLZEE



B AR B iR,

INER &

BB WERDEMBRMER ( E=MER ) ZAMT TN RN EIBIELZLNEE. BRE
BT - R TheE |, iR AR ENEEHUECNETENES.

BENANTZEEE

Pl LA E & 251 Fshow system insecure configuration EXECET S R AN RFIMBRTZ£EE
. HWHTHEBEEE26.1RESRAFHshow tech-supportii ., LUTEMAT =EREHIBER
FREBEMNRZHNROIHE L

<tfroot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands:

3 << Nurmber of insecure configurations identified

Database Type: Active (Current State)
Scan Status: Complete
Next Update: Pending in

10 min 0 sec <<<------- Time remaining until this output refreshes to reflect

Database State: Update Scheduled

any configuration changes appli ed.

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries



: FTP
| Parent Command: NA

CLI Conmand

: ip ftp source-interface GigabitEthernet0/0/0
|

Description

: FTP service enabled - transmits credentials and data in plaintext, vulnerable to interception

Reason

: No encryption is configured

Renedi ati on

: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>

Etiﬁitﬂ@?ﬁﬁ%@aT;zélbﬁ‘éﬂﬂiii’%ﬂ’]%ﬁynw RGTHAERE (MRXRREERE ) . FICH
BECLIGT, HIENTRENREANRE I Zanw AR ANURAE,

FA P2 3& m] LAfE Fshow system insecure profile i T EB BT L EMCLIERXNNEE SR, Zishow
system insecure configuration & /= = 6] M A K R HI T R L& B ERY , show system insecure
profile & 7~ & 45 B4 M B9 F B Restriction-phase insecureBli&, MEZEREIEBNIFELXRE | &
EXHFNTRZLEEINRITHERN.

ENTREEIER AR A



XEREFERTAPOMARN, RN IHELNTLLEE. TieAFEFNA
INSECURE_CONFIG%£: H %58 Bi& show system insecure configuration#ii i , B RIEBSSHE T 3%
4 SR %5 Bh R o] sE R #A it 1R B FN B A7

T REN RIS E

LTRERZLBINESHEE

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp username cisco - Reason: No encryption is configu
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp password * - Reason: No encryption is configured

& 1] LLiz 1Tshow system insecure configuration REE A XX ERLZ2HEENEHMER :
<#root>
Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 3
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

[ Module: FTP
| Parent Command: NA
| CLI Command:

ip ftp source-interface G gabitEthernet0/0/0

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured

[ Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

[ Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne



| ModuTe:
| Parent Command:
| CLI Command:

ip ftp usernane

| ModuTe:
| Parent Command:
| CLI Command:

ip ftp password

Description:
Reason:
Remediation:
Config Mode:
Status:
Severity:

Description:
Reason:
Remediation:
Config Mode:
Status:
Severity:

FTP service enabled - transmits credentials and data in plaintext, vulnerable t
No encryption is configured

Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
configure

ACTIVE

HIGH

FTP service enabled - transmits credentials and data in plaintext, vulnerable t
No encryption is configured

Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
configure

ACTIVE

HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK:

Processed entry 3: ip ftp password cisco

DATABASE SUMMARY

Total Active Entries Processed: 3

<snip>
Device#

&R SEZERSFELTERE :

Device# show running-config | include ip ftp
ip ftp source-interface GigabitEthernet0/0/0

ip ftp username cisco
ip ftp password cisco



APFALBIUTERERETILZEEE :

<#froot>

Device#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Device# (config)#

no ip ftp source-interface G gabitEthernet0/0/0

Device# (config)#

no ip ftp usernane

Device# (config)#

no ip ftp password

N2 AEZLSNMPHHMY

XRIRFLETHESHER :

%SYS-4-INSECURE_CONFIG: Module: SNMP - Command: snmp-server community * ro - Reason: Legacy protocol po

#& 0] LAE {Tshow system insecure configuration REEEX T 22 BHENHMEER

<ffroot>

Device#

show system insecure configuration



ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 1 active insecure CLI entries

| Module: SNMP
| Parent Command: NA
| CLI Command:

snnp-server community

| Description: SNMP Community string configured - uses insecure SNMPvl/v2c protocol vulnerable
| Reason: Legacy protocol poses data confidentiality and integrity risks due to lack of e
| Remediation: Configure SNMP v3 User

| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: snmp-server community cisco RO

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

Device#

XL HSEEREEWEES

<#froot>

Device# show running-config | include snmp-server

snnp-server conmmunity



% 7 7] BU{sE FE SNMPV 33 (T & 1938 3F A1 052 (authPriv)# 1T 3N R

I REEE (FAQ)
EERARAFAERITXEER?

. RNEERTXEENR , BIREATRENESIIE, SIAEBRANFRFNEE , BIRELR
SRME , REBEMBEMRBHNRZEMNEY, XESHERTRIFFFRZITHNELTHN MR
B BAENEE , AEMENEFIUTESRREEMT ER, B4R , ZITNENRNSE
MARNEARMWE—IIR, ZLATFHNERM

R EERTREHRENRFZFERHMBRARZZNEHRAN , 2REFLTR?

A HRFARIGEDRENRS (BB ) RAN , REHESISTIBEFRVUFTLZENVEE |, 7
B RBHRRI TR EER,

A EERFR2MENRZEBRNBRARZZNEIRAEN , 2REMFLER?

A: HERARINATEINENER (=R ) AN , BROEENTABYTH, ARXIESTE
BT THIRETIBEE,

R ER —MRAFREMER TR E/ITHEE ?

E HIEMBETRZENDRETFLER —REAPBIER, BERNBEXAIMEREZE , EAT =/ EAE
AFRLZLINEE  BEACEEEIRNIFRZLIMERNAHES  RAEESRIAZAXLEHERLERE
EAXBABRRE (BYSIATZLER ) REFIHEER , ZREERKRBRA P T2 BRIX L IIEE
o HETHEETILABKS “BREIME , BEENES BEMR. WEREIENGENMEEMSE , BS. R
) A BR BV iR A5 RIRER SR , WCisco I0S XE, Cisco I0S XR, Cisco NXOS, Cisco ISE#
Cisco ASAIFTD, WA T REAMHEFAGHHRERE , AFEFEFAENETEIZENERS R,

[B]: AT L 2 T Re e 2t A “BR &M BR" B ER 2


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html

A R2YRAEARFIHBERN RO RRDENRERSETF. AXEAREE  FSRILER
JH A0 A BR 1% 4R (5 B 34

R RNBFETLZLIREFEBLEELTR?

A BEFAUSRIERBRMBUERTES , BESHIARZENENDUHBUERCT R,

FLAMAEERINA T BEFLRENEE ?

Z REERLUNATBERGMRAILZEEE , ATFECisco 10S XE 26.1.1 % ESMRA L £
Fishow system insecure configuration@s &3, ttanFiRMIRE LEENRFIM BT LLINENGS
HlFK, LA , FECisco SD-WAN ManagerH |, #& 8] LS EMonitor > Advisories H# i%£$%Insecure
Configurationsi®Tl+~ , AEFRZ. BELANERBDNFILZLEE , UARIRSTRERE., LUBX
AT/ 8 RIEFT—k , UBRREBREFEE,

LA ERLERMFRAN LFIE RN T REEENIIR ?

A : 20] L E B 55 show system insecure profileZE & R4 248 U B9 FT & Restriction-phase insecure
CLIERX K EEIIR, Sshow system insecure configuration ( RETHTNAN A LZLEE ) TE
, BEXHHEERIINBSEMBCANTZERE , AEEZEREIERNREM T ER.

FEMYET —NMNRLHNEE. NHAETHAEREshow system insecurelit EHi i+ ?

Z TZ2REENABNELTAZ2NWEX TESZT,. XERBEEFEFRLZEZNEERS , R
STEMNERMER , BERHTT—RITREE (3008ER ) . it TREAEHEFRNE "R
FNALZ2BMBHFMAES  ANGAREMBDIITHBAENTH. ZLUEAtest system
secure allin TREFIM B EFHFHAHE , XL T LEFFAMWITR I H,

FLAAEAR A EIRECHNANTREHE ?

E EIPRELEARZANATHBLEFLZLEE |, £Cisco |I0S XE 17.18.2 28 , &/~ Al LA

FACisco Resilient Infrastructure 7 [ £ 124t #I Cisco Al Assistant for Support bot , iZ T o iF E4&

BB LURBI AL £ IhRE, ELLTE | Cisco Config Resilient Infrastructure Tester2 & F Y % — ik
#. MCiscolOS XE 17.18 2R EGERAFH , EFMAAUEAXLETE | BEEAUELRNR
% L BT 5 show system insecure configuration , MEE LN AN T LLEE. B2 , £

FAAI Assistant for Support bot#IResilient Infrastructure Testeri2 R E#ECLIT = 2 SN0 E A AITR

Y T

o 343 Y
E E::'J":l/\


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-deprecation-and-removal-details.html
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