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VPC dashboard < [ Create VPC I{ Launch ECZ Instances j

Mote: Your nstances will launch in the Undted States region

ECZ Global Wiew [

Filter by VPC v Resources by Region
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Create VPC ...
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9 WPL 3 Yo WPCE 3 vpe-Od30BSads1 113633

VPC dashboard £ @ You successhaly created vpe-Od30ESTauS 1113659 £ HA =
EC2 Globat Wiew [2 vpec-0d30b9fa0511f3639 / HA Actlons u
Filter by VPC ¥ .
Details 1w
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Your VPCs 10 vec-0dobolass1 113638 @ hallable Son Disabled
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Getting started updated
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@ Export security groups to €5V | v )| Create security group
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ZInbound Rules & , EXE AWM HRE, EARHEIH | All TrafficBI £ 0.0.0.0/0M &t 1TiER,



rase BTy e

Crate security group -

A SE0STY SEA BCLS 5 & Vsl Arewell Tor pOur IELBA0E 16 DOVl FBOunt g Sviioud IFaIM. Ta CAEUE B AEW 160URTY SFOUR. COMpIEte The ekt Deiw

Baszic details
SACLILY Prowp FETH

AR U HA

Description ists
dicess 3 WA 01 ok CORRpRTItBn
O IORaS N 1TEE I (oik] v

Inbound rles .
L Lo U PRt s Soroe et D pien - ggtisadl 1
Antrat - Amywh... v =)

el

Cutbosind mibes -
L LT L T T Deitinilign =i Deieriptien « optieaal 1t

At - [ ] i

(i e )
Tags - optional
A ] A ol g 1 A b, i L) (it 4 & by el s SO vkt T (341 ok LI 11T el B P SIS 6 WL pivad TS £

Cincs Crestr spcarity grosp

FRAFEARBLEIAMAE B HXEKEIVPC

IAM#Z T & AMITE Bl Amazon APIFFERI MR, C8000vAERIE , LLAFAAWS APId S RI1E K
AWSHEEEHEK, BIABERT , EC2RHITAFIFHEAPI, At , XMEEBEFWIAMAR | ZAE
FEAMIBIZRERIN A,

AEHAMEZHEER , ARSMILREE-AE>0EAG, WEESFEINIRK

s 2 sion+ 5 ] WSnatminarcwest immandgiciues. com @ mas-srch et ¥
© i > roe Py
- Dete
Identity and Access 4 Roles (65) we @ Delet
Management (1AM) An LA role it n identity you can create that has speofie pemmbions with credentials that re valid for thort durations. Rsles £an be sauumed by entties that you trst
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= 1AM > Roles > Create role

Step 1
(®) select trusted entity

| stepz
) Add permissions

Step 3
O Name, review, and create

Select trusted entity ..«

Trusted entity type

© AWS sorvice
Al AWS services like EC2,
Lamibsda, or athors te perform
actions in this accaunt,

accounts belonging to you of 3
Zrd party to perform actions in

Web identity
Allgws users federated by the

specified axtemal web identity
provider to assumae this role to

perfarm actions in this account.

-
() mWS account
Allew entities in ather AWS
this account.

SAML 2.0 federation () Custom trust policy

Allow users federated with SAML Create 3 custom trust policy to
2.0 from a corporate directory to enable others to perform actions.
perfarm actions in this account, in this account.

Use case
Allow an AWS service like ECZ, Lambda, or others to perform actions In this account,

Service or use case

| ec2 v

Choose a use case for the specified service.
Use case

O Ecz

Allews ECZ instances to call AWS services on your bBehalf,

) EC2 Role for AWS Systems Manager

Allpws EC2 Instances to call AWS services like ClaudWatch and Systems Manager on your behalf.
) EC2 Spot Fleet Role

Allws EC2 Spot Fleet to request and terminate Spot Instances on your behalf.
) ECZ - Spot Fleet Auto Scaling

Allows Auto Sealing to access and update EC2 spot fleets on your behalf.

EC2 - Spot Fleet Tagging
Allgws EC2 to Llaunch spot inst

ECZ - Spot Instances

Allgws EC2 Spot Instances to launch and manage spot instances on your behalf.
() EC2 - Spot Fleet

Allows EC2 Spot Fleet to launch and manage spot fleet instances on your behalf,

() EC2 - Scheduled Instances
Allows EC2 Scheduled Instances to manage instances on your behalf,

d attach tags te the launched i an your behalf.

Cancel

G , #EifiNext:

di




= 1AM > Roles > Create role Qo @

o

@ Select trusted entity Add permissions Info
Step 2
@ Add permissions Permissions policies (1062) it ©
Step 3 Choose ane or more policies to attach to your new role.
) Name, review, and create Filter by Type
[O.Isemch ] All types v ¢ 1 2 3 4 5 6 7 .54 @
Palicy name [ a | Type v | Deseription
[ §F sdministratoraccess AWS managed - job function Provides full access to AWS services an...
I i AdministratorAccess-Amplify AWS managed Grants account administrative permiss...
[ N Administratoraccess-AWSElasticBeanstalk AWS managed Grants account administrative permiss...
[ [ # AlDpsAssistantPolicy AWS managed Provides ReadOnly permissions requir...
E ¥ AlOpsConsoleadminPolicy AWS managed Grants full access to Amazon Al Opera...
N [ W AlDpsOperatorAccess AWS managed Grants access to the Amazon Al Opera...
O = W Al OpsReadOnlyAccess AWS managed Grants ReadOnly permissions to the A...
[ §# plexaForBusinessDeviceSetup AWS managed Provide device setup access to AlexaFo..,
N ¥ AlexaForBusinessFullAccess AWS managed Grants full access to AlexaForBusiness ...
E W alexaForBusinessGatewayExecution AWS managed Provide gateway execution accessto A...
[ [ Wi AlexaForBusinessLifesizeDelegatedAccessP. .. AWS managed Provide access to Lifesize AVS devices
E ¥ AlexaForBusinessPolyDelegatedaccessPollcy AWS managed Provide access to Poly AVS devices
] E W AlexaForBusinessReadOnlyAccess AWS managed Provide read enly access to AlexaFor®...
O E Wi AmazonAPIGatewayAdministratar AWS managed Provides full access to create/fedit/dele...
E W AmazonAFIGatewaylnvokeFullAccess AWS managed Provides full access to invoke APIS In A...
[0 [ W AmazonAPIGatewayPushToCloudWatehLogs AWS managed Allows AP Gateway to push logs to us...
[ WF smazonAppFlowFullaccess AWS managed Provides full access to Amazon AppFlo...
C ¥ AmazonAppFlowReadOnlyAccess AWS managed Provides read enly access to Amazon A...
E ¥ AmazonAppStreamFullAccess AWS managed Provides full access to Amazon AppStr....
0 E W AmazonAppStreamPCAACCess AWS managed Amazon AppStream 2.0 acoess to AWS...

» Set permissions boundary - optional

-

&Ja , ®ERole Name ¥ # & Create Roleiz4l,



WM > Roles > Create role @ 6

Step 1

@ Select trusted entity Name, review, and create
Step 2

@ Add permissions Role details
Soap 3 Rele name

(8) Mame, review, and create Ertter 3 meaningful name ba ke fy this role

reute-table-change
Maximum 64 characters. Use alphanumeric and "s= - characters.

Description

Add & shart explanation for this roe

Allgws EC2 instances to make changes on the reute table

Maximum 1000 characters. Use letters (A-7 and a-F], numbers (0-9), tabs, mew lines, o any of the following characters _so, @[5 %0
Step 1: Select trusted entities [ Edit
Trust policy
1=l
2 "Version™: "2012-19-17",
3~ “Statement”: [
fiz
5 “Effect™: "Allow",
B~ “Action®™: [
7 "sts:AssumeRole”
& 1.
9= “Principal”: {
18- "Service™: [
11 "ee2. amazoncs . com”
12 ]
13 }
14 }
15
16
Step 2: Add permissions (e )

Permissions policy summary

Poliey name [3 & | Type w  Attached as v

Step 3: Add tags
Add tags - optional e

Tags are bey-value pairs that you can add to AWS nessurces ta help dentify. organize, or search for resources

Mo tags assoclated with the resaunce.

Cancel Previous

SRS QB FEERBITFEMMIIAMA S

BEARE , XAHEFETERE , LEEZENREUERAWSEHRERN KB, FHEIAMZHIER L
#PoliciesZB% . # dCreate Policy#%4l, W IRBESERNLTER

e IAM > Policies ® [&]
. . =
Identity and Access < Policies (1367) (C) [ Actions v Delete
Management (IAM) A policy is an object in AWS that defines permissions.
Filter by Type
| Q search 1AM
| Q. Search All types v 1 2 3 4 5 6 7 .69 » @
Policy name A Type v Used as
Dashboard :
= ] AccessAnalyzerServiceRolePolicy AWS managed None
¥ Access management
User groups [E W9 AdministratorAccess AWS managed - job function Permissions poli
Users =
[E W AdministratorAccess-Amplify AWS managed Mone
Roles
Policies [E W AdministratorAccess-AWSElasticBeanstalk AWS managed MNone
Identity providers [E §# AlOpshssistantPolicy AWS managed None
Account settings
i - ;
AlDpsConsoleAdminPolicy
Root access management New [E WP AIOpsConsoleAdminPolic AWS managed MNone
¥ Access reports [E WP AIQOpsOperatorAccess AWS managed Mone
Access Analyzer [ ¥ AlOpsReadOnlyAccess AWS managed None

B %, B{RPolicy EditorfE BJSONH R AU TR T. BER , ¥ HNext:



= 1AM > Policies »> Create policy

Step 1

s using the JSON editor,

(@ specify permissians Specify permissions i
—— Add permissions by selecting services, actions, resources, and conditi
o
Review and create
Policy editor
1v{

2 “Version": "2012-10-17",
3w “Stotement™: [

4w {

Gw “Act

7 “ec2:AssociateRouteTable”,

8 “ec2:CrecteRouke”,

9 “ecZ:CresteRouteTable”,

18 “ec2:DeleteRoute”,

11 “ec2:OeleteRouteToble”,

12 “ec2:DeseribeRouteTables™,
13 "ec2:DescribeVpes”,

14 “ec2:ReplaceRoute”,

15 “eci:DisossociateRouteToble®,
16 ec2:ReplaceReuteTobledssociation”

17 1
18 “Resource™: "*°
19 3

+ Add new statement

JS50N Lo 21, Col 1

BT R BB 2 R RY XA

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:AssociateRouteTable",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:DisassociateRouteTable",
"ec2:ReplaceRouteTableAssociation"
1,
"Resource":
}

]

}

nyen

85 , iR EPolicy Name 3 # i Create Policy.

Edit statement

Select a statement

Select an existing statement in the policy or
add a new statement

[+ Addnew statement

5825 of 6144 characters remaining

Concel



= 1AM > Polices > Create policy @ [c]

Step 1

@ Specify permissions Review and create
Sip2 Review the permisslons, specify detalls, and tags.
(@) Review and create
Policy details
Policy name

Enter 3 meaningful

ntify this policy.

neric and 4 =.§-_" chardcters.

Add 3 shart explanation for this palicy

Allows ECZ instances to make route changes on AWS

Permissions defined in this policy i ( edic )

Permisgions defined in this palicy document specify which actions are allowed or denied. To define permissions for an LAM identity (user, user group, or role), attach a policy to it o
Q Search

Allow (1 of 441 services) (B Show remaining 440 services

Service 4 | Access lovel ¥ | Resource Request condition

ECZ Limited: List, Write Al resources. None

Add tags - optional 1.1

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

Mo tags associated with the resauree.

(" Addnewtag )

Wou can add up to §0 more tags

Cancel [ Previeus

SIRRME , TIRFIERRE , RERTRFTHE LAY ML,

e 1AM > Palicies ® @

a ) Delete ) |

Identity and Access < Policies (1/1368) . _ Actions )
Management (IAM) A policy Is an object in AWS that defines permissions.
Fllter by Type
QL Search IAM
@ cso0 4 Al types v | 1match 1 @
Poli v | Used v | Descript
Dashboard S nne 4 | Typa sed as scription \
Q E Ca0d0v-HA Customer managed Nong Allows EC2 instandes to make route ch... |
* Access management L — J
User groups
Users
Roeles
Palicias

FEO 2. 7£IAM EntitiesZBy , TR HEFRQEMIAMBE , AfF K EAttach policy.

IAM > Policies > CBO00w-HA > Attach policy o 6

Attach as a permissions policy
To define permissions for an 1AM identity (user, user growp, or role), attach a policy to it

|AM Entities (1/69)
Entities are LAM users, user groups and roles.
Filter by Entity type
T, route * All types ¥ | 1match 1 2
Entity name " Entity type v
Irsule-—lmn-r.nange I Roles

—
| Cancel
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©

EC2 ¢ Resources

Dashboard You are using the following Amazon EC2 resources in the United States (N. Virgin

EC2 Global View [3

Events Instances (running) 1 Auto Scaling Groups
¥ Instances Dedicated Hosts 0 Elastic IPs

instances Key pairs 17  Load balancers

Instance Types

Launch Templates Security groups 19  Snapshots

Spot Requests

Savings Plans

Reserved Instances Launch instance

Dedicated Hosts To get started, launch an Amazon EC2 instance, which is a virtual server in

the cloud.

Capacity Reservations

Launch instance v ( Migrate a server [7 ::'

¥ Images -
AMIs
Mote: Your instances will launch in the United States (M. Virginia) Region
AMI| Catalog

{5 F & #rCisco Catalyst 8000v for SD-WAN & Routingid IEAMIZIEE . £AWS Marketplace
AMIs%lIZk £ | # FSelect,

Choose an Amazon Machine Image (AMI) Cancel
An AMI s 3 temiplate that contains the software cenfiguration (operating system, application server, and applications)

f!qulfM to launch your Instance. You ¢an select an AMI pfﬁuld&ﬂ Dy' AWS, BUF USer Cﬂmmuﬂi[y, oF the AWS Manmlplace_' ar

you can select one of your own AMIs,

Selected AME: (ami-09e6187a47303347¢) (Quick Start AMIs)
0, Clsco Catalyst 8000v for SD-WAN & Routing * @
Quick Start AMIs (0 My AMIs (591) AWS Marketplace AMIs (1) Community AMis (500)
Commanly used AMis Created by me WS & trusted third-party Az Published by anyome
¥ Refine results 1@
Categories
Clsco Catalyst S000v for SO-WAN & Routing (1 result) showing 1- 1 Sort By: Relevance v

Infrastructure Software (1)

¥ Publisher Cisco Catalyst BOOOV for SD-WAN & Routing m
Clsco Systems, inc. (1) bl By Cisea Systems, Ine. [ | ver 17,1503

CISCO
* Pricing model As part of Ciseo's Cloud connect portfolio, the Bring Your Own License (BYOL) version of Cisco® Catalyst® 8000V Edge Software (Catalyst
Bring Your Own E000V] delivers the maximum p for virtual enterpi lass networking services & VPN In the AWS cloud. This AMI supports all the
License (1) Catalyst 8000V (CBO0OV)...
Operating system
* All Linux/Unix
¥ Architecture

EERAMIMER KN, EARBFIFR | conlarge KMk, XEURFEHMEMENSTE, ERE
, B & Subscribe now,



Cisco Catalyst 8000V for SD-WAN & Routing

aliailie Ciseo Systems, Inc. [3
cisco 0 AWS reviews [3
Bring Your Own License

Overview Product details Pricing Usage Support

Bring Your Own License
Available for customers with current licenses purchased via other channels.

p Cisco Catalyst 8000V for SD-WAN & Routing $0/Hour
EC2 - c5n.large vendor recommended $0.108/Hour

p EBS volume

Cancel l( Subseribe on instance launch )Iil

HIR6.1.E EZR T R B AX

THAMIE , RER—NEESNETWHE . EKey pair(login)#oH , MRFFEBHAXT |, &
f# #Create new key pairo ZBAIUABNIEZNREESFEAENER,

v Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

|-. fsimmond-pem v | C

Create new key pair

RENERFHHREED., EXRRMF , NOIBEBED25519MEW . pemB A4, RETAHEN
A5 , B hCreate key pairo



Create key pair X

Key pair name
Key pairs allow you to connect to your instance securely.

[ fsimmond-ed-pem ]

The name can include up to 255 ASCIl characters. It can't include leading or trailing spaces.

Key pair type
() RSA © ED25519
RSA encrypted private and public key ED255179 encrypted private and public

pair key pair

Private key file format

© .pem

For use with OpenssH

) .ppk
For use with PuTTY

/% When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn
more [

HPR6.2. 02 HE BAMIAY T M

fENetwork SettingsZp 0/ , B HEdit, o FH—LFIEMMETA :
1A TEERFIENVPC, EAXRTRAIAF | EFEHNHANVPC,

2HEBARE (REE ) By R ERAR/L LA,

3EFEIN2/5 , Common security groupsiEBUR a] B, TR HERFIENZ LA, EARRHS | &
Al traffic HAR 24,

4. (WiE ) MBZEERAXLREZVURFM , EE EHCreate new subnet,



¥ Network settings i

VPC - required

Info

‘ vpe-0d30b9fag5113639 (HA)
10.100.0.0/16

Subnet | Info

subnet-0b664fBe74443d28f

VPC: vpe-0d30b9fad511f3639  Owner: 073713984176 Availability Zone: us-east-1a
Zone type: Availability Zone  IP addresses available: 251 CIDR: 10.100.10.0/24)

public-R1-C8000v

Auto-assign public IP | Info

| Disable

Firewall (security groups) | Info

A security group is a set of firewall rules that control the traffef et e

YO

| () Create security group [ © select existing security group

Common security groups = Info

| Select security groups

- “

All traffic HA  5g-029461ba80052f10c X
VPC: vpe-0d30b9fag511f3639

',

Security groups that you add or remove here will be added to or removed from all your network Interfaces.

» Advanced network configuration

Web3 5288 £ — NIRRT |, 5|SEHA R FRED :

TN THRFRPERLEERNEEVPC,
2.REH FMEIB IR
BEMMFMBTAEX, (AXRENKFAER 1B

4 1% BE TVPC CIDRRHIF MR,

5.0t5 , B HAdd new subnetf 7 AT SR FEERANABE TN , ANBNMNFHEEMN2Z4N TR,

6.5cR/E , FEHEIE TN, SMEE-TUASSIRE,

Create new subnet [A

h your Instance.

D

[t

3

(& Compare security group rules

SRR AN )



= VPC > Subnets Create subnet

Create subnet ...

VPC

VPCID

wpe-0d3009a951 113639 (HA) =

Associated VPE CIDR:

1Pwd CIDRS
10100.0.0/16

Subnet settings

Specify the CIOR blocks and Availability Zane for the subnet.

Subnet 10f1

Subnet name

- Jame’ and & velut that yeu specity
publicR1-CBI00¢ | &

Availability Zone Info

or bet Amazon chaose ane for you
United States (N. Virginia) / us-east-1a [ 3 L

1Pvd WPC CIDR black  Info
Ehaose the VBE's iPvd CIDR blec

10.900.0.0/ 16 L

1P subnet CIDR block
10,100,100/ 24 4

B ) A

¥ Tags - aptional
Ky Value - aptional
Q. Name X Q public-R1-CE000V b Remave

" Add new tag
an 34 49 more tags

Remave

5 ’
et

TENetwork Settings#p 77 B Subnet F &7 , F hHRefreshB#R1E T R 5 R P IREVGIZEHN F M,
FIR6.3.EEAMIEO

#ENetwork SettingsZ8 2 # , BFFAdvanced Network configuration F&8% . NE R TIEM :



¥ Advanced network configuration

Network interface 1
Device index Info

Subnet Info

subnet-0b664f8e74443d28f

IP addresses available: 249

Primary IP | Info

Network interface  Info Description | Info
New interface v | Public-R1
Security groups  Info Auto-assign publicIP | Info
Select security groups v | | Disable v
IPV6 IPs  Info

Secondary IP | info

| 10.100.10.254

Select

IPv4 Prefixes info

| select

v |
Delete on termination  Info
No v |

ENA Express  Info

The selected instance type does not support ENA Express.

Idle connection tracking timeout

|| Enable

( Add network interface )

Info

IPv6 Prefixes info

The selected subnet does not support IPv6 prefixes because

it does not have an IPvé CIDR.

Interface type  Info

Select

ENA Express UDP  info

The selected instance type does not support ENA Express.

The selected subnet does not support IPvE IPs.

Assign Primary IPve IP

support IPvG.

Network card index

Info

Info

A primary IPv6 address is only compatible with subnets that

The selected instance type does not support multiple
network cards.

ENA queues

EHFEE | i&EDescription, Primary IP, Delete on terminationZ#1,
X FPrimary IPZ% , EEARFME NI Abit AAWEAIPHHE, XBHAWSHEBEM.

RRBIRAL LR RBRSBIRENE. BR , XALNRENyes , EAFEURTIRRVNE,

Info

The selected instance type does not support ENA queues

BT, TAFMEEE=-/ED, B HAdd network interface , FFERILIETR. B2 , #0O

RAERER 7 WX —IRAYED

Network interface 2

Device index info

Subnet Info

Network interface  info

Description

Info

Remove

| New interface

v | [thate-m

)

Security groups  Info

| subnet-0a5f13361443951d2

IP addresses available: 250

Primary IP  info

| 10.100.110.254

| Select security groups

Secondary IP | Info

Select

Auto-assign public IP

Info

|'. Select

IPv6 IPs

Info

v |

The selected subnet does not support IPv6 IPs,

BRRENSEZEO LRENSRXNREMBSHE , #EHTEESRK,



HPR6.4 FIAMK B EL B AR IE N AMI

T£Advanced detailsZf 2 T , EIAMEHIE E X HFSH LR ENIAMAER

v Advanced details inf

Domain join directory | info

I Select v | (C Create new directory [2

IAM instance profile | Info

| route-table-change

- ) i v & Create new IAM profile [2
| arn:aws:iam:0737139841 76 instance-profile/route-table-change |
Hostname type | Info
| 1P name v |

DMNS Hostname | Info

Enable resource-based IPv4 (A record) DNS requests

56.55% ( HiE ) EAMILIREFIE

f£Advanced detailsZfo T , S E|User data - optional&f4 , 3 57 F kb i% & LUTE 6 2 K flaHiR & A
FEMZRD .

ios-config-1="username <username> priv 15 pass <password>"



AE . BYUSSHE#EZICS000vVIVAWSIR M A F B W ResE iRt 5] Nroot, MBMLE | B
HE i Nec2-user,

HPR6.6. 5T KHIEE

SRFTERER , #dLaunch Instance:



v Summary

Mumber of instances  Info

g "

1

. -

Software Image (AMI)

Cisco Catalyst 8000V for SD-WA...read more
ami-03cc286883c62bdee

Virtual server type (instance type)
c5n.large

Firewall (security group)
All traffic HA

Storage (volumes)
1 volumel(s) - 16 GIB

g ™

@ Free tier: In your first year of opening an AWS account, X
you get 750 hours per month of t2.micro instance
usage (or t3.micro where t2.micro isn't available) when
used with free tier AMIs, 750 hours per month of public
IPv4 address usage, 30 GiB of EBS storage, 2 million
I/Os, 1 GB of snapshots, and 100 GB of bandwidth to
the internet.

G Preview code



FE6.7.ZEHENI LR/ BFRKRE

BIERHIE , FAWS EE Asrc/dst BEIhRELUIRGHRE FM 0 2RI ERE, £EC2 Dashboard
> Network & Security > Network interfaces 2 # , i#£#ENIs , AR5 ¥ EHActions >E SR/ B #x.

BE,

R L MIUE R ERENIS BEE A LR,



e ECZ » Metwork interfaces @ @ B
¢ Networkcinterfaces (1/7) ws it ©[Cacioms o | GRS

Q, Search < @
Dashboard Detach
EC2 Global View [@ [-] Mame - | Network interface 1D v Subnet ID v VPCID Bl | Security group n... ¥ 5
elete
Events 0 eni-0a4340f4&f3f975b1 subnet-0488¢419198b04fk3 [3 vpe-0Bee365F2 cats-global-sg 3
Manage IP addresses

¥ Instances O semadrig-dev... eni-06b5e2592bcedddad subnet-0ca78afc3d9f74a7b [2 vpc-0Beeb365F2 jate address semadrig-devnet-ex... 5
Instaness | @ eni-0b5484e241918207b subnet-Ob6E4fEe74443d28F [2 vpc-0d30b9fad%  nycacenciate address Al traffic HA s
Instance Types (] eni-0e3315e55326d6ded subnet-0a5f13361443951d2 [2 vpc-0030091a%  Modify public hostname type Al traffic HA 5
Launch Templates O eni-0d9d8c101cbb 13652 subnet-Oc9TBafc3daf74a7h [3 vpc-0Bccb365f2  Change termination behavior semadrig-devnet-ex... H
Spot Requests O eni-07¢10f0e26Tc T Iebe subnet-0B0B52db28Sefdclic [A vpe-0141e83a4._ Change security grou Cisco Catalyst B00OV... 5
Savings Plans ] £ni-0556463389ff6d244 subnet-ObdacbaB3894b2¢5f [ vp:-osc:esssrzl Change source/dest. check I semadrig-devnet-ex.. s
Reserved Instances Manage tags
Dedicated Hosts Manage prefixes
Capatity Reservations Change description

v Images Modify idle connection tracking timeout
AMis Create flow log
AMI Catalog Manage ENA Express

Manage ENA queues

¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

* Network & Security

ERER— I HEN, EFMXEL  ZRABRAERE K RAFETRT.

Change source/destination check

Network interface
eni-0b5484e24f918207b

Source/destination check
[7] Enable

5 0R6.8. 0 2 5 M IPHfF A REXBISK ARV 2 HLENI
FEEC2 Dashboard > Network & Security > Elastic IPs 4 # , # dAllocate Elastic IP address.

e EC2 > Elastic IP addresses @ 0]

EC2 ¢ Elastic IP addresses (2) i

© (acion: v )| D

| Q, Find elastic IF addresses by attribute or tag

Dashboard

A

1 @

EC2 Global View [A

Fuents

ZRESISEHAS —NED. EAXRFIH | EFAmazon pool of IPv4 addressesiE LA K 7] A X 13
us-east-1, TR/ , #HAllocate,



= ECZ » Elastic P addresses > Allocate Elastic IP address @ @

Allocate Elastic IP address i

Elastic IP address settings ..

Public IPv4 address pool
© Amazon's pool af IPvé addresses
Learn mare [2

Learn more [3

Natwork border group Infa
QA us-east-1 x

Global static IP addresses
AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This can help improve the avallability and latency for your user traffic by using the Amazon global
network, Learm more [3

(" €reate accelerator [

Tags - optional
A tag i a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

Wo tags assedated with the resource.

" Add new tag

o can ad up to 50 meve tag

Caneel

BIZEIPH LS | P D EL4S LB A A#EENO, E£EC2 Dashboard > Network & Security >
Elastic IPs £f% £ , B d7Actions > Associate Elastic IP address.

Elastic IP addresses (1/1) e (©) (actions a ) ([ Aliacate Elastic IP address )
Q, Find elastic IP oddresses by ottribute or tag View details
| Pulslic 1Pv4 address » I | [ x| : Clear filters ) Release Elastic IP addresses . @
) ) - . Assoclate Elastic IP address J
Mame o Allocated IPvd addr... = Type L Allocation 1D - Reverse DNS record v Prival
| —_—
i = L . . I Publie IP eipalloe-0948346735ab2017¢ - Update reverse DNS =

Enable transfers
Disable transfers
Accept transfers

ERFE DS |, EENetwork interfaceit T H EHR AN IZEOM LA HENI, XEKERMANLAEIPHEiE | A&
Ja ¥ i Associate,



EE  EFRBUETMENI ID |, iHS#EEC2 Dashboard > InstancesZp4, ARG EIRSEHH
i FNetworkingZh . EHRAHEBFBONIPHLE | FREVE —1T LHENIE,



Associate Elastic IP address i

Choose the instance or network interface to associate to this Elastic IP address (& |

Elastic IP address: ©

Resource type

Choose the type of resource with which to associate the Elastic IP address.
() Instance

|O Network interface

£\ If you associate an Elastic IP address with an instance that already has an Elastic IP address associated, the previously associated Elastic IP address will be
disassociated, but the address will still be allocated to your account. Learn more[7

If no private IP address is specified, the Elastic |P address will be associated with the primary private IP address.

Network interface

Q. eni-0b5484e24f918207b X d

Private IP address
The private IP address with which te associate the Elastic IP address

Q. 10.100.10.253 x
Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.
Allow this Elastic IP address to be reassociated

Cancel

Associate

SRT.ESELSHRG6 , QIES T AMESE =1 C8000vEHl
BESEAXRNAINGSD |, THREMEOWARMESR , AEEM6.17l6.6MHE S B,
HIRE.EE L6 , MAMIT 17 81 EVM(Linux/Windows)

EARRHIE , MAMITEZ B &R UbuntufR558822.04.5 LTSHER N EZBE..
RIANBRT , 2R HFEOGRens5, EARRGIF | ATAFREIEE-/MED (IR LW

ens6 ) .

<#root>

ubuntu@ip-10-100-30-254:~% sudo apt install net-tools

ubuntu@ip-10-100-30-254:~$ ifconfig
ens5: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet

10. 100. 30. 254

netmask 255.255.255.0 broadcast 10.100.30.255
inet6 fe80::51:19ff:fea2:1151 prefixlen 64 scopeid 0x20<1ink>
ether 02:51:19:a2:11:51 txqueuelen 1000 (Ethernet)
RX packets 1366 bytes 376912 (376.9 KB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 1417 bytes 189934 (189.9 KB)
TX errors 0 dropped 0O overruns 0 carrier 0 collisions 0

ens6: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 9001
inet

10. 100. 130. 254

netmask 255.255.255.0 broadcast 10.100.130.255
inet6 fe80::3b:7eff:fead:dbe5 prefixlen 64 scopeid 0x20<1ink>




ether 02:3b:7e:ad:db:e5 txqueuelen 1000 (Ethernet)

RX packets 119 bytes 16831 (16.8 KB)

RX errors 0 dropped 0 overruns O frame 0O

TX packets 133 bytes 13816 (13.8 KB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

AR MEXNEO#RTTEMER , FEIEOREHRMNBVMENARXLEE R,

PN

F IR BIE HEEVPCH Internet™ < (IGW)

£VPC Dashboard > Virtual private cloud > Internet gatewaysZ§ % # , #ifiCreate internet

gateway,
e VPC Internet gateways ® @& B
VPC dashboard ¢ Internet gateways (3) o (@) (actions v )| (( Create internet gateway

Q. Find internet gateways by attribute or tag 1 @



ELFEDF , K tIEnamefrid , ARG £ HCreate internet gateway,

= VPC > Internet gateways » Create internet gateway

Create internet gateway .

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Ereates a tag with a key of 'Name' and a value that you spedfy

Hn—inlernelgatewaﬂ

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional

Q. Name 4 0, HA-internet-gateway x

8 .J\dd new tag.-\j

You can add 49 more tags.

(| Remove |
\, /

Cameel

BIZIGWSG |, HEEZEBMEMMWVPC, SiZEIVPC Dashboard > Virtual Private Cloud >
Internet GatewayZf 7 HiEZFHNMNHIGW, £ HIEESEEFIVPC,

e VPC > Internet gateways

Internet gateways (1/1) e

Q Find internet gateways by attribute or tog

(ma %)

VPC dashboard <

EC2 Global View [3 —
| Clear filters )

)

Filter by VPC A

Q@ @ &

(@) ( actions a ) ((Create internet gateway )

Attach to VPC
[romwe ) |

Name L Internet gateway 1D v State v VPC ID M Jwner
¥ Virteal pebatecloud HA-internet-gataway 089adf1becdThdad? (2) Detached I 3T3T13984176
| nternet-ga iow-089adf1becd?bda etach I - k
Your VPCs Delete internet gateway
Subnets

FEAFE D F | EEZFIHARNVPC, XTIt RHI

VPC

, FREEETERMMR,

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs

Attach the intermet gateway ta this VPC

Q, Select a vPC

» AWS Command Line Interface command

|GWAAZR 41 B P 7R 48 R IE IR

cancel || Attach Internet gateway |

e VPC » Internct gateways » igw-089adfibcedTbdad?

VPC dashboard <

EC2 Global View [3 Details 1o
Filter by VPC A Internet gateway 1D State
[0 igw-089adf1becd7hdad? (@) Attached

¥ Virtual private cloud

Your VPC3 T
ags

Subnets 9

Route tablas Q, Search tags

Internet gateways Key Value

Egress-only internet Hame HA-internet-gateway

gateways

T —

igw-089adf1bccd7bdad? / HA-internet-gateway

VPCID
yRe-09500963951 163639 | HA

SIRI0.FEAWS LB HABE LK FRNTAFRIEEHRER

o 6 &

( Actions * )

Owner
[0 073713984176

—
(_ Manage tags )

1 @



SERI01CIBHEELHKER

EEMAIPLEEIHA  BEMELRFRMTHAFRRBRIEMENNEBEZY, EVPC
Dashboard > Virtual Private Cloud > Route tables#% & , # & Create route table,

Last updated
Route tables (6) st @) (Gaetoms +)

Q. Find route tables by attribute or tag |

C Name v | Route table ID v | Explicit subnet associ... ¥ | Edge associations + ] Main

EFHEOF , A INERIIRAOVPC, &5 , #dhCreate route table,

Create route table .

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

Route table settings
Name - optional

Create a tag with a key of 'Name' and a value that you specify.

Public-Routes

VPC
The VPC to use for this route table.

vpc-0d30b9fa9511f3639 (HA) v

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an eptional value. You can use tags to search and filter your resources or track your AWS costs.

Key Value - pptional

Q, Name X | | @ Public-Routes x|

You can add 49 more tags.

EREBHRBOH , BEENEK , RREHRF>RE T XK.

e VPC > Route tables ©@ @
VPCdashboard <  Routetables(1/7) we aone it © (actions &)
Tnd route tables by attribute or tag
o Q. Find bles b ib View details
EC2 Global View
Set main route table
Fiter by VPC v ( public-routes | X] ( Clear filters ) @
Edit subnet associations ]

v Virtual private cloud Name v | Route table D v | Explicit subnetassoc... T gqron o n | Main
Yaur VPCs [ @  Public-Routes h-NcResR125rahANG35 Sisubnets Edit route propagation L=
Subnets Edit routes
Route tables Manage tags

Internet gateways Delete route table

Egress-only internet

RIE , EEXRFR , REEGHRFXEK.



Edit subnet associations
Change which subnets are assoclated with this route table.

Available subnets (3/6)

( QL [uiter subnet associations ]
public | X [ Clear filters ) 1 @
B | Name v | Subnetip w | 1Pwd CIDR v | IPveCIDR ¥ | Route table 1D v
B public-R1-C8000v subnet-0bE54fGeT 4445d260 10,100.10.0/24 = rib-0d0e48f25c5b006ES / Public-Routes ]
Public-\M-linux-1¢ - fskmmond subnet-04fbSdeas9e37780k 10.100.30.0/24 = rth-0d0e48f25c9b00635 J Public-Routes
public-R2-CE000v subnet-02d8108842f93129 10.100.20.0/24 = rtb-0d0e48f25c5b00635 / Public-Routes
Selected subnets

( subner-0b664f8e744430281 / public-R1-CB000v X, | [ subnet-04fb9dea39e3778bb / Public-VM-linux-1c - fsimmand X ] [ subnet-02081088421913129 / public-R2-C8000v X |

KERFWSE , £HRoute table IDEEEEANRFINERINIEH, A5 , £ HEdt Routes:

Route tables (1/1) ifo

[ Q |Find route tables by attribute or tag

[ public-routes )(] ( Clear filters )

Name v | Route table ID v |

[ Public-Routes rtb-0d0e48f25c9b00635

ZifEInternet , IE ¥ HAdd route FF b N BB AR SIGWEE | ZIGWRERIFFEAXLESH A
BW, %P5 , £ HSave changes:

Edit routes
Destination Target Status Propagated
10.100.0.0/16 local v | @ Active No
QL local 4
Q 0.00.0/0 X Intemet Gateway v || ©Active o
QL igw-0B924 1beed Tbdtaa7 X

Add route

SEI02BIEHEELZ AKEBR

BIEAHKEEARE , RTEHREA LR MinternetMX . , ERERNLBERBENLE FHEFIZ IR0,
EARRGIF , BARMOTAR , B78.8.8.8MRELMBIEARATHNERFW



Edit routes

Destination Target

10.100.0.0/16

local

Q local

Q, 8.888/52 b4

Nerwork Interface

C, enl-0235fda341bad7edl

Add route

FEMNREHEEERAMKEE, MU FEIR(NAT),

73

Status

@) Active

HAWS L ERIFROIRERAERERS , FRERE :

C8000v R1ELE :

interface Tunnell

ip address 192.168.200.1 255.255.255.0
bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEther

tunnel destination <Public IPv4 address of C8000v R2>

!
interface GigabitEthernetl

ip address 10.100.10.254 255.255.255.0

ip nat outside

negotiation auto

|

interface GigabitEthernet2

ip address 10.100.110.254 255.255.255.0

ip nat inside

negotiation auto

!

router eigrp 1

bfd interface Tunnell
network 192.168.200.0
passive-interface GigabitE
!

ip access-1list standard 10

10 permit 10.100.130.0 0.0
!

ip nat inside source list 10 interface GigabitEthernetl overload

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.10.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.110.1

C8000v R2FL & :

interface Tunnell

ip address 192.168.200.2 255.255.255.0
bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEther

netl

thernetl

.0.255

netl

Propagated
No

o

cancel save changes

B 5BFDMGREBZE M H



tunnel destination<Public IPv4 address of C8000v R1>
|

interface GigabitEthernetl

ip address 10.100.20.254 255.255.255.0

ip nat outside

negotiation auto

!

interface GigabitEthernet?2

ip address 10.100.120.254 255.255.255.0

negotiation auto

|

router eigrp 1

bfd interface Tunnell

network 192.168.200.0

passive-interface GigabitEthernetl

|

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.20.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.120.1
!

ip access-Tist standard 10

10 permit 10.100.130.0 0.0.0.255

!

ip nat inside source list 10 interface GigabitEthernetl overload
!

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 10.100.20.1
ip route 10.100.130.0 255.255.255.0 GigabitEthernet2 10.100.120.1

%12 Bl B = 7 F 1% (Cisco I0S® XE Denali 16.3.1a% & kit A)

'LXI_TVMZIEHE’JJ'L;%*HLE o, HEEHAKRENE L EHEE R, % ERoute-table-id, Network-
interface-idMICIDR.{& , IXEEEAWS HA’E*““ ( BILNBFDX &R KR ] ) FAAIRE

Router(config)# redundancy

Router(config-red)# cloud provider aws (node-id)
bfd peer <IP address of the remote device>
route-table <Route table ID>

cidr ip <traffic to be monitored/prefix>

eni <Elastic network interface (ENI) ID>

region <region-name>

bfd peerZ# SP3EX FIPtbut#H<, A £ Ashow bfd neighborki tHie & LL1ER

R1(config)#do sh bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
192.168.200.2 4097/4097 Up Up Tul



route-table# 57 T VPC Dashboard > Virtual Private Cloud > Route TablesZ % F % A B X
IDM>*x, EHIMBEEBERID,

Route tables (2) info

| Q. Find route tables by attribute or tag

Routes )(] ( Clear filters )

1] Name v | Routetable D v |
| Private-Routes rtb-093df10a4de426eb8
| Public-Routes rtb-0d0e48f25¢9b00635

cidripS B 5 ERBARF PN BABTRMEX ( FTHR10.2FCIEMNEH )

rtb-093df10a4de426eb8 / Private-Routes

D'Etail.s Info

Route table ID Main

[C] rtb-093df10a4de426eb8s 0] Yes

VFC Owner ID
vpc-0d30b9fag511f3639 | HA |_|:| 073713984176

Routes Subnet associations Edge associations Route propagation Tags
Routes (2)

| Q. Filter routes

Destination v | Target

8.8.8.8/32 eni-0239fda341b4d7e41 [3
10.100.0.0/16 local

eniSHSMMEEXSIMNMEA LT AEOMENI IDMXx, FEARRAH , FHXEGED
GigabitEthernet2#JENI ID:



Instances (1/3) o

Q. Find Instance by attribute or tag {case-sensitive)

(_ Clear filters )

Ll @ ( Connect :] ( Instance state ¥ ) ( Actions v) Launch instances v

1 minute ago

All states v

1 @

B8 | Name g v | Instance 1D | Instance state v | Instance type ¥ | Status check | Alarm status | Availability Zon
CB000v-R2-fsimmond i-0a1a917941919f641 © stopped @ @ c5n.large - View alarms + us-east-1b
Ubuntu VM - fsimmand I-03a306e81a0b99864 O stopped @ & ms.large - View alarms + us-gast-1c
[ C8000v-R1-fsimmond I '1 I-0b9a50a09b089b03a @ Running @ @. c5n.large G’) 3/3 checks passec  View alarms =+ us-east-1a
i-0b9a50a09b089b03a (C8000v-R1-fsimmond) 8 v
2
Details Status and alarms Monitoring Security Metwaorking Storage Tags

VPCID Subnet ID Availability zone

0 vpe-0d30b9fa9511f3639 (HA) [3 [0 subnet-Ob664f8e74443d28f (public-R1-CB000V) [3 0 us-east-1a
Qutpost ID

» IP addresses info

» Hostname and DNS info
¥ Network Interfaces (2) info

Q, Filter network interfaces
Interface ID | Device index | Card index Description | Fublic IPv4 address | Private IPv4 address Private IPv4 DN5 1Pvi
[a]

0 - * i 10.100.10.254 - -

enl-0645aB81¢c13823696

[m

o 3 0 - - 10.100.110.254 - -
eni-070e14fbfde0dse3b

regionZH 5VPCE XHHAWS X PR BEMMER, EARHP , FHus-east-1X1H,

BR , HRTUEHRRIE M, EERKHER , iH1H R AmazonRegion and Availability

Zonesdocument3Z %,

ZRIFFAERXLERFES , TERVPCHEABHERNEERM

C8000v R1HY L & 7RI :

redundancy

cloud provider aws 1
bfd peer 192.168.200.2
route-table rtb-093dfl0a4de426eb8
cidr ip 8.8.8.8/32
eni eni-070el4fbfde0d8e3b
region us-east-1

C8000v R2HY it & =4I :

redundancy

cloud provider aws 1
bfd peer 192.168.200.1
route-table rtb-093dfl0a4de426eb8
cidr ip 8.8.8.8/32


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html

eni eni-0239fda341b4d7e41l
region us-east-1

;AN

1.8 EC8000v R1EAFIRTS. WINRBENZIRERH HEREE

R1#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
192.168.200.2 4097/4097 Up Up Tul

R1l#show ip eigrp neighbors

EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 192.168.200.2 Tul 10 00:16:52 2 1470 0 2

R1l#show redundancy cloud provider aws 1
Provider : AWS node 1

BFD peer = 192.168.200.2

BFD intf = Tunnell

route-table = rtb-093dfl0a4de426eb8
cidr = 8.8.8.8/32

eni = eni-070el4fbfde0d8e3b

region = us-east-1

2. MEE R 2R R E BV EHLVMIELE T 8.8.8.8 0 1TpingiR1E. EHRping@3 T A#ENO -

ubuntu@ip-10-100-30-254:~% ping -I ens6 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 10.100.130.254 ens6: 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 tt1=114 time=1.36 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=114 time=1.30 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=114 time=1.34 ms
64 bytes from 8.8.8.8: icmp_seq=4 ttl=114 time=1.28 ms
64 bytes from 8.8.8.8: icmp_seq=5 tt1=114 time=1.31 ms

3.3TFFAWS WebGUIF K B RAVIRZ . HBIENIE TRIEAIN T AEQ -



rtb-093df10a4de426eb8 / Private-Routes

Details Routes Subnet associations Edge associations Route propagation Tags

Routes (2) goth v
Q. Fllter routes 1 @

Destination v | Target

8.8.8.8/32 eni-070e 14fbfde0d8e3b [2

10.100.0.0/16 local

4. B X AR1EH LAY Tunnel1#Z O RELHAKE TR B4, NTARRERHAE X

R1l#config t
R1(config)#interface tunnell
R1(config-if)#shut

5. BXEHAWS EWroute %, ENI IDEE X AIR2ME A#EDENI ID:

rtb-093df10a4ded426eb8 / Private-Routes

Details Routes Subnet associations Edge associations Route propagation Tags
Routes (2)
Q, Filter routes
Destination v | Target
8.8.8.8/32 eni-0239fda341b4d7ed1 [A
10.100.0.0/16 local

HUEHEBR
ST REHARNENESESMESROABH B AAE .

- BRARSKEK. AIBVPC, FM, #0O, BAXREN , HPFSEOTLEIMHEXEK, it
TR H T T

- #{RElastic IPA{EMAEIPSERNEN, EENFM, NN ERNKEHR, EEIER
HEEHEE  UREIAVMARNZ AN EBENVPCHNIXE,

- 2HES/NENINR/BIRKE,
MREBEKRET AT TENMEER , BERENAEE , BREXEHE NS TAM
WEELR (R TEE ) , HEEMCisco TACBIZRA :

show redundancy cloud provider aws <node-id>
debug redundancy cloud all
debug ip http all



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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