Bic B MU T /EAH M FF(WGB)ELE
B =%

U T30

&g

BXHENBEERRHEAR(AP) LB E TELMFF(WGB) MK IR BT E,

FRFAF

ERREHF

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHZVNERAR
h(BIA) KRE. MRENMELTEIRS , FHRRETHAERSHBERNE,

WS
] 44

BiE
SBAFEWLC LB B A FWGBHWLAN,

FEWLC L , Sf#ZElConfiguration > Tags & Profiles > WLANs > click + Add , Z0EFf o



B lub Cisco Catalyst 9800-L Wireless Controller weicomeaamin | & ® A B # M O T @ Q| | (mreeavack S @

[L‘.:;rh_::l.r.a‘..r;n- » Tags & Profiles - » WLANSJ

Selected WLANS : 0

o 5-.a|u;r Mame T ID T SSID T 2.4/5 GHz Security Y 6 GHz Security T

AWLANEEE—ME#H , FBREEEA.

Add WLAN e

General Security Advanced
Profile Name* WGB Radio Policy ()
SSID* WGB Show slot configuration
6 GHz
WLAN ID* 1 Status enaslen  [|©

Status ENABLED .
Broadcast SSID
2.4 GHz
Wi-Fi 6E Compatibility Status ENABLED .

802.11b/g | 802.11b/g

Wi-Fi 7 Compatibility Policy

=] Apply to Device

S EISecuritylE B~ , FHEIENWGB SSIDERFIENZLIRE, NANHENEN , QIZTH
AASSID, A , EAI LG H MR SR,

A

BE  BHAEWLCLMSSIDEWGB AP SSIDELE X # 2RI L iR EITH ( thE &34



MEREWGB APRY X HEHRHTEE ) -

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP ® None
MAG Filtering (]
OWE Transition Mode Transition Mode WLAN ID* 0-4096

Lobby Admin Access D

| Apply to Device

¥ B AdvancediEIF , H{RCCX Aironet IEEE . ARFETApply to Device,



Add WLAN _

General Security Advanced

Coverage Hole Detection Universal Admin O
CCX Aironet IE OKC
Advertise AP Name O Load Balance O
P2P Blocking Action Disabled v Band Select O
Multicast Buffer IP Source Guard O
Media Stream Multicast-direct O WMM Policy Allowed v
11ac MU-MIMO mDNS Mode Bridging v
Wi-Fi to Cellular Steering O Off Channel Scanning Defer
Wi-Fi Alliance Agile Multiband

Defer Priorit G 0 D 1 G 2
Fastlane+ (ASR) © v

) Os Oa 5
Deny LAA (RCM) clients O
6 Oz

6 GHz Client Steering O

Scan Defer Time 100
Latency Measurements O

Announcements
Assisted Roaming (11k)

=] Apply to Device

BIBWLANEEXH/E |, tIZZWLANBREBEEX . it , ESMIEE>fRiCMEE X H>K
B> R+ 0.

et Cisco Catalyst 9800-L Wireless Controller Welcomesamin | # A B % M @ & © Q| | (mFeednack S

_ (C:,rhgl.r.a‘;inn- » Tags & Profiles - » Policy)

Selected Rows ; 0
Aol s iated Poli
(m] Sm'::: T #:::‘:'"' Y @ T  Policy Profile Name T  Description T
D (] defauit=policy=profile default policy profile
4 4 1 = » M0 -

FEGeneralif M FHMARKEEXHNEN , HBERAXREEXHEE o



Add Policy Profile X

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Hame” ‘ WGB_profile \ WLAN Switching Policy

Description l Enter Description ‘ Central Switching
Status | Central Authentication
Passive Client @ DisasLED Central DHCP
IP MAC Binding enasLer () Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging O

SGACL Enforcement D

Default SGT 2-65519

" Apply to Device

EfinEAccess Policiesit Tl , HfFVLANS B 2 & HY SR BR B & XS



Add Policy Profile X

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mability Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching ) .
IPva ACL Search or Select | v |@
DHCP TLV Caching O : :
IPv6 ACL Search or Select | v |8
WLAN Local Profiling
URL Filters ®
Global State of Device Disabled (@) § i
Classification Pre Auth Saarch or Selec v |g
Local Subscriber Policy | Search « > v Post Auth [sear -h or T]
Name 4  S—— —
VLAN
VLAN/VLAN Group BACKBONE-=V... X ¥ @
Multicast VLAN Enter Multicast VLAN

Note : Selecting a VLAN Group is a valid config only for Central
Switching 55IDs. Do not use with S5IDs enabled for Flex Local
Switching

| Apply to Device

EME|Advancedit i~ |, [ TRz EIWGB Parameters3f % 7 i%1#%Broadcast TaggingFIWGB
VLANIET, A5 &% EHApply to Device.



Add Policy Profile =
DNS Layer Security Not Configured X ¥

DHCP Server VRF v & Parameter Map

W Flex DHCP Option for DNS
AAA Policy Flex DNS Traffic Redirect B cnore

Allow AAA Override O WEEN kiext Pallcy
NAC State O VLAN Central Switching O
Palicy Name default-aaa-p.. X v B Split MAC ACL v |&@
Accounting List v Air Time Fairness Policies
Interim Accounting 2.4 GHz Policy v B
WGB Parameters 5 GHz Policy v &
Broadcast Tagging EoGRE Tunnel Profiles
WGB VLAN

Tunnel Profile v B

Policy Proxy Settings

ARP Proxy [ DISABLED

IPv6 Proxy Nane v

=1 Apply to Device

ZE , RRBEEXARAZIWLANE EX /. SHEIEE>REMEE X A>PRE> R+,

B .l Cisco Catalyst 9800-L Wireless Controller imn | # ® A B & DO Q = Feedvack | ([
— [Cf.:l:ﬁg.;l;ra'. on= » Tags & Profiles~ » Tags ]
Palicy Site RF AP
Selected Rows : 0
O Policy Teg Name T  Description T
0O default-policy-tag default palicy-tag

BAREEARIC A, ARFRT+ Add,



Add Policy Tag x

Name* WGB_tag

Description ‘ Enter Description

Vv WLAN-POLICY Maps : 0

(O WLAN Profile Y  Policy Profile Y

No records available.

Ma 4 » » 10 = | items per page 0 - 0 of 0 items

RLAN-POLICY Maps : 0

= Apply to Device

6 T3R5 ElMap WLAN and Policy#84 , Fi&F 2 sl 2 AIWLANKREE B X . REETEV.

Add Policy Tag X
+ Add
C] WLAN Profile Y  Policy Profile Y
No records available.
M 4 » M l 10 ' items per page 0 - 0 of 0 items

Map WLAN and Policy

x v |B

WLAN Profile* WGB x v @ Policy Profile* WGB_policy

L <] -

RLAN-POLICY Maps : 0

1 Apply to Device

BWERRG ERMEBIFRPFE , £ dApply to Device,



Add Policy Tag
Vv WLAN-POLICY Maps : 1

(0 WLAN Profile Y  Policy Profile T
O was WGB_policy
14 4 1 | S ' 10 w \ items per page 1 of 1 Items
Map WLAN and Policy

WLAN Profile* | Search or v | Policy Profile* v

HI2.EWGCBHEN TEEAP,

FHAPMCAPWAP## AWGBRE

WGB_AP#ap-type workgroup-bridge

FELEWGB APHYIPb L,

¥ FDHCP Pt :

WGB_AP#configure ap address ipv4 dhcp

X FEASIPHL

WGB_AP#configure ap address ipv4 static

=| Apply to Device



EWGB AP Ll ESSIDEL & 304

WGB_AP#configure ssid-profile

ssid

authentication

FFSSIDEL & X HHE R T4 i,

WGB_AP#configure dotllRadio

mode wgb ssid-profile

HEWGB APLERACEENTLSE.

WGB_AP#configure dotllRadio 1 enable

2ZJg , WGB APIE#EZE|RAP, AILAMWLCEIIFEERE K.

EWLCLE , WGB AP N BEENTLE P ik, ERI—1MRYF , E2EREBENEWGB APEENE
KEPR,



T~ -

B .l Cisco Catalyst 9800-L Wireless Contraler Welcomeadmin | # % A B % M O C @ Q| | mreemsck 2 @
Wireless = » Cllents)
Sleeping Clients Excluded Clients

Selected 0 out of 2 Clients
Client MAC 3

D Address IPv4 Address t  IPvE Address : AP Name : SlotD® ! 55D P OWLANID ! Client Type

D y AP 1 WGE

(] # MNiA Ni& AP 1 WGB

Je

BR #EHBEWGB APZH , BRAZAPEE T ER/H XA ( AIEAH S “show
controllers dot11Radio”#{TIUE ) , N :

WGB_AP#show controllers dotllRadio 1

wifil Link encap:Ethernet HwWaddr XX:XX:XX:XX:XX:XX
BROADCAST MULTICAST MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:2699

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Radio Info Summary:

Radio: 5.0GHz
Carrier Set: (-E) Belgium ( BE)

Je

BR: MRREEERMBXAB , BHAPKLICAPWAPES , FEMAWLCHBRE
REERMMXAB, /&, FAPHKRAWCBER H HEEE,

56 UF
EREAIR LS SR LA E,
EWGB APL :

#show wgb ssid



FX 2 B B i R B

Configured SSIDs details:

SSID-Profile SSID Authentication DTIM
WGB_ssid_profile "WGB" OPEN 1
#show wgb dot113< Bk

B T 9 B 1 R B

Uplink Radio ID : 1

UpTlink Radio MAC : XX:XX:XX:XX:XX:XX
SSID Name : WGB

Connected Duration : 0 hours, 2 minutes, 14 seconds
Parent AP Name : APXXXX.XXXX.XXXX
Parent AP MAC : XX:XX:XX:XX:XX:XX
Uplink State : CONNECTED

Auth Type : OPEN

Dotll type : 1llax

Channel : 112

Bandwidth : 40 MHz

Current Datarate (Tx/Rx) : 309/195 Mbps
Max Datarate : 1147 Mbps

RSSI : 65

IP : XX.XX.XX.XXX/24

Default Gateway : XX.XX.XX.XXX

IPV6 : ::/128

Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec

Dhcp timeout : 60 Sec

Country-code : BE

#show wgb event all

B HERR

W
EWGB APL :

MAERESRE , MRWGB APREZEIRAP , FEARHURIAXMERENESFAEE



#debug wgb uplink all

FX T Y & 5 L R B

Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026
Jun 19 12:57:39 WGB_AP kernel: [*06/19/2026

[*06/19/2026
Rcvd Beacon

Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:
Jun 19 12:57:

13:

17:00.6494] DOT11_UPLINK_EV:

from XX:XX:XX:XX:XX:XX channel

39
39
39
39
39
39
39
39
39
39
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40

WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026
WGB_AP kernel: [*06/19/2026

12:57:39.0356] DOT11_UPLINK_EV: Scan Started ON SLOT 1
12:57:39.0357] DOT11_UPLINK_EV: Uplink state changed [DOT11l
12:57:39.0358] DOT11_UPLINK_EV: Set BH root port(Chop 00:00:
12:57:39.0358] DOT11_UPLINK_SCAN: Uplink Scan Started in Do
12:57:39.0362] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.0632] Radio configuration has been saved successf
12:57:39.0633]

12:57:39.1492] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.2895] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.4298] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.4933] DOT11_UPLINK_SCAN:[*06/19/2026 13:17:00.6489
parent_rssi: -65, configured Tow rssi: -70

112 Time 36143

12:57:39.4934] DOT11_UPLINK_SCAN: Received Beacon and going
12:57:39.4934] DOT11_UPLINK_SCAN: Sending probe request on
12:57:39.4934] WGB Classifier: DotllUplinkClassifier: Downs
12:57:39.4935] WGB Classifier: DotllUplinkClassifier: Tx se
12:57:39.4952] DOT11_UPLINK_SCAN: Rcvd Probe Response from .
12:57:39.4952] DOT11_UPLINK_SCAN: WGB_SCAN_STATUS: Received
12:57:39.5266] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.6657] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.8046] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:39.9436] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:40.0827] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:40.2218] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:40.3609] DOT11_UPLINK_SCAN: Enable passive scan on ch
12:57:40.4983] DOT11_UPLINK_SCAN: End of channel Tist
12:57:40.4984] DOT11_UPLINK_SCAN: An AP responded, try to a
12:57:40.4984] DOT11_UPLINK_SCAN: Uplink Scan stopped in Do
12:57:40.4984] DOT11_UPLINK_SCAN: Choosing best AP
12:57:40.4985] DOT11_UPLINK_SCAN: Selected best AP : XX:XX
12:57:40.4985] DOT11_UPLINK_SCAN: Best AP : XX:XX:XX:XX:XX:
12:57:40.4985] DOT11_UPLINK_SCAN: HD IE not present!
12:57:40.4986] DOT11_UPLINK_SCAN: WME capable 1
12:57:40.4986] DOT11_UPLINK_SCAN: Scan done.Starting Authen
12:57:40.4987] DOT11_UPLINK_EV: Uplink state changed [DOT11l
12:57:40.4988] DOT11_UPLINK_EV: Set BH root port(Chop 00:00:
12:57:40.4995] DOT11_UPLINK_EV: existing channel 140, targe
12:57:40.5001] DOT11_UPLINK_EV: existing channel 140, targe
12:57:40.5168] DOT11_UPLINK_CONFIG: get tx_pow_1lvl 1 by txp
12:57:40.5433] DOT11_UPLINK_EV: Channel event on slot 1 cha
12:57:40.5541] DOT11_UPLINK_EV: Channel event on slot 1 cha
12:57:40.5655] DOT11_UPLINK_EV: Handling auth delay for cha
12:57:40.5718] DOT11_UPLINK_CONFIG: get tx_pow_1lvl 1 by txp
12:57:40.5719] DOT11_UPLINK_EV: Starting Connection (uplink
12:57:40.5719] WGB_UPLINK_SEC: New roamed parent : XX:XX:XX
12:57:40.5719] WGB_UPLINK_SEC: WPAS process does not exist
12:57:40.5719] DOT11_UPLINK_EV: Uplink state changed [DOT11l
12:57:40.5721] WGB Classifier: DotllUplinkClassifier: Downs
12:57:40.5721] WGB Classifier: DotllUplinkClassifier: Tx se
12:57:40.5723] DOT11_UPLINK_EV: Auth request sent!
12:57:40.5753] DOT11_UPLINK_EV: Channel event on slot 1 cha
12:57:40.5753] DOT11_UPLINK_EV: Channel 112 set response fr
12:57:40.5764] DOT11_UPLINK_EV: Channel event on slot 1 cha
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kernel:
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kernel:
kernel:
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kernel:
kernel:
kernel:
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5765]
6035]
6036]
6036]
6038]
6038]
6038]
6038]
6039]
6039]
6039]
6039]
6040]
6040]
6041]
6100]
6101]
6102]
6108]
6118]
6124]
6130]
6131]
6241]

odhcp6c[186731]: in timer_init.
[*06/19/2026 12:57:40.6761]
odhcp6c[186735]: (re)starting transaction on srcr2
[*06/19/2026 12:57:40.6782] DOT11_UPLINK_EV: Odhcpb6c process started
[*06/19/2026 12:57:40.6784] DOT11-UPLINK_ESTABLISHED: Interface Dotl1lRad
[*06/19/2026 12:57:40.6786] DOT11_UPLINK_EV: Peer assoc event received f

kernel:

kernel:
kernel:
kernel:
odhcp6c[186735]: Starting SOLICIT transaction
odhcp6c[186735]: odhcpbc_update_entry state =
odhcp6c[186735]: odhcpbc_update_entry state =
odhcp6c[186735]: odhcpb6c_update_entry state
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026
[*06/19/2026

12

12:
12:

12

12:
12:

12

12:
12:

12

:57:
58:
58:
:58:
58:
58:
:58:
59:
59:
:59:

43.
00.
00.
20.
20.
40.
40.
00.
00.
20.

6386]
6134]
6138]
6140]
6145]
6147]
6152]
6154]
6158]
6161]

DOT11_UPLINK_EV:

WGB Classifier:

DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:

WGB Classifier:
WGB Classifier:

DOT11_UPLINK_EV:

WGB Classifier:

DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
[10239:I:ANY] 1ieee80211 _ucfg_setparam_

wlan:

Channel 112
Dot11Up1inkCl
Auth Respons
Uplink state
Assoc. Req.
set_ht_cap_i
set_vht_cap_
VhtCapInfo=8
set_he_cap_i
set_he_cap_i
Added system
Added static
Dot11Up1inkCl
Dot11Up1inkCl
Sent Assoc.
Dot11Up1inkCl
Assoc Respon
Uplink state
Set BH root

set response fr
assifier: Rx se
e (uplink)addri
changed [DOT11
addr1[XX:XX:XX:
e_fields: Addin
ie_fields: Addi
65069494

e_fields: Addin
e_fields: Setti
name : 1in ass
IP address : X
assifier: Downs
assifier: Tx se
Reg. (uplink)ad
assifier: Rx se
se (uplink)addr
changed [DOT11
portChop XX:XX:.

DOT11_UPLINK_EV: Set BH root portChop XX:XX:
DOT11_UPLINK_EV: Static IP address configure
DOT11_UPLINK_EV: Uplink state changed [DOT11

route:

SIOCADDRT: File exists

odhcp6c[186731]: 1in timer_init.

16, valid = 1800, p
16, valid = 2592000
= 17, valid = 2592000

(timeout 4294967295s, max rc 0)

referred = 1800
, preferred = 6
, preferred = 6

ip6_port srcr2, ip6local XXXX: :XXXX:XXXX: XXX

DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:
DOT11_UPLINK_EV:

Calling RSSI
parent_rssi:
Calling RSSI
parent_rssi:
Calling RSSI
parent_rssi:
Calling RSSI
parent_rssi:
Calling RSSI

get for XX:XX:.
-63, configure
get for XX:XX:.
-63, configure
get for XX:XX:.
-64, configure
get for XX:XX:.
-64, configure
get for XX:XX:.
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