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» ssh6

* telnet
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Nexus9000(config)# feature tacacs+
Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

2EBEENEREEEENLAE,

Nexus9000(config)# role
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#
Nexus9000(config-role)#

vlan policy deny
interface policy deny

name helpdesk
description

rule 1 permit
rule 2 permit
rule 3 permit
rule 4 permit
rule 5 permit
rule 6 permit
rule 7 permit
rule 8 permit
rule 9 permit
rule

rule
rule

Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#

12 permit command config t ; interface * ;

Can perform basic Toubleshooting and bounce certain
read

command
command
command
command
command
command
command
command

enable *

ssh *

ssh6 *

ping *

ping6 *
telnet *
traceroute *
traceroute6 *

10 permit command telnet6 *
11 permit command config t ; interface * ;

oo

shutdown
no shutdown

oo

permit interface Ethernetl/1
permit interface Ethernetl/2

ports



Nexus9000(config-role-interface)# permit interface Ethernetl/3

Nexus9000(config-role-interface)# permit interface Ethernetl/4

Nexus9000(config-role-interface)# permit interface Ethernetl/5

Nexus9000(config-role-interface)# permit interface Ethernetl/6

Nexus9000(config-role-interface)# permit interface Ethernetl/7

Nexus9000(config-role-interface)# permit interface Ethernetl/8

Nexus9000(config-role-interface)# permit interface Ethernetl/8

Nexus9000(config-role-interface)# permit interface Ethernetl/9

Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRRBHHRRRRHH R HHHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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1.EEENexus TACACSEHEFEAN &4
£ FISEA ity & 5 K i

&R B Administration > Identity Management > Groupsit M H S 2B EEMANA | HIER
BRI 5 1940 RiseUsers,

% FHSubmitiz4l

E T RS E|Administration > Identity Management > Identity &I,

B & Add =4

RN BEFERN -2 , LAFKHNBHITX , AR £/ Aiseiscool,
T—SRAVENAFE P EEB. VainillalSEI7 2 AERFEANEDB,
RE , RAFSED el ZNAE , EAHIF NiseUsers,



2.BEHFMMEIRE

FINEXUS 90001% % 7 I 2| ISEE B> M 4% % 7 >M &1 %

BHAJIRATT R,

EREPRAE , NEEENNADDE B , HFATACACSX iE MNADERRISEMIP,

THEMARENZHATER LR EHERVE, REXRBENRANFTERTIR , REREE
XEFIERERE BRIERE.

£ Administration > Network Resources > Network Devices > Your NAD > TACACS Authentication
Settings £ , ARINZENADEE T EANHKERA, NEREANexus3=Hl,

B HSubmitiIZ R FE Xo
3.EISELBETACACS,

BRKREEENexus kP EIEHPSNEE B B T Device AdminikIi,

AR BARREERST2SBISEEFHEF,

A LATEISE X # Administration > System > Deployment > Your PSN > Policy Server section >
Enable Device Admin Services T % A It 1% I,

- BIETACACSEEXf , MR FHRIEKD , EFAGREE AIRE FINexusi® &

MISEX 2 | &fnE|Workcenters > Device Administration > Policy Elements > Results >
TACACS Profiles 7 RiiFAdd#Z 4

FEEName# ( AJiE ) %,

B Task Attribute View#8 53 3 $ i EIRaw View#§ 5

FH % A fEshell:roles="helpdesk",

BETEFHRIERMMRNKMA RIS,

EISEX % E | 5@ Work Centers > Device Administration > Device Admin Policy Sets.
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shell:roles="helpdesk"

ENexusig & L :

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role



Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

HUEHEER

o I®UF MNexusi® & mJ A58 ISE:

Nexus9000# ping <{&HIISE IP>

PING <f&H#JISE IP>(<#EHISE IP> 565iE 25

64F T |, RE<EBWISE IP>:icmp_seq=0 ttI=59 time=1.22 ms
64F T , RE<EBHISE IP>:icmp_seq=1 ttI=59 time=0.739 ms
64F T , RE<EBHISE IP>:icmp_seq=2 ttl=59 time=0.686 ms
64F T , RE<EBMISE IP>:icmp_seq=3 ttI=59 time=0.71 ms
64F T |, RE<EBHISE IP>:icmp_seq=4 ttI=59 time=0.72 ms

o WIFISEFMNexusig & 2 B im 0492 B S I -
Nexus9000# telnet <ZHIISE IP> 49
EEZH<EBHISE IP> ...

BEEE<IEMISE IP>,
BYLFRERN
o EALUTAER :

debug tacacs+ all

Nexus9000#

Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs:event_loop(): 18 Fprocess_rd_fd_set
202494 A19H22:50:44.199355 tacacs:process_rd_fd_set: Jyfd 6FE ALY =] 0Y

202454 A19H22:50:44.199392 tacacs:fsrv didntff Fi84211¢ 455

202454 A 19H22:50:44.199406 tacacs:process_implicit_cfs_session_start: IEE# A ......
20244 A19H22:50:44.199414 tacacs:process_implicit_cfs_session_start:i B i ; FAi14F 2 B £
RIRAS

202454 A19H22:50:44.199424 tacacs:process_aaa_tplus_request: 3 Aaaa&iFid 0



202454 A19H22:50:44.199438 tacacs:process_aaa_tplus_request : RS 254
IsePsnServerst® &mgmt0ii O FIRZS
202494 B19H22:50:44.199451 tacacs:tacacs_global_config(4220):IETE5 A.......
2024%4 A19H22:50:44.199466 tacacs:tacacs_global_config(4577):3REX_#EK......
202444 A19H22:50:44.208027 tacacs:tacacs_global_config(4701): Bt & £ B MY E B R EHIR
[El{E : SUCCESS
20244 A19H22:50:44.208045 tacacs:tacacs_global_config(4716):REQ:num server 0
20244 A19H22:50:44.208054 tacacs:tacacs_global_config:REQ:num group 1
202454 A19H22:50:44.208062 tacacs:tacacs_global_config:REQ:num timeout 5
202454 A19H22:50:44.208070 tacacs:tacacs_global_config:REQ:num deadtime 0
202454 A19H22:50:44.208078 tacacs:tacacs_global_config:REQ:num encryption_type 7
202454 A19H22:50:44.208086 tacacs:tacacs_global_config:i& Elretval 0
202494 B19H22:50:44.208098 tacacs:process_aaa_tplus_request:group_infolE 7 f£aaa_req

, R BLfE A BR S5 85 4 IsePsnServers
202494 A19H22:50:44.208108 tacacs:tacacs_servergroup_config: IETE# A RSS2 , &5l0
2024%F4 A19H22:50:44.208117 tacacs:tacacs_servergroup_config:GETNEXT_REQ for Protocol
server group index:08& # :
20244 A19H22:50:44.208148 tacacs:tacacs_pss2_move2key:rcode = 40480003 syserr2str =75
It pssZ4A
202454 A19H22:50:44.208160 tacacs:tacacs_pss2_move2key: i Fpss2_getkey
202494 B19H22:50:44.208171 tacacs:tacacs_servergroup_config:GETNEXT_REQIREX MM BR S5
234 &5l - 2B : IsePsnServers
20244 A19H22:50:44.208184 tacacs:tacacs_servergroup_config: B 1k & M A R R IR BB

: SUCCESS
2024%4 A19H22:50:44.208194 tacacs:tacacs_servergroup_config:iR [E i R 55 25 A Hireval
0:IsePsnServers
202454 A19H22:50:44.208210 tacacs:process_aaa_tplus_request: ¥ El4H IsePsnServers, 185
#vrfs EBRIAE , source-intf0
202454 A19H22:50:44.208224 tacacs:process_aaa_tplus_request:# &mgmt0 vrf:management
against vrf:default of requested group
202454 A19H22:50:44.208256 tacacs:process_aaa_tplus_request:mgmt_if 83886080
202494 B19H22:50:44.208272 tacacs:process_aaa_tplus_request:global_src_intf :0 , ZNith
src_intf0,vrf_name R BAIAE
2024%4 A19H22:50:44.208286 tacacs:create_tplus_req_state_machine(902): i Aaaa£iFid 0
20244 A19H22:50:44.208295 tacacs: R ASHLITE0
202444 A19H22:50:44.208307 tacacs:init_tplus_req_state_machine:fii Aaaa2idid 0
20244 A19H22:50:44.208317 tacacs:init_tplus_req_state_machine(1298):tplus_ctxyNULL , %0
RKERR/EMNN B |, WRZH
202454 B19H22:50:44.208327 tacacs:tacacs_servergroup_config: IE £ A fR S5 854
IsePsnServers , &5|0
202454 A19H22:50:44.208339 tacacs:tacacs_servergroup_config:GET_REQ for Protocol server
group index:0 name:lsePsnServers
202494 B19H22:50:44.208357 tacacs:find_tacacs_servergroup:$ii A fR 55854 IsePsnServers
20244 B19H22:50:44.208372 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str =% Ih
2024%4 A19H22:50:44.208382 tacacs:find_tacacs_servergroup:IE £ 1B H fR 5854
IsePsnServers& 5|2



202454 A19H22:50:44.208401
tacacs:tacacs_servergroup_config:GET_REQUEST:find_tacacs_servergroup error 0 for Protocol
server group IsePsnServers

202494 A19H22:50:44.208420 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str =% I
20244 A19H22:50:44.208433 tacacs:tacacs_servergroup_config:GET_REQIRER MY BR S5 854H
#5| : 28 : IsePsnServers

2024 A2024 4 H19H22:52024 4 H19H22:52024 4H19H22:5

Nexus9000#

- ITHRIESHR. (EEERESHAEER , XME R Wireshark TACACS+E R , HE#H
NexusHISEF AR EZZ4A, )

o WIFISEFMNexusinI X ZRAREBMEE, XA LAEWiresharkF iR &E

&g
AN BITRER BA
Wi A

1. F—MulF—1NRE,

2. B3 EVMware ESXiF A R EFMENVM , AR RERERE , BREAUTHIMREERE
VM,

* ul2test tag. No Span tag CPU:M\E—MNHEZETHFIFRFiEFELower

 ul2¥Rid , Z&SpantriECPU:ME — M H—E TR R Fik#FELower

- ul2 tag. No span tag Memory:i%# Reserve all guest memory(All locked) & i%&4E
* Ul2tRid. FospantricRIFEWMIERECPUNMRAM, 20 THEZFIF

o MUulEHIBuI3HIR A B, EMiBRspantrid , ERMpirid. CPUNE—MNHEETHIIR
FRiEELower

o MUIEHIBuIBHIL R B, EMiERspantrid , BERMptrid. A& F Reserve all guest
memory(All locked) & £ 4E

« MUlE#IBuIBHEEE, EMiBRspantric , ERMpiRid. RFEHMERECPUN
RAM, 20 Ui Bk 8EEE L 7 ¥ 45 2

« uld, RIMul1.CPUEFI:NE—PMHRETHI|FRFPERFELower
- ul4, RIMuMEH, RF:EFReserve all guest memory(All locked) & & 4E

e uld, MIMUMEH, FRIFBEHNERDNRECPUNRAM, 20 AT THRIFMAEENA
#



« ul5, MoriginaZ#l , TTp#rid , Hspan tagCPU:MNE— MR ETHFIRAFIEFIK
« ul5, MoriginaZ#l , p#Frid , Fspan tagMemory:ik HReserve all guest memory(All
locked) & 1% 4E
« ul5, MoriginaE#l , Tprid , H Bspantric BRIFBEHNE B K NMEECPURNIRAM. S
IEMERER THESIFE

« uUMHBIRIE, EMiBRspant®ic , ERMpFrid. CPUNE—MNERETHHIRAPIEE
Lower

« uMHIEIE, EMBRspantRic , ERMpARic. HTF:1%EH Reserve all guest memory(All
locked) & & 4E

- UMEIAEE, SHiBRspantric , 2R Mpiric. RFPENMAEIRECPUNRAM, &0
BHMVMARER | THREHAEE

1. XREEMS, EAEEAZREZEREIRed HatEHURERE RS B

2. ENEES , ERATERE :

- fEReady to begin the installation ~ , i A Cisco IQ LinkSE 51 & 5.
B #HCustomize configuration before installation.
« FENetwork selection ™ , #{RIEFEE LM EME.

3. BEH"STTARTEAE — MR BRI,

4. EVMMEZFIE £ | BELEBEENIPE 4,
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IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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