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NOK1 N9K-C93108TC-EX 9.3(10)
N9K2 N9K-C93108TC-EX 9.3(10)
N9K3 NOK-C93108TC-EX 9.3(10)
AXHEPREERMARRERFEPHINexusiREBIZN . AP ERNAAREIE R R
TRAMAEFENERE. MREFEAWRIEME , FERET BEMwSHNEERE,

HhEh

SW1 SW2 SwW3

Lo0 - 192.168.0.10 SVIVLAN 20 - 192 168.20.1 o0 - 10.10.10.10

—— —

(%) Eth1/1 Eth1/1 :i:

Eth1/3 Eth1/4

access
192.168.20_2
vian 20

U7 B 32 8 5l = K% EL Thse Ry ) 8

ACLXERER EATRE—RFIBFHAMMZELIRRE (Fla0 , BIFF/ ERIPHUTIE ) o XEMN
NAEHREREERERMFLE , LMRERAERELXEHEE, AEREARIERIR

, ACLIRIEMZMBEERREMMNRELRAFNERFE BT ERELNEIHEL. NMRHE
B ATFRANBEL , WElTFENexusRRLE, Re , IRBFESHSELEMS , NIXL
BEIFREF.

ACLHY — M EEWRER B N HFEIREHSE T HR, XETRBRESACLAN CEHHIES
BE A XEFRBEESELABENFEEA.

Pl MRRFEERE—ERENHES , BRINVBIFEEL THE , REACLWSITIHRERT
LEPREMEPEFHEIN R

PACLFMRACL

ACLHVERES R AREEFITRE , EABARTFEM—RENATE2EEOPACL), $3E#EDO
(RACL)EVLAN(VACL)e AT RIIXLESEMN R R -

. ROREEIFIRPACL):ACLE A FSE2E(L2) X el 00,
- BRHERTHEIEFISIR(RACL):ZACLE AT E3E(LI)EHEED,



ACL:HE | #0O B®’IE B1F 7318

PACL L2 RieHlim OO A — HAEONRE.

WMRACLNATH#ED , B4
R4k £ R ATBVLANRY R

==

RACL L3 SVI, ¥EL3ML3FHA AWM EY — AVEIE#AEONRE
, MM EETEONRE,

ERa
RS ERERAE WA RIRS,

HhFM i EA

« NOK-15NIK-2EBLIEE, NIK-1 LWEth1/1#ZEORENLIBHEED , MNIK-289Eth1/17
L233#a4liw A4 A | $ri2AVLAN 10,

. NOK-2t2 5NOK-3EHL3EE, NOK-2 L HEth1/38 0 2FRIZHVLAN 208L25 el 00
, NOK-3HVEth1/4E & L3O,

« IREIBE : NOK-1RINOK-2EBELE T Lo0#E O, Riff XL o0 AEMMEE Z A KEICMP
pingHIFE .

HEHERR

FEFENKIRE LEEMBIERACLMPACLHNEARELS R, HHREFR , NEF KO ERH
FIRMERMBR I RIEFSIR Lo BEIR , ARERS EREARNBZERFRAEHRES.

HZBR1.FENIK-1(Eth1/1). NOK-2(SVI 10, SVI 20)FINIK-3(Eth1/14)HL3E A LFRE
RACL



AE EVNEHERESIR , FEENIK-2 L#HITHFAMACLEE., HTNIK-2RDLIYE
BHED (MRBSVIFL2X®imA#ED ) , REPACLXXFALRE.

NTHREEBIESCED , WASIRMMACLHHEMATIL3EA,

ACLRIR FAZRINIK-1, NIK-2FIN9K-3,

ip access-list TAC-IN
statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any

ip access-Tist TAC-OUT

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any



***NgK_l***

interface Ethernetl/1
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

***NgK_z***

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.10.1/30

interface V1an20

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.20.1/30

***NgK_3***

interface Ethernetl/4
description ***Link-to-N9K-2%*%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.20.2/30
no shutdown

S22 ENIK-289L 2R e #lim O O EELEPACL
TCAMAEZ

BIEACLEKE | AT FEETCAMEIE , BXFAER , BS5H :

T #R 0 {AI X1 2> Nexus 9000 TCAMZE [H]

ENPACLM AZIL2YE#ED , HMEEip port access-group ...

BR A6 EFEEETCAMKXHE,


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/119032-nexus9k-tcam-00.html

AR RETEHBER , SMREREER,

N9K-C93180YC-2# conf

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2

N9K-C93180YC-2(config-if)# ip port access-group TAC-IN 1in

ERROR: TCAM region is not configured. Please configure TCAM region Ingress PACL [ing-ifacl] and retry t
N9K-C93180YC-2(config-if)#

fit B TCAM X i3 i 25 1%
SBR1AEUTCAMK i

FIFAEBAXEATRHATRAZR , BASNMMEN TR ZEE ATERERTE.



N9K-C93180YC-2# show system internal access-T1ist globals

LOU Threshold Value : 5

NAT 13 00 1

Ingress PACL1 001
Ingress VACL 2 00 1
Ingress RACL 3 0 1792
Ingress RBACL 4 0 0 1
Ingress L2 QOS 5 1792 256 1

Ingress L3/VLAN QOS 6 2048 512 1 >>>>>> Size of 512
Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1

Ingress L3/VLAN SPAN ACL 9 3328 256 1

Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1

Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

>>>>>>> Size of 0

1

001
001

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region



5 — MR 53R,

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 0 >>>>>>> Size of 0

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QO0S [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 512 >>>>>> Size of 512
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-T12-span-filter] size = 256

Ingress L3 SPAN filter [ing-T13-span-filter] size = 256

Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0

Ingress Netflow/Analytics [ing-netflow] size = 0

Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

Egress sup control plane[egr-copp] size = 0
Ingress Flow Redirect [ing-flow-redirect] size
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size =0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size =
Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

]
o

|
o

HR2. 45N X FMAE

RN B 4Aing-13-vlan-qos I X K7D, ( XEREMR. )

N9K-C93180YC-2(config)# hardware access-list tcam region ing-13-vlan-qos 256 >>>F % Bt M
51282 256,
BRELEHEFNMRZRS , UEREER.

FSIRIEMFEOMTCAMKX

N9K-C93180YC-2(config)# hardware access-list tcam region ing-ifacl 256

REEREAENMBREUEEREEN.



N9K-C93180YC-2(config)#

SRAREEE

N9K-C93180YC-2(config)# copy running-config startup-config
[#####RBHHHAHRRHHHRRRHHHARR AR HAHHRE] 100%

Copy complete, now saving to disk (please wait)...

Copy complete.

N9K-C93180YC-2(config)#

E5%: BN

N9K-C93180YC-2(config)# reload
This command will reboot the system. (y/n)? [n] y

BT ERiIE

EXNEE  REERARBTEEN

N9K-C93180YC-2# sh system internal access-Tist globals

NAT 13 00 1

Ingress PACL 1 0 256 1 >>> The size value is now 256.

Ingress VACL 2 0 0 1

Ingress RACL 3 256 1792 1

Ingress RBACL 4 0 0 1

Ingress L2 QOS 5 2048 256 1

Ingress L3/VLAN QOS 6 2304 256 1 >>> The size value is now 256.



Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1
Ingress L3/VLAN SPAN ACL 9 3328 256 1
Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1
Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

o o

01
01

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region

5 — MR UE 53R,

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 256 >>> The size value is now 256.

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QOS [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 256 >>> The size value is now 256.
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-12-span-filter] size
Ingress L3 SPAN filter [ing-13-span-filter] size
Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0
Ingress Netflow/Analytics [ing-netflow] size = 0
Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

256
256



Egress sup control plane[egr-copp] size = 0

Ingress Flow Redirect [ing-flow-redirect] size = 0
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size = 0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size = 0

Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

|Piw O 15 B 4H Y Bl &

FEL2YE#E#E DO EEEip port access-groups

N9K-C93180YC-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2,el/51
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-IN 1in
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-OUT out
Port ACL 1is only supported on ingress direction >>>>>>>>
N9K-C93180YC-2(config-if-range)#

interface Ethernetl/1

description ***Link-to-N9K-1%**%*

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> Inboud only
no shutdown

interface Ethernetl/3

description ***Link-to-N9K-3***

switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> Inboud only
no shutdown

R3340

NOK- 12 i H LoopbackO(LoO)#ER IR , MINIK-3 7] LAfE A HLoopbackO(LoO)#ER B ¥x.
AFNRENNREZEONETREEFERNT,



AR 2B EEE T ERE BN EIREE,

***NgK_l***
interface loopback0
ip address 192.168.0.10/32

***NgK_3***
interface loopback0
ip address 10.10.10.10/30

FSEAFERIRIP 192.168.20. 2% i & H MNIK-3[@NIK-18ILo0 192.168.0.10&% 3%
Ping



N9K-3# ping 192.168.0.10 source 192.168.20.2

PING 192.168.0.10 (192.168.0.10) from 192.168.20.2: 56 data bytes
64 bytes from 192.168.0.10: icmp_seq=0 tt1=253 time=1.163 ms

64 bytes from 192.168.0.10: icmp_seq=1 tt1=253 time=0.738 ms

64 bytes from 192.168.0.10: icmp_seq=2 tt1=253 time=0.706 ms

64 bytes from 192.168.0.10: icmp_seq=3 tt1=253 time=0.668 ms

64 bytes from 192.168.0.10: icmp_seq=4 tt1=253 time=0.692 ms

--- 192.168.0.10 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/0.793/1.163 ms

NIK-3#

FHIR5 WINIK-1., NIK-2FIN9K-3 L IPACLFIRACLAIHE R

« AFICMPHEIEEFEENIK-3 , At EMSERIINIK-2ER/WR TiXHEMNCMPERKIES,
« N9K-2 L HIPACLISIE : TIHAURRISK B1192.168.20.2 ( N9K-3HYEth1/4 ) WEMNKIESR , B
FINIK-1#9L00(192.168.0.10),

N9K-2# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

NIK-2KYEth1/3 LMK ELE

interface Ethernetl/3

description ***Link-to-N9K-3***
switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> PACL
no shutdown

« 7EN9K-2 L |, RACLIRE SN BEFFNOK-2 H 4 ¥ & FINOK-1 I ICMP#E R IE S

- HFPACLAXEFHHIEAE , b AFBIEESVIERVLAN 108 EH % —NACL(TAC-OUT-
SVI) , ZVLANELE NRACL ( BANRACL:FH A M ) o VLAN 1032 HNIK-2FINIK-12[E]
HERE,

NI9K-2# show ip access-Tists TAC-OUT-SVI

IP access 1list TAC-OUT-SVI



statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

configuration associated:

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>>>
ip address 192.168.10.1/30

BIEEMNER , BIAMNIK-3RIZENICMPIERBIEZEEESE.

s T—HRFEAT—ABIRE ( BFNIK-1) , HKEIEMNIK-3WKEI T tER R EHICMPE R
a,
« RACLAITHE ERENIK-2IEFE XK BNIK-3HI5NICMPiEREIEE,

N9K-1# show ip access-1lists TAC-IN

IP access 1ist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

NIK-1HEth1/1 LRV XEE.

interface Ethernetl/1

description ***Link-to-N9K-2%%%*

ip access-group TAC-IN in >>> RACL
ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

BREEEES , BIAMNIK-3ZINIK-2 L #1Lo0 192.168.0. 108 B HIEIE% (ICMPER ) »

T — % 2RIERMNIK-1 Lo0 192.168.0.10 % 72192.168.20.24: KINOK-3HI ICMP R & 3R,

- RS, BE#H ANIK-2 , BT T REEIK T M192.168.0.10F1192.168.20.28 EMNCMPRI & %K
KU

ERERAEANIK-1HICMPREHIES , EERIFEh1/1 LB EHPACL(TAC-IN).

N9K-2# show ip access-1lists TAC-IN



IP access 1ist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp reply comming from 192.168.0.10 to 19
30 permit ip any any [match=0]

interface Ethernetl/1

description ***Link-to-N9K-1%**

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> PACL (Inboud direction only)
no shutdown

- BEZHREENER , BIAMNIK-1ZINIK-2HREREES,

s T—HEHIANIK-2IEEBNIK-3EHRIXICMPRZHIES, HTPACLAXEHEAE |, B
ESERIEESVIERVLAN 20E EH B —MACL(TAC-OUT-SVI) , ZEEHFRACL ( AR
RACLE#HUAE ) o VLAN 2012 ENIK-2FINIK-3 2 [B] HYIE$E,

N9K-2# show ip access-lists TAC-OUT-SVI

IP access Tist TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 ICMP reply packets are being sent out to N

MXREE :

interface Vlanl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>> RACL outboud direccion
ip address 192.168.20.1/30

BIEL S EHPHACLITERES , BIANIK-1EEBNIK-2 EFHRIZEANMNCMPREHIES,
o MNOK-2ZINIK-3T- 2 Rk EHBBAEK,

s BRE—SRHIARERNIK-3 , HRIITECRBFERKRT ENMNCMPREHIEE.
- BIAE/NCMPEIE S AACL TAC-IN , SREUSR EEN9K-1 Lo0(192.168.0.10)HIICMPRI %,
T — S5, UAREEh1/4 LEBEHRACL(TAC-IN),

N9K-3# sh ip access-1lists TAC-IN

IP access Tist TAC-IN
statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]



20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp replies comming from LoO N9K-1
30 permit ip any any [match=0]

MAXEE :

interface Ethernetl/4
description ***Link-to-N9K-2%**
ip access-group TAC-IN 1in >>>
ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown

- FEABENANREIRSR , REVA B 8 E N2 [FF B it 310 I BEE S A& AR E HERE,
EARGIF , BATFEERUR , RNEENCMPHRESHMREE A RE L ERERNEZRA,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



