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o B2
AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR

m (BN ) BRE, WRENMBLTEHRE

E2EER
BRI £ Wireshark 5 81 253 58 88
T Fcapture, FEAHKEEREVIIIEIFHIM , %EFESpanIDITHERES,

%3 Apply as Filter > Selected , MEFIR :

L

No.
32
33
34
35
36
37
38
39
40
41

e e e

Time

12.789387
12.789507
12.789516
12.789546
12.790321
12.790332
12.790410
12.790444
12.791299
12.791308

R e

Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANal

BOO1 ..cu cune eeus
. 0001 0110 @111

111.

e
...1 0..
sees 2B..

FRRETRAERTRBERE,

Source Protocol  Length Info
10.1.2.1 E"T“ﬂ *‘:“ ICMP 148 Echo (ping)
10.1.2.1 o eae ICMP 148 Echo (ping)
10.1.1.1 Apply as Column <Rl ICMP 148 Echo (ping)
oo spwia=2 {PInd)
10.1.2.1 Prepare as Filter > (ping)
10.1.2.1 Conversation Filter > (plng]
10.1.1.1 Colorize with Filter > ot Selected (ping)
10.1.1.1 Gl i (ping)
10.1.2.1 IfO Graph > (ping)
10.1.2.1 Copy P (ping)
= .., S i<+ +u.o Show Packet Bytes... £330 o o o -
Export Packet Bytes... S EEX
Wiki Protocol Page
Version: Type  Filter Field Reference
Vlan: 359 Protocol Preferences >
cos: 7 Decode As... SHU

Encap: Origina
Truncated: Not

BHE3

request
request
reply
reply
request
request
reply
reply
request
request

wF
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1EI0 1.6 A Flow-id BV ERSPAN1% &

MR BIRRSGSREEBAEFIARE , WERSPANI K2 E AT ESURIDIIEI, A LABE L RIDA
PRRBIRIREENEARE , AL HREIRETERRID,

$121. ESPANBHRIZE
— NBFRANFRIDA

T£Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Destination Groups



Create SPAN Destination Group

Name

Description:

Destination Type:

Destination EPG

SPAN Version

Enforce SPAN Version:

Destination IP:

Source IP/Prefix

Flow I1D:
TTL:
MTU:

DSCP:

EE-/BiHR4AL

. All-dst-jr-flowid

optional

EPG Access Interface )

Sr @@ AL

Tenant Application Profile
: Version 2

O

10.0.0.1

:|[10.255.0.016

1
64

Lo

BO0DO

&

Unspecified

. JFflow-idEe & 2:

manitor
EPG



Create SPAN Destination wioup €

Name: | All-dst-jr-flowid2

Description: |optional

Destination Type: EPG Access Interface )
Destination EPG: |jr v @ AL monitor
Tenant Application Profile EPG

SPAN Version: Version 2

Enforce SPAN Version: [_]
Destination IP: | 10.0.0.1

Source IP/Prefix: 110.255.0.0/16

Flow ID: | 2 ~
TTL: | 64 -~
MTU: | 8000 ~

DSCP: | Unspecified

% 2a b : NEEEETISRCHIRE QI ESPANIR
T£Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Source Groups
Create SPAN Source Group (%]

Name: | Src-jr-1

Description:  optional

Admin State: Disabled Enabled

Filter Group: | select an option

Destination Group: | All-dst-jr-flowid1 @
Create Sources

& @

Name Direction Source EPG Source Paths

BERMBEARNEPGRIYEEZRE, KK ETRFIZTenant jr Application Profile ALLFIEPGRI A o



Create SPAN Source (]

Name: | APP-epg-jr

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Outside )

Source EPG: jr v @@ AL app

Tenant Application Profile EPG

Add Source Access Paths

Source Access Path

Pod-1/Node-101/VPC-ESX-169
| Pod-1/Node-102/VPC-ESX-169

FZER2b. N EEEZETIDSTH R E | ESPANIR

T£Fabric > Access Policies > Policies > Troubleshooting > SPAN > SPAN Source Groups



Create SPAN Source

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Qutside )

Source EPG: jr ALL

Tenant Application Profile

Add Source Access Paths

Source Access Path
| Pod-1/Node-103/ethi/6

BEARAMUNMERE |, MERMEPGCEIERE , oI UAE i3I0

Create SPAN Source Group

Name: | Src-epg-2

Description: | optional

Admin State: Disabled Enabled

Filter Group: select an option

Destination Group: ' All-dst-jr-flowid2 i
Create Sources

Name Direction Source EPG

HEB3 RIEWireshark s #7

=

==

db

COm

EPG

Source Paths

-+

EARREIF | ZRFRIEICMPERKFESHHRESICMPIENBIESHWHEITE , BIRACIIRIER

RRBEE.

Ewireshark E3TFF 3K |, FHE5SRCHIDST IP—#2E EHISPAN ID /Flow-ID8I T E RS :



<tfroot>

(erspan. spanid ==

and
) && (ip.src==
and ip.dst ==

RATRBENHRENILIRER

<ffroot>

(erspan.spanid == 1 and icnp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)

KiFDisplayed MiIE B2 B E X ENKTFESHEE



AN @ M RE Qe EFES E Qe aifH
I | (erspan.spanid == 1 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1) B -
No. Time Source Destination Protocol  Length Info
- 33 12.789507 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
37 12.790332 10.1.2.1 10.1.1.1 IcMP 148 Echo (ping) request
41 12.791308 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
45 12.792088 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
49 12.792891 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
53 12.793663 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
57 12.794455 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
61 12.795259 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) reguest
65 12.796080 10.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
69 12.796812 1@.1.2.1 10.1.1.1 ICMP 148 Echo (ping) request
Frame 33: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)
Internet Protocol Version 4, Src: 10.255.0.182, Dst: 19.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
BB0L .... cien waas = Version: Type II (1)
«o0. 1010 0111 1110 = Vlan: 2686
000. ce aaas = C0S: @
e+l @... .ia. ... = Encap: Originally 802.1Q encapsulated (2)
vens a@uy wuwe wae. = Truncated: Not truncated (@)
...... 00 0000 0001 = SpanID: 1
AAGG ARAGR AARR = Recaruard: QA
O Ed SpaniD (erspan.spanid), 10 bits Packats: 4109 - Displayed: 1000 [24.3%) Profile:

T—/SPAN IDX4REEHEBEMNHE ; REE , UHESERBREENBEESR.
T8

(erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and 1ip.dst == 10.1.1.1)

il

Adm:Z® BT RO QesEg & . = &  § TF [

11 | (erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)

||||

No. Time Source Destination Protocol Length Info
32 12.789387 10.1.2.1 10.1.1.1 ICMP 148 Echo
36 12.790321 10.1.2.1 10.1.1.1 ICMP 148 Echo
40 12.791299 10.1.2.1 10.1.1.1 ICMP 148 Echo
44 12.792076 ) dhe 2 Al ()5 e ICMP 148 Echo
48 12.792880 10.1.2.1 10.1.1.1 ICMP 148 Echo
52 12.793654 10.1.2.1 10.1.1.1 ICMP 148 Echo
56 12.794434 (2 AL 2 1l 10.1.1.1 ICMP 148 Echo
60 12.795250 10.1.2.1 10.1.1.1 ICMP 148 Echo
64 12.796038 10.1.2.1 10.1.1.1 ICMP 148 Echo
68 12.796797 10.1.2.1 16.1.1.1 ICMP 148 Echo

'

Frame 32: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)

(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(ping) requ
(pingl requ

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)

Internet Protocol Version 4, Src: 10.255.0.103, Dst: 10.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

0001 .... .... .... = Version: Type II (1)

..x. 0001 0110 9111 = Vlan: 359

111, vees wans = C0S: 7

PP [ «... = Encap: Originally 802.10Q encapsulated (2)
vess 10u. vuee wa.. = Truncated: Not truncated (@)

...... 00 0000 0010 = SpanID: 2

AAAG ARAR AAGRA — Recaruad: A

() ¥  spaniD (erspan.spanid), 10 bits Packets: 4109 | Displayed: 1000 (24.3%




RI2.F & 1T 285

LT ER ANexus REREB T A BB E AN EMEONMEE , BRGTEEREDUIERREN
ME (MRTREME) -

ERT A5
HABRNRRAIEREZTEZNENED,
<#root>

Switch#

vsh_lc -c “clear platforminternal counters port

<ffroot>

LEAF3#

vsh_lc -c “clear platforminternal counters port 6"

LEAF1#

vsh_Ic -c “clear platforminternal counters port 45"

LEAF2#

vsh_lc -c “clear platforminternal counters port 45"

ERRGFECSNFHRFESREHREI AN
EREMBRXMTXEH R A RER B IR BB A ¢

<ttroot>

vsh_lc -c ‘show platforminternal counters port



grep X_PKT

ET—NRAF |, FHREEBXDPKXF5128 /)0 F1024:

<{froot>
LEAF101#

vsh_Ilc

-c "show pl atforminternal

RX_PKTOK
RX_PKTTOTAL
RX_PKT_LT64
RX_PKT_64
RX_PKT_65
RX_PKT_128
RX_PKT_256

RX_PKT_512

RX_PKT_1024
RX_PKT_1519
RX_PKT_2048
RX_PKT_4096
RX_PKT_8192
RX_PKT_GT9216
TX_PKTOK
TX_PKTTOTAL
TX_PKT_LT64
TX_PKT_64
TX_PKT_65
TX_PKT_128
TX_PKT_256

TX_PKT 512

TX_PKT_1024
TX_PKT_1519
TX_PKT_2048
TX_PKT_4096
TX_PKT_8192
TX_PKT_GT9216

counters port 45 " |

1187
1187

0
0
0
7
4
0

3865
3865
0

0
3842
17

LS REFBERRBIECNERPRIT.

RERFE

MRS 8810.1.2.1K1F 1000 MRS , BIEI KN 79520,

ERH103801/6 ERIE , RXEH

MEBELEDERE

grep X_PKT



<ffroot>

MXS2-LF103#

vsh_lc -c "show platforminternal counters port 6 " | grep X PKT_512
RX_PKT_512 1000
TX_PKT_512 647

1000 NIEARX , ERBEATNBBEBESENNERIE,
T—SREEEMRSENEHED

3t FLeaf102:

<tfroot>

MXS2-LF102#

vsh_lc -c "show platforminternal counters port 45 " | grep X PKT_512
RX_PKT_512 0
TX_PKT_512 1000

RIIEFEREFER,
MFAREH101,RXEIEE647 , EACI TXHBIEEHREMRE,

<{froot>

MXS2-LF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X _PKT_512
RX_PKT_512 647
TX_PKT_512 0

EESEYS

~ACIZ S — [BERE


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217991-troubleshoot-aci-intra-fabric-forwarding.html

XFHEE
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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