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1. MSystem SettingsH 1% System Configuration > Local Admin Security > Security
Questions.

i 1Q Link

dig SystomSottings G Local Admin Security
B AudtLogs Change password Security questions

32 DataSources

System [ ]

awm Z ‘

No security questions configured

security questions to help recover your account if you forget your password.

Configurs sscurity quasthons
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il 1Q Link
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dg Systom Sattings 3 Local Admin Security
] Audit Logs Change password Security questions

% Dats Sources
Security questions

Set up security questions to belp recover your account if you forget your password, You must answer all gquestions.

P Quaestion 1

Configuration

Select a security question

Anmwor

Question 2 *

Sedect a security question

Answer

Quastion 3 °

Select a security question

Angwer

Question 4 °

Select a secunty quastion

Answer

Quastion 5

Sedoct a security question

Answar
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5. Click Save.
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1. MSystem Settings , §fnE|System Configuration > Local Admin Security > Change
Password.



ahethe 1Q Link

&g System Settings Local Admin Security

Change password Security questions

Audit Logs

Data Sources
Change password

Choose a strong password that contains the following:
System s i g

Configuration
& Minimum 15-character length

& At least one uppercase character
@ At least one lowercase character
& At least one numeric character

& At least one special character

Password

New password

Confirm password

Show
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5. Click Save.

ZiB7ECisco IQREHEH , EIECisco IQEEL(VM),

EESICHED

MRZARETRLEE , IUEARLAERIESEEERIENER. BXFHAEE , HZHIKR
ELZ2EBMNESE,



EEETICNED , BIITUTERE

1. &M 2ICisco IQ Link & F T E.

2. B ERICEN,

Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter YOour username

Continue Back to login
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Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer Show

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login
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Set New Password
Choose a strong password that contains the following:

@ Minimum 15-character length

Q At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

@ At least one special character

New password

Show

Confirm password

Reset password Back to login
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6. RFREHENERBERCIZNA.

S HnIDP

E£Cisco IQEEEHIRIIDP |, EMITLATRME -

1. MSystem Settings 1% System Configuration > Identity Providers, & %:4% & ‘Rldentity
Providers Tl Ho



Identity Providers

2. B Add Identity Provider. R£iREEI2 & RAdd Identity Provider T [H,
‘deeht 1Q Link

< Identity Providers

Add Identity Provider

‘ 0 System Settings
g‘ Connection Management

2% Activity & Logs Identity provider name *
Enter identity provider name

@ System
Configuration Domains

Enter domain names

Organization |DP metadata *

&

Select or drag file to this area to upload

Only one file can be uploaded at 5 ME or less

C' Enable single log out (SLO)

Save Cancel
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3. mABRREEREN.
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6. ( A% ) 3TFFEnable single logouttl#iZ4ll, &t A LAFEE B ASLO,



7. Click Save.
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Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...
General Account...
Select option

Select option

Select option

+ Add identity provider role

R A e
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« general_account _administrator: —fi&tk P EE R EERIT=RPAERIEN TR
- general_account _viewer: ik P EHEFEE RiLHMENR
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Contaot us
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3. BEREAMEORAERFACRERERFHMAE,

4. Click Save.
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Identity Providers

g Yeem
Configuration

TEAHAES
2. T T 83X 5 7 N sp-public-key.crto
3. SMEIEMIDPITTF,
4. -f%1DP SAML Configuration for SSOE 4 A 4 A # & & I 5 30
5. IR T 8IDPTEIE M.

6. % Identity ProvidersTT £ , 1£#Z 7 iN#YIDP#IMore OptionsE 45> Edit,
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System Settings < Identity Providers

Edit Identity Provider

Connection Management

Activity & Logs Identity provider name

System Domains

Configuration Enter domain names

cisco.com X

Organization IDP metadata *

&y

Select or drag file to this area to upload
Only one file can be uploaded at 5 MB or less

@

@) Enable single log out (SLO)

Save Cancel

7. TF Enable single log out(SLO) #3241,
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 ADFS_ EHYSSL/TLSIEH

- Cisco IQHEHE R 15 R R
 JTADFSHRSS 28 (Windows Server)fy &2 177 5]
« ADFSHRS 28 LHIPowerShellif[d]
 ADFSHICisco IQ:Z [RIKY P 4% 1%E 15

- ADFSIRF BB IFMESR ( W TR )

ADFSHRS 2R ELE

mA DU ]

Z#1Q FQDN AFEHEENA devxx-23.CX-XXX-XXX.CiSCO.com
ADFSHRS 88 URL FA F ADFSHR S5 85 ith 11t https://ad-fs.dev.local

NGB B F B 1415 company.com

AD4 Active Directory415i% (DN)  |[CN=Role - CXIQFF % A &
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EBEEADFS , FHITATRE !

1. MSystem Settings1%£$%System Configuration > Identity Providers. R4 .E RIdentity
Providers T H o

Identity Providers

TR
2. BETHSPAHIUEB M T HSPITIHIE I T RIX L4+,

3. ’fservice-provider-metadata.xmlFservice-provider-certificate.crt 34 & #| H R ZEIADFS B
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4. HFE|ADFSHRSE R
5. MADFS Management(#/ , B HEMAET,
6. NEBISEEXRER , BHEFMMEBRAEE. HITTHES,
7. B £ Claims Aware %1% 41,
8. B Startk &AL E .
9. Efilmport data , \X 4§ ABKREB T RYEIRE
10. B HBrowse BUE R IR S5 R A7 T R XM H TR XM £ 4%
11. & Nexto
12. MAEREWR (HlW“CIQ-Stage” ) , RINEMMEREZZE , AF K EHNexto

13. #£Choose Access Control Policy 1 [ £
HYSREE ) o

14. B HFREEFHT —F,
15. B #Close TR EB B EEEE.,

, RifiPermit everyone ( BN ALNZ LB EFTE
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1. EXEBAEENEF (Hlm |, “Cisco IQ - Stage” ) »

$relyingPartyName = “Cisco IQ - Stage”

2. EXFHANLGAFEENARR FHKREEFCisco 1Q.

$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuleName = “Send Email and Name”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em

@RuleName = “Transform Email to NameID”

c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”, Issuer = c.Issu
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD

=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/claims/Group”), query = “;mem
‘@@

3. BEEITUAT oS MABEAMN

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName -IssuanceTransformRules $claimRules
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$username = “testuser”

2. BTUTBRTERMAFKS

$searcher = [adsisearcher]“(samaccountname=$username)”

$user = $searcher.FindOne()

3. ERAFFREAYA,

$user.Properties.memberof

Rl

CN=Role - CXIQ Developers,0OU=Role Groups,DC=dev,DC=local
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1. EADFSHRS 8 , FFSPIEH S A E|TrustedPeople & H o

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:
2. EBRTHED Z— :

N % SPEBBMBERMENINE | ADFST BT EEEERFHIET,
- 2RALEBAERAERU

Set-AdfsRelyingPartyTrust °

-TargetIdentifier “



-SigningCertificateRevocationCheck None °

-EncryptionCertificateRevocationCheck None

CE)

« R CALEH S AZFEEMRIEB R R IEE

Import-Certificate -FilePath “C:-iq-onprem-ca.cer” -CertStorelLocation “Cert:”

3. B EFFAADFSHRS M AE X,

Restart-Service adfssrv
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& 7] LLE FAPowerShellZWeb3il 55 88 T 8t ADFS T3 3E

PowerShell

EFEAPowerShell % HBADFSTHIE |, B ITUT R4 :
1. FEADFSHRSS 88 L 3T FrPowerShell,

2. BT T T T THE X

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

BITXERTE , TR R FEIC:-metadata.xml,



Web 3| % 25

EFEAWebH S 2R S HADFSTEIE , FIMITUTRME :

1. S Ehttps://<your-adfs-server>/FederationMetadata/2007-06/FederationMetadata.xml,
2. FAADFSHRS 2821 E 418 B <your-adfs-server>,

3. HIRRE , FTBBEXMLAFREFE T EL.
# HIADFS IDP

1. TEIdentity ProvidersTA H £ , # #7Add identity provider,

2. MABODRBEEFEN.

3. B A I , company.com).

4. (W& ) MRFE , FITFFEnable single logouttliRiz4,

5. #£Upload IDP Metadata B¢ *h #5 5 5 £ £ MIDP 51 12 5 3K BR A9 SAML T 3R IE S

6. Click Save.
N s RSERNRER  BEIACHEER  XEFEZANIR.
B A s

EHEREA GRS 28, BHEMARTLUMACtive Directory R BB TS KA. EMActive
Directory R &, 4A , iHE1T A TPowerShellin %

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

REEEBIELDAPE #Active Directory , THEHMIEIR, HEEATEN A5 P8 ¥(DN)EXIR



= , i -

CN=Role - CXIQFF XA f , OU=Groups , DC=dev , DC=example , DC=com CN=Role - CXIQ
Viewers , OU=Groups , DC=dev , DC=example , DC=com

MRFFENARIE , NEE R SHMIEActive Directory P BIERIX LA | RFFRETTRADFSH IR
5,

EREAGRSE , HHRITUTERE

1. WARIKMIDPH | EFELETAR> P AE, REHE RMap user rolesT .

Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account... (%)

select option

Select option

Select option

t Add identity provider role

AEma



2. AFMERZABRAIDPAR, XEUTREAR !

- general_account _administrator: —fig ik =~ &2 B EEHITmP A EREN T LR,
IDPAE ( BITHET ) BCXIQEE A,

- general_account__viewer EMIKFEEREE R RGN, IDPAG ( BITHNAEMN
) BCXIQFF R AR FICXIQEE =R

N orE . EEBFHEH (HIN, CXQFEAR ) HITEEENEE,
3. Click Save IRZE #7179 Success,
B A i
=56 E

1. #IncognitoZ PrivatetE X ¥ 85 & , S Ehttps://your-cisco-ig-domain.com/login,
2. EA1E\A F & Huser@domain.localt& =X K Active Directory X il & .

3. RIFEEHMEEMZICisco IQER ( EEMRIEKINE ) -

4 WNESENAGEAFBENHPEREBBENNASE (HI, CXIQFFRAR ) .

MW5EH

ENRFH , HREMCisco IQFH. REMEISE R“Logging out , please wait..” ( ¥4 , R
...... ) HE , B EE[EICisco IQ LoginllH. REXKXLIEADFS2iE, MREZREREGR
ADFS , RE SR REEHZ R,

HEBRADF S f&E

LR BIREER T B LR EM AT eER BRIR TR | RSB REZBEMBFREADFSIRE, IEFHHIR,
SSOE FAMMSLOE B KA A=,

ADF S| &



[A] & FER /15 BA RRMEE/BRRTENEERRF

o fR D RIEHN: EHiz 1T ELEADFSF BH

AL A Y5 BR

RIZFEVAVA BERELTAG o HIRAVAE M AT R
http://schemas.xmlsoap.org/claims/Group
e P RTEADH A

RER K “TEBZAERWENES KEADFSIEHEENE &

o TEMHMIACS URL: I : https://your-
fqdn/saml/acs

BREHR EHEE BRI E R F
e Cookief ITEL: % &3 ¥ 8§ Cookie F #Y IE

i

R TS EHERREY IS e &

ERADFSHE 5Cisco QB RINENK , FEANUTOMS T, XEGTEMTRIETHER
HEME, IEPEEMARRE,

« WUFADFSTEUIRE W 15 R #8 A AT BAIA R M A FF U5 FIADFSER & TR ; XRE U AMRIEEN

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xm]

o WOUF NZRUE 5 B4R IE BB RY AN 2L B 5 Cisco IQIEH 5 EEH X EX

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List

/

- RESAMLAHEE: RIFERIQEENSAMLA K ER EHEEEUR SHRIFFERMKER
% B FRHARY URL


http://schemas.xmlsoap.org/claims/Group

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

™ INISCPARSS 85

tZ2EHMU(SCP)RFHRBEAARIHNEREN | XEXHENTHRM, ARFEECisco
IQEEEXREE,

ANIISCPRRS 8RR BR

1. MSystem Settings#i%£$%System Configuration > SCP Server, Z&BEEI4 & /RSCP
ServerR H.,

“hees 1Q Link

dg System Settings » SCP Server

& Connection Management

2% Activity & Logs

System
B Conguration

2. B & Configure SCP Server,



"teen 1Q Link

2 @O System Settings & SCP Server
Configure SCP Server

¥ Connection Management Specify the location for appliance and application files.

2%  Activity & Logs
IP address/hostname

$ Systemn
Configuration

Remote directory
Usarname

Password

Save Cancel

3. W AIPH UL/ EV A,

4. FRA—NMEAS,

5. % ARemote directory.
6. AR &,

7. AT,

8. Click Save. R&HEAI 2 E RHEIA,

REBIBSCPARS 2R

ERBIIASCPIRS R , BHITUTERE



1. SR ZE|SCP ServerTl |,

abuilis |0 Link

Ao system Settings 2 SCP Server

L
&% Connection Management e ey

~

- -
S Activity & Logs

Port

a
Configuration Remote directary

Passward
ssassss

2. N TARENIASCPRS R , B EEdit

bl 10 | ink

2 @ System Settings “ SCP Server
Edit SCP Server

&' Connection Management Specify the location for appliance and application files.

%  Activity & Logs
IP address/hostname

System
g Configuration

22

Remote directory

Username

cisco
Password
Show

Save Cancel

3. REFBEBIFAER.

4. Click Save.
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ZEFP A LB UIFRBIGZF HICisco 1Q LinkhRA, &3k 7] LAMCisco 1Q Data Connectors 1 [ # 171
Uk,

BEEMITXREER , FRITUTRE

1. MAdministration %1% System Configuration > System Management, R4EEI4E R
System Management ., LtINEERYBIETHREMRAE ; R EAKREZEEH , MUpdate
History&8 7 7 %=,

System Management

System Updates

Scheduled Update

Update History

REFHR

2. B FHReschedule update,

Reschedule Update

Scheduled for
May 5, 2026, 8:11 PM

Installation must occur by May 5, 2026, 8:11 PM

r

() Update now () Update later

Cancel Save

ENREEAR
3. B HUpdate NowZ BIE#T1T Xl , ¥ HUpdate LaterZHEH At Al

4. Click Save. RERER—MAINEE , ERBEEQIREEHR TN,



System Management

System Updates

Current System

Current version Update mode Maintenance window
Automatic

Update History
Q, Search Status 1 result
Update Status Update Schedule Version Description

[] Apr 21, 2026, 7:49 PM Ciscol@ Appliance version

FRA

SSLutH#itiE

Cisco QI MEEH R AT RNGSHES , BRAS TULMEBELSSLES, BAERENSSLE
H0 , EBATFHTTPSIER | MRERHEARMG , RE2EHTENRNES.

AR EPNARHLAEDLNIOKR. WMRIEFHFHRIARRRED TIOKR , WIARNZIEREIRFE
7o AN, REBEMIBRSSLIER/E |, &/ 4R R Okta IDPELADFS IDPHY ZEELSLOFL & #f 20 Firik
L fEFHASSL,

WWHINBE X SSLUE$
ERMMEENSSLIES |, BHRITUTRE

1. MSystem Settings/ , i%£1%System Configuration > SSL Certificates, REFE RSSL
CertificatesTUH , A 5IH T REMFAESSLIES,

dnis 1Q Link @ 8
SSL Certificates + Add Custom SSL Certificate

Default self-signed certificate © Enatled
File name Expiration date

ssued by
Default System Certificats Cisca 1Q On-Prem Default CA April 10, 2048

@ System
Configuration

NINSSLIEH

2. B Add Custom SSL Certificateo



N DS BRI R R A DR B AR M A R SR Y XA
— R ABE b — At
S AR B A FIFA LR

‘el 1Q Link

System Settings 3 « Szl Certificates

Add Custom SSL Certificate

' Connection Management

S5L Certificates
Activity & Logs Upload a .txt file containing the certificate and key as text strings.

Systam
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